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Abstract. We present a novel abstract interpretation-based static anal-
ysis framework for proving Termination Resilience, the absence of Ro-
bust Non-Termination vulnerabilities in software systems. Robust Non-
Termination characterizes programs where an untrusted (e.g., externally-
controlled) input can force infinite execution, independently of other
trusted (e.g., controlled) variables. Our framework is a semantic gener-
alization of Cousot and Cousot’s abstract interpretation-based ranking
function derivation, and our sound static analysis extends Urban and
Miné’s decision tree abstract domain in a non-trivial way to manage the
distinction between untrusted and trusted program variables. Our ap-
proach is implemented in an open-source tool and evaluated on bench-
marks sourced from SV-COMP and modeled after real-world software,
demonstrating practical effectiveness in verifying Termination Resilience
and detecting potential Robust Non-Termination vulnerabilities.

1 Introduction

Termination is one of the oldest and most fundamental properties of programs.
Yet, in practice, requiring termination in every possible case can be unnecessarily
restrictive. Indeed, not all program variables play the same role in program termi-
nation. Some variables are untrusted : their values may be externally controlled,
for instance by user input, an operating system scheduler, or a third-party library.
If controlling such variables alone is sufficient to enforce divergence, we say that
the program is vulnerable to Robust Non-Termination, which represents a serious
concern in practice. By contrast, other variables are trusted : their values stem
from non-deterministic choices, internal computations, or library calls under the
control of the programmer. Non-termination that may be avoided through these
trusted choices may be acceptable, as it cannot be reliably exploited by an ad-
versary; it reflects internal system behavior rather than external influence. From
a security perspective, this distinction is crucial: divergence caused by untrusted
inputs constitutes a potential denial-of-service vulnerability, whereas divergence
caused by trusted variables does not. From a software engineering standpoint,
the distinction is equally important as it hints at a principled way to triage
non-termination alarms, helping developers prioritize the more critical cases.

This distinction motivates the property of Termination Resilience; for every
possible (sequence of) untrusted input(s), there exists at least one terminating
execution. In semantic terms, we treat untrusted variables demonically, since ter-
mination must be ensured under all value possibilities, while trusted variables
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1x := input;
2z := 10;
if 3(. . . ) {

while 4(z >= 0) {
5z := z - x;

}
} else {

6c := [-2, 1];
while 7(z >= x) {

8z := z + c;
}

}9

Fig. 1: Program P .

are treated angelically, since it suffices that some of their values enable termina-
tion. Besides, we support both scenarios where untrusted inputs have full and
partial knowledge on trusted variables. Consider program P (inspired from our
benchmarks and written in the small programming language that we use for
illustration in the paper) in Figure 1: the variable x is an untrusted input (cf.
program label 1), while the value of c is non-deterministically chosen between
−2 and 1 (cf. label 6). Both while loops in the program are non-terminating,
the first when x ≤ 0, and the second when (z ≥ x and) c ≥ 0. However, only for
the first loop (non-)termination depends on untrusted variables, while the sec-
ond loop satisfies Termination Resilience. Termination Resilience thus provides
a nuanced alternative to Termination. Note that in this program the untrusted
input is the first to choose a value (cf. label 1), hence it has no knowledge about
the trusted variables (c and z) values.

We design an abstract interpretation-based static analysis framework to prove
Termination Resilience. Our framework is a generalization of Cousot and Cousot’s
idea of computing a ranking function by abstract interpretation [12]. Specifically,
we extend their semantic definitions to accommodate the asymmetric treatment
of untrusted and trusted program variables. We derive a sound static analysis
for Termination Resilience by building upon Urban and Miné’s decision tree ab-
stract domain [34], enhancing it with novel and non-trivial transformer operators
to effectively manage this mixed settings. When unable to prove that a program
always satisfies Termination Resilience, our static analysis automatically infers
sufficient preconditions that ensure Termination Resilience. For example, for pro-
gram P in Figure 1, our analysis proves Termination Resilience for the second
loop and automatically infers the precondition x > 0 for the first loop.

Our analysis is implemented in an open-source tool, as an extension of the
FuncTion static analyzer [32], and evaluated on benchmarks drawn from the
International Competition on Software Verification (SV-COMP) and modeled
after real-world software. The experimental results demonstrate the practical
usefulness of the analysis as a means to triage non-termination alarms based on
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whether they depend on untrusted or trusted variables, provings developers with
a systematic way to prioritize the most critical cases.

2 Termination Resilience

In this section, we give a mathematical characterization of the behavior of a
program, and we formally define our property of interest, Termination Resilience.

Program Semantics. We model the operational behavior of a program as a
transition system ⟨Σ, τ⟩ where Σ is a (potentially infinite) set of program states,
and the transition relation τ ⊆ Σ×Σ describes possible transition between states
[10,9]. Specifically, for our purposes, τ def

= τ i ⊎ τ r is the disjoint union of input
transitions in τ i, which are transitions that consume an untrusted input, and
regular transitions in τ r. For simplicity, without loss of generalization, we assume
that all transitions ⟨s, s′⟩ ∈ τ from a state s ∈ Σ are of the same kind, i.e., either
all input transition or all regular transitions. The set of final program states is
Ωτ

def
= {s ∈ Σ | ∀s′ ∈ Σ : ⟨s, s′⟩ ̸∈ τ}.
Given a transition system ⟨Σ, τ⟩, the function preτr : P(Σ) → P(Σ) maps

a given set of states X ⊆ Σ to the set of their predecessors with respect to τ r:
preτr (X)

def
= {s ∈ Σ | ∃s′ ∈ X : ⟨s, s′⟩ ∈ τ r}, and the function p̃reτ i : P(Σ) →

P(Σ) maps a set of states X ⊆ Σ to the set of states whose successors with
respect to τ i are all in X: p̃reτ i(X)

def
= {s ∈ Σ | ∀s′ ∈ Σ : ⟨s, s′⟩ ∈ τ i ⇒ s′ ∈ X}.

In the following, given a set S, let ε be an empty sequence of elements in S, S+

be the set of all non-empty finite sequences of elements in S, Sω be the set of all
infinite sequences, S+∞ def

= S+ ∪ Sω be the set of all non-empty finite or infinite
sequences of elements in S, and S∗∞ def

= S+∞ ∪ {ε}. We write T+ def
= T ∩ S+,

Tω def
= T ∩Sω for the selection of the non-empty finite sequences and the infinite

sequences of T ∈ P(S+∞), and T ;T ′ = {tst′ ∈ S+∞ | s ∈ S ∧ ts ∈ T ∧ st′ ∈ T ′}
for the merging of two sets of sequences T ∈ P(S+) and T ′ ∈ P(S+∞), when a
finite sequence in T terminates with the initial element of a sequence in T ′.

A trace σ ∈ Σ+∞ is a non-empty sequence of program states where each
pair of consecutive states s, s′ ∈ Σ is described by the transition relation τ , i.e.,
⟨s, s′⟩ ∈ τ . We write σn to denote the n-th state of a trace σ ∈ Σ+∞ (with
n < |σ|), σi (resp. σr) for the (possibly empty) sequence of input (resp. regular)
transitions (i.e., pairs of consecutive states) in σ, and T i for the set {σi | σ ∈ T}
of sequences of input transitions in traces in a set T ∈ P(Σ+∞) (resp. T r for
the set {σr | σ ∈ T} of sequences of regular transitions). The trace semantics
Λ ∈ P(Σ+∞) generated by a transition system ⟨Σ, τ⟩ is the union of all non-
empty finite traces terminating in Ωτ , and all infinite traces. It can be expressed
as a least fixpoint in the complete lattice ⟨P(Σ+∞),⊑,⊔,⊓, Σω, Σ+⟩[9]:

Λ = lfp⊑Θ

Θ(T )
def
= Ωτ ∪ (τ ;T )

(1)
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a

b c

(a) The transition system ⟨Σ1, τ1⟩.

a

b c

d e

(b) The transition system ⟨Σ2, τ2⟩.

Fig. 2: The transition systems of Examples 1 and 2. Input transitions are repre-
sented with dashed red lines, while solid black lines represent regular transitions.

where the computational order is T1 ⊑ T2
def⇔ T+

1 ⊆ T+
2 ∧ Tω

1 ⊇ Tω
2 . In the

following, we write Λ[[P ]] to denote the trace semantics of a given program P .
Given an initial set of states I ⊆ Σ, we define Λ[[P ]]I

def
= {σ ∈ Λ[[P ]] | σ0 ∈ I} as

the restriction of the trace semantics of P to traces starting in I.

Example 1. Let ⟨Σ1, τ1⟩ be a transition system with Σ1 = {a, b, c} and τ1 =
τ i1 ∪ τ r1 where τ i1 = {⟨a, b⟩, ⟨a, c⟩} and τ r1 = {⟨c, c⟩} (cf. Figure 2a). The trace
semantics generated by ⟨Σ1, τ1⟩ and starting in I = {a} is Λ1 = {ab, acω}. ◁

Example 2. Let ⟨Σ1, τ1⟩ be the transition system from Example 1 and let ⟨Σ2, τ2⟩
be another transition system with Σ2 = Σ1 ∪ {d, e} and τ2 = τ i1 ∪ τ r2 where
τ r2 = τ r1 \ {⟨c, c⟩} ∪ {⟨b, d⟩, ⟨b, e⟩, ⟨e, e⟩} (cf. Figure 2b). The trace semantics
generated by ⟨Σ2, τ2⟩ and starting in I = {a} is Λ2 = {abd, abeω, ac}. ◁

Program Property. As customary in abstract interpretation [10], we represent
properties of entities in a universe U by a subset of this universe. We formally
define the Robust Non-Termination program property.

Definition 1 (Robust Non-Termination). The Robust Non-Termination pro-
gram property is the set of sets of traces for which a (possibly empty) sequence
of input transitions only yields diverging traces:

RNT def
=

{
T ∈ P(Σ+∞) | ∃j ∈ T i ∀σ ∈ T : σi = j ⇒ σ ∈ Tω

}
(2)

Note that any set T ⊆ P(Σω) of infinite traces always belongs to RNT , even
if the traces do not consume input values (in such case j = ε), i.e., an always
non-terminating program is always vulnerable to non-termination exploits.

Example 3. Let ⟨Σ1, τ1⟩ be the transition system from Example 1. The input
transition ⟨a, c⟩ only yields the diverging trace acω ∈ Λ1. Thus Λ1 ∈ RNT . ◁

The negation of Robust Non-Termination is our property of interest. It ex-
presses the ability of the program to (possibly) defend itself from non-termination
exploits. Formally, we call this property Termination Resilience.
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Definition 2 (Termination Resilience). The Termination Resilience pro-
gram property is the set of sets of program traces for which there exists a termi-
nating trace for all sequence of input transitions:

T R def
= ¬RNT = {T ∈ P(Σ+∞) | ∀j ∈ T i ∃σ ∈ T+ : σi = j} (3)

Example 4. Let ⟨Σ2, τ2⟩ be the transition system from Example 2. For any se-
quence of input transitions in (Λ2)

i = {⟨a, b⟩, ⟨a, c⟩}, there is at least one termi-
nating trace in Λ2, i.e., abd for ⟨a, b⟩, and ac for ⟨a, c⟩. Thus, Λ2 ∈ T R. ◁

The trace semantics Λ[[P ]] of a program P , fully describing the behavior of
P , exactly characterizes Termination Resilience of P (and its negation, Robust
Non-Termination), for an initial set of states I ⊆ Σ:

P |=I T R ⇔ Λ[[P ]]I ∈ T R ⇔ Λ[[P ]]I ̸∈ RNT ⇔ P ̸|=I RNT . (4)

In the next two sections, we abstract the trace semantics Λ to a special-
purpose sound and complete (but not computable) semantics Λtr that forgets
details of the program behavior that are irrelevant for reasoning about Ter-
mination Resilience. Next, we further abstract this semantics into a sound but
computable semantics Λ♮

tr that yields a static analysis for Termination Resilience.

3 Termination Resilience Semantics

We derive our concrete semantics Λtr by abstract interpretation of the trace
semantics Λ. The abstraction eliminates program traces that are potentially
branching to non-termination through different untrusted inputs, and proves
Termination Resilience for the remaining traces by associating a well-founded
quantity [31,13] to program states belonging to terminating traces. Specifically,
we abstract the trace semantics Λ ∈ P(Σ+∞) into the termination resilience
semantics Λtr : Σ ⇀ O (where O is the set of ordinals), which is the best (po-
tential) ranking function [12,33] for the program states in the traces in Λ.

We define the termination resilience abstraction αtr : P(Σ+∞) → (Σ ⇀ O)
to map sets of program traces to a (potential) ranking function as:

αtr(T )
def
= αv ◦ −→α (T ) (5)

where −→α : P(Σ+∞) → P(Σ × Σ) extracts the smallest transition relation τ ⊆
Σ ×Σ that generates a given set of traces T : −→α (T )

def
= {⟨s, s′⟩ | ∃σ, σ′ : σss′σ′ ∈

T}, and αv : P(Σ ×Σ)→ (Σ ⇀ O) ranks the elements in the domain of r:

αv(∅)
def
= ∅̇

αv(r)s
def
=


0 s ∈ Ωr

sup
{
αv(r)s

′ + 1
∣∣∣ ⟨s, s′⟩ ∈ ri

}
s ∈ p̃reri(dom(αv(r)))

inf
{
αv(r)s

′ + 1
∣∣∣ dom(αv(r)) ∧ ⟨s, s′⟩ ∈ rr

}
s ∈ prerr (dom(αv(r)))

undefined otherwise



6 Naïm Moussaoui Remil and Caterina Urban

with ∅̇ representing the totally undefined function. The (potential) ranking func-
tion is defined incrementally, starting from the final states in Ωr, where the
function has value 0 (and is undefined elsewhere). Then, the domain of the func-
tion grows by retracing the program (transitions) backwards and counting the
number of performed program steps as value of the function. We model the non-
determinism arising from input transitions demonically, requiring all successor
states to already be in the domain of the function (s ∈ p̃reri(dom(αv(r)))),
and count the maximum number of performed program steps. Instead, non-
determinism arising from regular transitions is treated angelically, and the po-
tential ranking functions counts the minimum number of steps to termination.

We can now formally define the termination resilience semantics Λtr.

Definition 3 (Termination Resilience Semantics). Let ⟨Σ, τ⟩ be a transi-
tion system. Its termination resilience semantics Λtr ∈ (Σ ⇀ O) is:

Λtr
def
= αtr(Λ) = lfp⊑

∅̇
Θtr

Θtr(f)
def
= λs.


0 s ∈ Ωτ

sup
{
f(s′) + 1

∣∣ ⟨s, s′⟩ ∈ τ i
}

s ∈ p̃reτ i(dom(f))

inf {f(s′) + 1 | s′ ∈ dom(f), ⟨s, s′⟩ ∈ τ r} s ∈ preτr (dom(f))

undefined otherwise

where Λ ∈ P(Σ+∞) is the trace semantics (cf. Equation 2).

We write Λtr[[P ]] for the termination resilience semantics of a program P .

Example 5. Let ⟨Σ2, τ2⟩ and Λt2 be the transition system from Example 2 and
its termination resilience trace semantics, respectively. The fixpoint iterates of
its termination resilience semantics Λtr2

def
= αtr(Λt2) are the following:

a

b c

d e

: 0

: 0

a

b c

d e

: 0: 1

: 0

a

b c

d e

: 2

: 0: 1

: 0

a

b c

d e

: 2

: 0: 1

: 0

Note that Λtr2 is defined over the state b even if a transition can lead to the
diverging trace beω because the non-deterministic choice is treated angelically:
there is at least one choice that ensures termination (via the trace bd). ◁

The termination resilience semantics Λtr[[P ]] of a program P is sound and
complete for verifying Termination Resilience, for an initial set of states I ⊆ Σ:

Theorem 1 (Soundness&Completeness). Λ[[P ]]I ∈ T R ⇔ I ⊆ dom(Λtr[[P ]])
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1x := input;
2z := 10;

while 3(z >= 0) {
4z := z - x;

}5

(a) Program P1

1x = input;
2z := 10;
3c := [-2, 1];
while 4(z >= x) {

5z := z + c;
}6

(b) Program P2

Fig. 3: Programs akin to the transitions systems in Example 1 (a) and 2 (b).

4 Denotational Termination Resilience Semantics

The formal treatment given in the previous section is language independent.
In the following, for simplicity, we introduce a small sequential programming
language that we use for illustration throughout the rest of the paper:

AExp ∋ a ::= x | c | −a | a ⋄ a
Stmt ∋ s ::= l skip | l x := input | l x := [c1, c2] | l x := a

| if l a ▷◁ 0 {s} | while l a ▷◁ 0 {s} | s; s
Prog ∋ p ::= sl

where x ∈ X ranges over program variables, c ∈ Z, c1 ∈ Z∪{−∞}, c2 ∈ Z∪{+∞}
range over mathematical integer values possibly extended to include (negative
or positive) infinity, ⋄ ∈ {+,−, ∗, . . . }, and ▷◁∈ {=, ̸=,≤, . . . }. A unique la-
bel l ∈ L appears within each instruction statement. Variable assignments can
involve an untrusted input (l x := input), a (trusted) non-deterministic choice
(l x := [c1, c2]) or an arithmetic expression (l x := a). A program is an instruc-
tion statement s ∈ Stmt followed by a label l ∈ L.

Figure 3 shows two programs written in our small language, both slices of
program P from Figure 1. Program P1 (cf. Figure 3a) is akin to the transition
system in Example 1: the input x ≤ 0 leads to non-termination (state c in
Figure 2a), while for x > 0 (state b) the program always terminates. Instead, P2

(cf. Figure 3b) is akin to Example 2: for the input x ≤ 10 (state b in Figure 2b),
termination is possible with c < 0 (state d).

In this section, we instantiate the definition of our termination resilience
semantics Λtr with respect to programs p ∈ Prog written in our small language.
Then, in the next section, we will define its abstraction Λ♮

tr.

Taint Semantics. Let E = X→ Z denote the set of environments, where each
ρ ∈ E maps variables to their integer values. We adopt the standard semantics
of expressions [[e]] : E ⇀ P(Z) mapping an expression e ∈ AExp ∪{input, [c1, c2]}
to the set of all its possible values in a given environment.

Program states are pairs L × E of a label l ∈ L and an environment ρ ∈ E
defining the values of the program variables at the program point designated
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T[[l skip]]T def
= T

T[[l x := input]]T def
= T ∪ {x}

T[[l x := [c1, c2]]]T
def
= T \ {x}

T[[l x := a]]T def
=

{
T ∪ {x} T[[a]]T
T \ {x} otherwise

T[[if l a ▷◁ 0 {s}]]T def
=

{
T[[s]]T ∪ assigned(s) ∪ T T[[a]]T
T[[s]]T ∪ T otherwise

T[[while l a ▷◁ 0 {s}]]T def
= lfp ⊆

T T[[if l a ▷◁ 0 {s}]]

T[[s1; s2]]T
def
= T[[s2]](T[[s1]]T)

Fig. 4: Taint semantics T[[s]] : P(X) → P(X), where assigned(s) is the set of
variables assigned with an arithmetic expression within the statement s.

by l. To track the effect of input transitions on program states, we need a taint
semantics T[[s]] : P(X)→ P(X) that collects variables that depend on untrusted
inputs, i.e., that are tainted, after the execution of a program statement (cf.
Figure 4). The taint semantics T[[a]] : P(X)→ {true, false} of expressions is:

T[[a]]T def
= ∃ρ ∈ E : ∃V ∈ Z|X| : V ∈ [[a]]ρ ∧ ∀ρ′ ̸=T ρ : V ̸∈ [[a]]ρ′ (6)

where ρ′ ̸=T ρ ⇔ ∃∅ ⊂ T′ ⊆ T : (∀x ̸∈ T′ : ρ(x) = ρ′(x)) ∧ (∀x ∈ T′ : ρ(x) ̸=
ρ′(x)) denotes program environments that differ only on (a non-empty subset
of) the tainted variables in T. An expression is tainted if there exists a value of
its semantics [[a]] that is only possible in an environment ρ with a certain value
V for the set T of tainted variables, i.e., the value of the expression depends
on untrusted program inputs. Note that this definition differs from a classi-
cal non-interference-like definition (e.g., T[[a]]T def

= ∀ρ, ρ′ ∈ E : ∀x ̸∈ T : ρ(x) =
ρ′(x)∧ [[a]]ρ ̸= [[a]]ρ′) to also take into account the non-determinism arising from
trusted variables (i.e., [[a]]ρ ̸= [[a]]ρ′ could be the consequence of non-deterministic
value choices rather than untrusted inputs). For simplicity, in this definition we
deliberately do not take into account the reachable environments at each pro-
gram label. A more precise definition would be straightforward but needlessly
cumbersome for our purposes. The taint semantics T[[p]] ∈ P(X) of a program
p ∈ Prog is T[[p]] = T[[sl]] def

= T[[s]]∅. By pointwise-lifting of T with respect to the
program labels L, we obtain the lifted taint semantics Ṫ : L → P(X) mapping
each label to the set of variables that are can be tainted at that label.

Denotational Termination Resilience Semantics. We can now define in
Figure 5 the termination resilience semantics Λtr[[s]] : (E ⇀ O) → (E ⇀ O) for

https://orcid.org/0009-0000-4188-7064
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Λtr[[
l skip]]f def

= λρ ∈ dom(f).f(ρ) + 1

Λtr[[
l x := e]]f

def
= λρ.


sup{f(ρ[x← v]) + 1 | v ∈ [[e]]ρ} e = input ∨A

inf

{
f(ρ[x← v]) + 1

∣∣∣∣∣ v ∈ [[e]]ρ ∧
ρ[x← v] ∈ dom(f)

}
e = [c1, c2] ∨B

undefined otherwise

A⇔ (e = a ∧ T[[a]](Ṫ(l)) ∧ ∃v ∈ [[a]]ρ ∧ ∀v ∈ [[a]]ρ, ρ[x← v] ∈ dom(f))

B ⇔ (e = a ∧ ¬T[[a]](Ṫ(l)) ∧ ∃v ∈ [[a]]ρ : ρ[x← v] ∈ dom(f))

Λtr[[if l a ▷◁ 0 {s}]]f def
= Θtr(f)

Θtr
def
= λX.λρ.


Λtr[[s]]X(ρ) + 1 ∀v ∈ [[a]]ρ : v ▷◁ 0 ∧ ρ ∈ dom(Λtr[[s]]X(ρ))

f(ρ) + 1 ∀v ∈ [[a]]ρ : v ̸▷◁ 0 ∧ ρ ∈ dom(f(ρ))

undefined otherwise

Λtr[[while l a ▷◁ 0 {s}]]f def
= lfp ⊑

∅̇
Θtr

Λtr[[s1; s2]]f
def
= Λtr[[s1]](Λtr[[s2]]f)

Fig. 5: Termination resilience semantics Λtr[[s]] : (E ⇀ O)→ (E ⇀ O). Since [[a]]ρ
is always a singleton {v}, we abuse notation and write [[a]]ρ to directly denote v.

each program statement. Each transfer function Λtr[[s]] takes as input a (poten-
tial) ranking function that is valid after the execution of the statement s and
returns a (potential) ranking function that is valid before the execution of s.

If the right-hand side of an assignment is an untrusted input (l x := input)
or an expression a (l x := a) that depends on tainted variables (T[[a]](Ṫ(l))), the
termination resilience semantics Λtr[[

l x := a]] returns a (potential) ranking func-
tion only defined over the environments ρ that, when subject to the assignment
(ρ[x ← v] with v ∈ [[a]]ρ), always belong to the domain of the given (potential)
ranking function f (case A). The value of f for these environments is increased
by one, to take into account another program execution step before termination,
and the value of the resulting ranking function is the least upper bound of these
values (to count the maximum number of steps to termination). Otherwise – if
the right-hand side of the assignment is a non-deterministic choice (l x := [c1, c2])
or an expression a that does not depend on tainted variables (¬T[[a]](Ṫ(l))) – the
resulting function is defined over the environments ρ for which at least one value
v ∈ [[a]]ρ yields an environment ρ[x ← v] in dom(f) (case B). Its value is the
greatest lower bound of the value of f on these environments plus one (to count
the minimum number of steps to termination).

The termination resilience semantics Λtr[[if l a ▷◁ 0 {s}]] for if statements, via
Θtr, defines a potential ranking function over all environments in dom(Λtr[[s]]f) or
dom(f), i.e., all environments potentially leading to a terminating execution, de-
pending on whether they satisfy or not satisfy the guard a ▷◁ 0. The termination
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resilience Λtr[[while l a ▷◁ 0 {s}]] for while statements is the least fixpoint of Θtr

with respect to the computational order f1 ⊑ f2
def⇔ dom(f1) ⊆ dom(f2) ∧ ∀x ∈

dom(f1) : f1(x) ≤ f2(x).
The termination resilience semantics Λtr[[p]] ∈ (E ⇀ O) of a program p ∈ Prog

is determined by Λtr[[s]] taking as input the constant function equal to zero.

Definition 4 (Denotational Termination Resilience Semantics). Let p ∈
Prog be a program. Its denotational termination resilience semantics is:

Λtr[[p]] = Λtr[[sl]]
def
= Λtr[[s]](λρ.0). (7)

5 Abstract Termination Resilience Semantics

In this section, we propose a sound abstraction Λ♮
tr[[p]] of the denotational ter-

mination resilience semantics Λtr[[p]] defined in Section 4 by leveraging (and ex-
tending) Urban and Miné’s decision tree numerical abstract domain T [34] to
abstract potential ranking functions by means of piecewise-defined partial func-
tions. Specifically, we consider the concretization-based abstraction [11] ⟨E ⇀

O,⪯⟩ γ←− ⟨T ,⪯T ⟩ where the approximation order ⪯ is defined as follows:

f1 ⪯ f2 ⇔ dom(f1) ⊇ dom(f2) ∧ ∀x ∈ dom(f2) : f1(x) ≤ f2(x). (8)

We define Λ♮
tr[[p]] so Λtr[[p]] ⪯ γ(Λ♮

tr[[p]]) meaning that Λ♮
tr[[p]] over-approximates

the value of Λtr[[p]] and under-approximates its domain dom(Λtr[[p]]). In this way,
the abstraction Λ♮

tr[[p]] provides sufficient preconditions for termination resilience.

Remark 1. Note that Urban and Miné’s abstract termination semantics [34] —
let us denote it Λ♮

t [[p]] — is already a sound but coarse over-approximation of
Λ♮
tr[[p]]: Λtr[[P ]] ⪯ γ(Λ♮

t [[p]]). Our objective in this section is to build upon and
relax Λ♮

t [[p]] for reasoning about Termination Resilience.

5.1 Decision Tree Abstract Domain.

In the following, we recall the decision tree abstract domain only insofar as it is
necessary for our analysis. We do not redefine aspects of the domain that remain
unchanged, and refer to [33] for the full formal definitions.

An element t ∈ T is a piecewise-defined partial function represented by a full
binary tree, where each node — denoted node{c} : t1, t2, with t1, t2 ∈ T — is
labeled by a constraint c ∈ C over the program variables (where C is the set of
allowed constraints, e.g., linear constraints), and each leaf — denoted leaf : f
— is labeled by a function f ∈ F of the program variables (where F is the set of
allowed functions, e.g., affine functions). Nodes recursively partition the space of
possible values of the program variables: constraint labeling nodes are satisfied
by the left subtrees of the nodes, while the right subtrees satisfy their negation.
The leaves of the tree represent the value of the function within each partition.

https://orcid.org/0009-0000-4188-7064
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Algorithm 1 Decision Tree Assignment

1: function assignT [[
l x := e]](t)

2: if isLeaf(t) then
3: return leaf : assignF [[

l x := e]](t.f)
4: else if isNode(t) then
5: I ← assignC [[

l x := e]](t.c)
6: J ← assignC [[

l x := e]](¬t.c)
7: if isEmpty(I) ∧ isEmpty(J) then
8: return assignT [[

l x := e]](t.l) ⋎T assignT [[
l x := e]](t.r)

9: else if isEmpty(I) ∧ ⊥C ∈ J then
10: return assignT [[

l x := e]](t.l)
11: else if ⊥C ∈ I ∧ isEmpty(J) then
12: return assignT [[

l x := e]](t.r)
13: else
14: t1 ← pruneT (assignT [[

l x := e]](t.l), I)
15: t2 ← pruneT (assignT [[

l x := e]](t.r), J)
16: return t1 ⋎T t2

z − x ≥ 0

z + c− x ≥ 0

⊥F 3

1

Fig. 6: Decision tree inferred by
our analysis at label 4 of pro-
gram P2 (cf. Figure 3b).

Figure 6 shows an example of a decision
tree. The leaf with value ⊥F explicitly repre-
sents the undefined partition of the (partial)
function. Undefined functions can also be rep-
resented by the leaf value ⊤F in case of an ir-
recoverable loss of precision of the analysis [8].
The decision tree in Figure 6 is automatically
inferred by our termination resilience static
analysis at label 4 of program P2 in Figure 3b.
It represents a function with constant value 1
when z < x (at most one step to termination), with constant value 3 when
z ≥ x ∧ z + c < x (at most three steps to termination) and undefined other-
wise (termination is not proved when z+ c ≥ x), while the concrete termination
resilience semantics at the same label 4 is defined when z < x or c < 0: the
decision tree is thus a sound approximation with respect to ⪯ (cf. Equation 8).

The partitioning induced by decision tree constraints is dynamic: the anal-
ysis begins at the end of the program with the decision tree leaf : 0 (i.e., zero
program executions steps to termination) and proceeds backwards; during the
analysis, constraints are added by boolean conditions or when merging control
flows, and are modified by variable assignments.

Algorithm 1 shows the decision tree assignment operator assignT [[
l x := e]]

originally defined in [33]. The assignment is performed by recursively descending
the given decision tree t (cf. Lines 14 and 15, the left subtree is accessed with
t.l and the right one with t.r). At the leaves, the assignment is handled by the
auxiliary operator assignF [[

l x := e]] operating on functions (accessed by t.f , cf.
Line 3): after the assignment, the value of defined functions is increased by one
to account for one more step to termination. For example, let us consider the
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f ∈ F

⊥F ⊤F

(a) Approximation order ⪯F

f ∈ F

⊥F

⊤F

(b) Computational order ⊑F

⊥F⊤F

f ∈ F

(c) Resilience order ≤F

Fig. 7: Hasse diagrams for difference orders of decision tree leaves.

decision tree in Figure 6 and the assignment c := [−2, 1] at label 3 in Figure 3b.
The result of the assignment on leaf : 3 is leaf : 4, simply increasing the value
of its function by one, while leaf : ⊥F remains unchanged. Node constraints
(accessed with t.c) and their negation (¬t.c) are handled by the standard assign-
ment operator assignC [[

l x := e]] of an auxiliary underlying numerical abstract
domain used to manage constraints in C, which produces a set I ∈ P(C) (cf.
Line 5) and a set J ∈ P(C) (cf. Line 6) of linear constraint conjuncts result-
ing from (over-approximating) the assignment to t.c and ¬t.c, respectively. For
example, considering again the decision tree in Figure 6, the result of the assign-
ment c := [−2, 1] on the constraint z + c− x ≥ 0 and its negation z + c− x < 0
yields I = {z − x ≥ −1} and J = {z − x < 2}. The set of constraints I and
J are added (by pruneT ) to the subtrees resulting from the recursive calls (cf.
Lines 14 and 15). In our example, the pruning of the leaf : ⊥F with the set of
constraints I results in the decision tree shown in Figure 8a, while the pruning
of leaf : 4 with J results in the tree in Figure. 8b.

z − x ≥ −1

⊥F nil

(a) Pruning of leaf : ⊥F

with I = {z − x ≥ −1}.

z − x ≥ 2

nil 4

(b) Pruning of leaf : 4
with J = {z − x < 2}.

Fig. 8: Decision trees resulting from pruneT .

The special nil node denotes partitions that are outside the domain of defini-
tion of the decision tree. Note that it differs from leaves labeled with ⊥F or ⊤F ,
which denote undefined partitions within the domain of definition of the tree.

z − x ≥ −1

⊥F 4

Fig. 9: Approximation join of
Figure 8a and Figure 8b.

Finally, the resulting trees are joined by the
approximation join ⋎T (cf. Line 16), which
merges the domains of definitions of the joined
trees (essentially removing any nil nodes) and
retains the leaves labeled with an undefined
function (⊥F or ⊤F ) in either of the joined
decision trees, cf. the Hasse diagram in Fig-
ure 7a. Continuing the example, joining the
trees in Figure 8 yields the tree in Figure 9.

https://orcid.org/0009-0000-4188-7064
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z − x ≥ 2

⊥F 4

Fig. 10: Resilience join of Figure 8a and Figure 8b.

In case both I and J are empty (cf. Line 7), neither the constraint t.c nor its
negation ¬t.c exists anymore and thus the subtrees resulting from the recursive
calls are joined by the approximation join ⋎T . In case I is empty and J is
an unsatisfiable set of constraints (i.e., the unsatisfiable constraint ⊥C belongs
to J , cf. Line 9), it means that ¬t.c is no longer satisfiable and thus only the
left subtree of the decision tree is kept (cf. Line 10). Similarly, in case I is an
unsatisfiable set of constraints and J is empty (cf. Line 11), only the right subtree
of the decision tree is kept (cf. Line 12).

To minimize the cost of the analysis and to enforce its termination, a widening
operator ▽T limits the height of the decision trees and the number of induced
partitions. Abstract fixpoint iterations with widening follow the computational
order ⊑T , which preserves decision tree leaves labeled with a defined function
over undefined leaves labeled with ⊥F (i.e., the analysis grows the domain of the
inferred ranking function at each iteration), but preserves leaves labeled with
⊤F over all other leaves (i.e., the domain of the inferred function shrinks when
the analysis loses too much precision), cf. Figure 7b.

5.2 Non-Deterministic Assignments.

To leverage the decision tree abstract domain for termination resilience we need
to extend it to distinguish between variables assigned with untrusted or (trusted)
non-deterministic values. Termination must be ensured for all possible values of
untrusted variables, while any non-deterministic value that ensures termination
is enough to satisfy termination resilience. We thus introduce a new resilience
join operator ⊻T between decision trees that retains the leaves labeled with a
defined function in either of the joined decision trees, cf. Figure 7c.

z − x ≥ 0

z − x ≥ 2

⊥F 4

2

Fig. 11: Decision tree inferred at
label 3 of program P2.

We implement assignT [[
l x := [c1, c2]]] for

non-deterministic assignments following Algo-
rithm 1, but using the resilience join ⊻T in-
stead of the approximation join ⋎T at Lines 8
and 16. Let us consider again the left subtree
in Figure 6 and the non-deterministic vari-
able assignment c := [−2, 1] at label 3 in Fig-
ure 3b. Joining the trees in Figure 8 resulting
from the pruneT at Lines 14 and 15 yields
the decision tree in Figure 10, which indicates
that the termination of program P2 is possi-

ble when z − x < 2, for at least some values of c chosen at label 3 (notably,
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for c ∈ {−2,−1}, but the analysis does not explicitly provide these values). The
final decision tree at program label 3 is shown in Figure 11.

x < 0

x+ y ≥ 0

1 ⊥F

⊥F

Fig. 12: Unfilled decision tree.

Note that this seemingly anodyne modi-
fication is actually insidious. Let us consider
the decision tree in Figure 12 and the variable
assignment x := [−∞,+∞], and assume that
the variable y is untrusted. The result of the
assignment on the decision tree constraints is
the empty set of constraints and, since the
variable x is assigned with a non-deterministic
value, we can employ the resilience join ⊻F

to join all leaves after the assignment is per-
formed on them. This yields the final decision tree leaf : 2 (obtained from
leaf : 1 after the assignment), which is not sound! In fact, the sufficient pre-
condition for Termination Resilience given by the decision tree in Figure 12
requires y > 0 but this constraint is missing from the decision tree because it is
redundant. As a consequence, when the assignment is performed and the other
constraints x < 0 and x + y ≥ 0 disappear, the result is an unsound decision
tree indicating that termination resilience always holds. To avoid this issue, be-
fore non-deterministic variable assignments, decision trees need to be filled to
explicitly contain at least the strongest redundant univariate constraints over
the untrusted program variables. We further modify Algorithm 1 to insert a call
to fillT (t) at the very beginning (before Line 2), where fillT leverages the un-
derlying numerical abstract domain used to manage C to find these redundant
univariate constraints and adds them to the decision tree t. Additional redundant
constraints may be added, though this needlessly increases the analysis time.

The assignT operator for non-deterministic variable assignments, imple-
mented by Algorithm 1 modified as discussed above, is a sound over-approx-
imation of the termination resilience semantics (cf. Figure 5):

Proposition 1. Λtr[[
l x := [c1, c2]]]γ(t) ⪯ γ(assignT [[

l x := [c1, c2]]]t)

Resilience Join and Non-Tainted Program Variables. At this point, one may be
tempted to extend the use of the resilience join to all variable assignments with a
non-tainted right-hand side expression (i.e., an expression that does not depend
on untrusted program variables) or, similarly, to if and while statements with
non-tainted boolean conditions. However, this change alone would be unsound.
Consider program P in Figure 1 and let the boolean condition at label 3 be
a ∗ a ≥ 0 where a is assigned with a non-deterministic value before x. Figure 13
shows the most precise decision trees that can be inferred at label 4 and 6.
At program label 3, the boolean condition a ∗ a ≥ 0 cannot be precisely rep-
resented by a (set of) linear constraints. Thus, no further constrains are added
before joining the trees. Since the decision tree at label 6 is totally defined (cf.
Figure 13b), using the resilience join would also yield a decision tree that is to-
tally defined (cf. Figure 7c), implying that termination resilience always holds.

https://orcid.org/0009-0000-4188-7064
https://orcid.org/0000-0002-8127-9642


Termination Resilience Static Analysis 15

z ≥ 0

x > 0

2z + 3 ⊥F

1

(a) Decision tree at label 4.

z − x ≥ 0

z − x ≥ 2

z − x+ 4 4

2

(b) Decision tree at label 6.

Fig. 13: Abstract termination resilience semantics for program P .

Λ♮
tr[[

l skip]]t def
= skipT (t)

Λ♮
tr[[

l x := e]]t
def
= assignT [[

l x := e]](t)

Λ♮
tr[[if

l a ▷◁ 0 {s}]]t def
= Θ♮

tr(t)

Θ♮
tr

def
= λX.filterT [[a ▷◁ 0]](Λ♮

tr[[s]]X) ⋎T filterT [[a ̸▷◁ 0]](t)

Λ♮
tr[[while l a ▷◁ 0 {s}]]t def

= lfp♮ Θ♮
tr

Λ♮
tr[[s1; s2]]t

def
= Λ♮

tr[[s2]](Λ
♮
tr[[s1]]t)

Fig. 14: Abstract Program Semantics for Termination Resilience

However, program label 6 is not reachable and, indeed, termination resilience
does not hold: the program is robustly non-terminating when x ≤ 0.

To ensure soundness in the general case of non-tainted variables and expres-
sions, the resilience join should retain leaves labeled with a defined function only
when the domain partition that they represent is actually reachable. In practice,
we ensure this by conservatively under-approximating the weakest liberal pre-
condition of program statements by means of the approximation join [33]. We
leave finding less conservative approximations for future work.

5.3 Abstract Termination Resilience Semantics.

We can finally define in Figure 14 the abstract termination resilience semantics
Λ♮
tr[[s]] : T → T for each program statement s. The skipT operator simply in-

creases by one the value of the functions labeling the leaves of the decision tree.
The assignment operator assignT [[

l x := e]] is implemented by Algorithm 1, mod-
ified as discussed in Section 5.2 for non-deterministic variable assignments. The
semantics of conditional if statements Θ♮

tr employs the approximation join ⋎T

as discussed above, after handling the boolean conditions with the filterT op-
erator (due to space limitations, we refer to [33] for its definition). The semantics
for while loops iterates Θ♮

tr with widening starting from the totally undefined
decision tree leaf : ⊥F until an abstract fixpoint is reached.

The abstract termination resilience semantics Λ♮
tr[[p]] ∈ T for a p ∈ Prog

starts the termination resilience analysis with a decision tree containing a single
leaf labeled with the zero function:
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Definition 5 (Abstract Termination Resilience Semantics). Let p ∈ Prog
be a program. Its abstract termination resilience semantics is:

Λ♮
tr[[p]] = Λ♮

tr[[s
l]]

def
= Λ♮

tr[[s]](leaf : 0). (9)

The termination resilience analysis is sound with respect to the approxima-
tion order ⪯ (cf. Equation 8):

Theorem 2 (Soundness). Λtr[[P ]] ⪯ γ(Λ♮
tr[[P ]])

Corollary 1 (Soundness). Λ[[P ]]I ∈ T R ⇐ I ⊆ dom(γ(Λ♮
tr[[P ]]))

Example 6. Let us consider again P1 in Figure 3a. Its most precise termination
resilience semantics at label 3 matches the semantics of program P at label 4
shown in Figure 13a. The assignment at label 2 – substituting z with 10 and
incrementing the value of the functions labeling the defined leaves – yields

x > 0

24 ⊥F

The assignment at label 1 yields leaf : ⊥F . Its concretization γ(leaf : ⊥F )

is the totally undefined function ∅̇. We are thus unable to prove termination
resilience. In this case, this is a true positive since indeed Λtr[[P1]] ̸∈ T R. ◁

Example 7. Let us consider again program P2 in Figure 3b. Its abstract ter-
mination resilience semantics at program label 3 is shown in Figure 11. The
assignment at label 2 yields

x ≤ 10

x ≤ 8

⊥F 5

3

and the assignment at label 1 yields leaf : ⊥F . We are again unable to prove
termination resilience since γ(leaf : ⊥F ) is the totally undefined function ∅̇.
This, however, is a false alarm since, in fact, Λtr[[P2]] ∈ T R.

Let us consider instead the most precise abstract termination resilience se-
mantics shown in Figure 13b. The assignment at label 2 yields

x ≤ 10

x ≤ 8

15− x 5

3

and the assignment at label 1 then yields leaf : ω. In this case, we prove ter-
mination resilience since γ(leaf : ω) yields λρ.ω, which is exactly Λtr[[P2]]. ◁
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6 Implementation and Experimental Evaluation

Implementation. We implemented our termination resilience analysis in the
open-source tool FuncTion-TR[26]. FuncTion-TR is implemented in OCaml
and relies on the Apron numerical abstract domain library [18] to manage de-
cision tree constraints and functions labeling the tree leaves. It is also possible
to activate the extension to lexicographic ranking functions [35], and tune the
precision of the analysis by adjusting the widening delay. We use a simple im-
plementation of the fillT operation (cf. Section 5.2), which adds constraints,
obtained from Apron’s interval domain, bounding the values of the variables
assigned with a non-deterministic value.

The analysis takes as input a numerical program written in a C-like syntax
and outputs true if all leaves of the inferred decision tree for the program
are labelled with defined functions, i.e., Termination Resilience holds for any
initial program state. Otherwise, it outputs unknown to indicate that Robust
Non-Termination may hold (i.e., FuncTion-TR raises a potential Robust Non-
Termination alarm). In this case, the defined partitions of the inferred decision
tree are a sufficient precondition for Termination Resilience.

Experimental Evaluation. Note that always terminating programs trivially
satisfy Termination Resilience. For this reason, in our evaluation, we deliberately
focus on programs that admit both terminating and non-terminating executions,
thereby targeting the class of benchmarks where termination resilience is a non-
trivial property and where our analysis can be meaningfully evaluated.

We selected a total of 62 programs from three sources: SV-COMP 20241,
the benchmarks of the state-of-the-art non-termination analyzer Pulse [29], and
the recent survey on non-termination bugs by Shi et al. [30]. From SV-COMP,
we collected 39 programs from the sets termination-crafted-lit, termination-
restricted-15, and termination-nla in the Termination category, all labeled as
non-terminating in the associated .yml files (average length of 23 lines of code).
From the Pulse benchmarks [29] we retained 10 programs (averaging 20 lines of
code), and from the survey benchmarks [30] we retained 13 (averaging 25 lines of
code – each program is a simplified extract derived from real-world open-source
software that exhibited a non-termination bug). We excluded 16 (resp. 36) always
terminating programs from these two latter sources. Furthermore, we discarded
33 (resp. 42) programs making use of pointers, bitwise operations, or recursive
functions, which are currently not fully supported by our prototype tool.

We constructed variants of these 62 programs, for all possible combinations
of variable initializations (e.g., __VERIFIER_nondet_int() for programs in SV-
COMP) with untrusted (input) or trusted ([−∞,+∞]) values. In doing so, we
obtained a benchmark of 278 test cases (150 from SV-COMP, 42 from Pulse [29],
86 from Shi et al. [30]). Note that variable initializations also occur within loops
for 54 of 278 test cases (28 from SV-COMP, 12 from Pulse [29], 14 from Shi et al.
[30]). The experiments were conducted on a 64-bit 8-Core CPU (AMD® Ryzen
1 https://sv-comp.sosy-lab.org/2024/

https://sv-comp.sosy-lab.org/2024/
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Table 1: Evaluation results.
Benchmark Configuration Property Verified Alarms TO Time (s)

Termination 0 150 0 3.0
Termination Resilience 58 92 0 3.0

Termination 0 150 0 6.0
Termination Resilience 99 51 0 14.0

Termination 0 42 0 0.5
Termination Resilience 23 19 0 0.5

Termination 0 42 0 7.0
Termination Resilience 23 19 0 17.0

Termination 0 86 0 2.0
Termination Resilience 58 28 0 2.0

Termination 0 86 0 54.0
Termination Resilience 58 20 8 257.0

SV-COMP
FuncTion-TR-Boxes

FuncTion-TR-Polyhedra

Pulse [29]
FuncTion-TR-Boxes

FuncTion-TR-Polyhedra

Shi et al. [30]
FuncTion-TR-Boxes

FuncTion-TR-Polyhedra

7 pro 5850u) with 16GB of RAM on Ubuntu 20.04. Note that, for the moment,
our tool is single-threaded and uses only one CPU core.

Table 1 summarizes the results of the evaluation with FuncTion-TR con-
figured to use the boxes (FuncTion-TR-Boxes) or polyhedra (FuncTion-TR-
Polyhedra) abstract domain to manage decision tree constraints. We configured
the analysis to perform widening after two iterations, and we left the extension
with lexicographic functions disabled. We used a timeout of 120s (wall time) per
test case. Activating the extension or increasing the widening delay makes no
difference on these benchmarks aside from an increased execution time. As ex-
pected, proving Termination Resilience instead of Termination (i.e., Termination
Resilience where all variables are considered untrusted) considerably reduces the
number of alarms, almost 65% using decision tree with polyhedral constraints.
This shows that our termination resilience analysis is an effective way to triage
and prioritize alarms related to program non-termination. The execution time
reported in the last column of Table 1 corresponds to the total analysis time
over all test cases that did not time out.

Fig. 15: FuncTion-TR-Boxes vs
FuncTion-TR-Polyhedra.

The full comparison between FuncTion-
TR-Boxes and FuncTion-TR-Polyhedra
is shown in Figure 15, where the axes
denote execution (wall) time in seconds,
and green stars (⋆) label test cases where
the configurations have the same preci-
sion (i.e., both prove Termination Re-
silience or raise an alarm), while red
crosses (×) and blue circles (•) la-
bel test cases where FuncTion-TR-
Polyhedra and FuncTion-TR-Boxes are
more precise (i.e., prove Termination Re-
silience for more test cases), respectively.
The presence of blue circles may be sur-
prising: in few test cases, using a more pre-
cise numerical domain to manage decision

https://orcid.org/0009-0000-4188-7064
https://orcid.org/0000-0002-8127-9642


Termination Resilience Static Analysis 19

tree constraints actually causes a loss of precision when widening is performed
(because the widening heuristic leverages adjacent decision tree partitions, and
more partitions are formed with more precise decision tree constraints), while
using a less precise numerical domain allows the widening to generalize better.
We leave the implementation of better widening heuristics [8] for future work.

Triage of Alarms Found by Non-Termination Analyzers. We evaluated the abil-
ity of FuncTion-TR to filter out non-critical non-termination alarms found by
the non-termination analyzers Pulse, Dynamite and Ultimate-Automizer.

We reused the benchmark in which Raad et al. [29] reported non-termination
bugs found by Pulse and Dynamite [21]. The programs in this benchmark use
non-linear arithmetic and are extracted from the set termination-nla in the Ter-
mination category of SV-COMP. We excluded 9 out of 40 non-terminating pro-
grams that rely on unsigned int, since we assume a mathematical integer se-
mantics. As in the previous evaluation, for each test filename.c, we generated
variants for each possible combination of variable initialization which gave us 86
programs to test (with an average of 54 lines of code). In addition to the result
of [29], we also ran the non-termination analysis of Ultimate-Automizer [7].

In Table 2, the suffixes of the test names, generated by the regular expres-
sion −[r + i]∗, describe the sequence of variable initializations. For instance the
test filename-ri.c is the variant of filename.c in which we used a trusted
(non-deterministic) value ([−∞,+∞]) for the first variable initialization and an
untrusted (input) value for the second. A non-termination bug found by Pulse
(column P in Table 2), Dynamite (column D in Table 2) or Ultimate-Automizer
(column U in Table 2) is denoted �, an empty cell indicates that the tool is
inconclusive. Note that the tool results should not be compared as they consider
different integer semantics. For FuncTion-TR, means that it proved Termi-
nation Resilience (returns true), while U(FP) or U(TP) denotes the cases where
FuncTion-TR raised a false alarm (upon manual inspection, Termination Re-
silience, in fact, holds) or a true alarm (upon manual inspection, Termination
Resilience indeed does not hold), respectively.

From this evaluation, we conclude that our prototype FuncTion-TR is able
to filter out non-critical non-termination alarms found by non-termination ana-
lyzers. More precisely, Termination Resilience is proved for 16 programs where
Pulse or Dynamite or Ultimate-Automizer found a non-terminating execution,
hence FuncTion-TR removes 16 alarms. Moreover, Termination Resilience is
proved for 4 programs where Pulse, Dynamite and Ultimate-Automizer did not
find any non-termination bug. Finally, by manual inspection, we report that 58
out of the 62 alarms raised by FuncTion-TR are true positives. This result was
expected: most of the non-terminating programs from the SV-COMP category
termination-nla are constructed from terminating ones by making them always
diverging, which is a case of Robust Non-Termination where FuncTion-TR
must raise an alarm. Dually, 4 of the 62 alarms are false positives. In our bench-
mark it is mostly due to the inherited imprecision of the decision tree abstract
domain on programs exhibiting non-linear arithmetic operations or, more fre-
quently, when the widening operator does not generalize well.



20 Naïm Moussaoui Remil and Caterina Urban

Table 2: Triage of non-termination alarms by FuncTion-TR.
Test Case P D U FuncTion-TR

bresenham1-both-nt-ii � U(TP)
bresenham1-both-nt-ir � U(TP)
bresenham1-both-nt-ri � U(TP)
bresenham1-both-nt-rr � U(FP)

cohencu1-both-nt-i � � U(TP)
cohencu1-both-nt-r � � U(TP)
cohencu2-both-nt-i U(TP)
cohencu2-both-nt-r U(TP)
cohencu3-both-nt-i U(TP)
cohencu3-both-nt-r U(TP)
cohencu4-both-nt-i U(TP)
cohencu4-both-nt-r U(TP)
cohencu5-both-nt-i � U(TP)
cohencu5-both-nt-r � U(TP)
dijkstra1-both-nt-i � � U(TP)
dijkstra1-both-nt-r � �

dijkstra2-both-nt-i � � U(TP)
dijkstra2-both-nt-r � �

dijkstra3-both-nt-i � � U(TP)
dijkstra3-both-nt-r � �

dijkstra4-both-nt-i � � U(TP)
dijkstra4-both-nt-r � �

dijkstra5-both-nt-i � � U(TP)
dijkstra5-both-nt-r � �

dijkstra4-both-nt-i � � U(TP)
dijkstra6-both-nt-r � �

egcd2-both-nt-ii � � U(TP)
egcd2-both-nt-ir � �
egcd2-both-nt-ri � �
egcd2-both-nt-rr � �

egcd3-both-nt-ii � � U(TP)
egcd3-both-nt-ir � �
egcd3-both-nt-ri � � U(TP)
egcd3-both-nt-rr � �

egcd-both-nt-ii � � U(TP)
egcd-both-nt-ir � �
egcd-both-nt-ri � �
egcd-both-nt-rr � �

freire1-both-nt-i � U(TP)
freire1-both-nt-r � U(TP)
geo1-both-nt-ii � U(TP)

Test Case P D U FuncTion-TR
geo1-both-nt-ir � U(TP)
geo1-both-nt-ri � U(TP)
geo1-both-nt-rr � U(TP)
geo2-both-nt-ii � U(TP)
geo2-both-nt-ir � U(TP)
geo2-both-nt-ri � U(TP)
geo2-both-nt-rr � U(TP)
geo3-both-nt-ii � U(TP)
geo3-both-nt-ir � U(TP)
geo3-both-nt-ri � U(TP)
geo3-both-nt-rr � U(TP)
hard2-both-nt-i � U(TP)
hard2-both-nt-r � U(TP)
hard-both-nt-ii � � U(TP)
hard-both-nt-ir � �
hard-both-nt-ri � � U(TP)
hard-both-nt-rr � �

prod4br-both-nt-ii U(TP)
prod4br-both-nt-ir
prod4br-both-nt-ri U(TP)
prod4br-both-nt-rr
prodbin-both-nt-ii U(TP)
prodbin-both-nt-ir
prodbin-both-nt-ri U(TP)
prodbin-both-nt-rr

ps2-both-nt-i � U(TP)
ps2-both-nt-r � U(TP)
ps3-both-nt-i U(TP)
ps3-both-nt-r U(TP)
ps4-both-nt-i � U(TP)
ps4-both-nt-r � U(TP)
ps5-both-nt-i U(TP)
ps5-both-nt-r U(TP)
ps6-both-nt-i U(TP)
ps6-both-nt-r U(TP)
sqrt1-both-nt-i � U(TP)
sqrt1-both-nt-r � U(TP)
sqrt2-both-nt-ii U(TP)
sqrt2-both-nt-ir U(FP)
sqrt2-both-nt-ri U(FP)
sqrt2-both-nt-rr U(FP)

Data Availability. The instrumented programs used for the experimental eval-
uation are provided (alongside with the tool) in our artifact on Zenodo [26].

7 Related Work

Several approaches have been proposed in the literature to prove program ter-
mination [3,2,4,6,14,23,24,19, etc.], or the existence of diverging executions (po-
tential non-termination) in programs [29,37,17,5,21,22,20,19, etc.]. However, to
the best of our knowledge, none of the other works studies termination or non-
termination in the presence of untrusted inputs and trusted variables. We believe
an interesting avenue for future research is to extend these approaches, with the
aim of developing new methods to prove Termination Resilience or the existence
of Robust Non-Termination bugs.

This work is inspired by the work of Girol et al. [15,16], where they introduce
the notion of Robust Reachability of a safety bug. They additionally propose
symbolic execution and bounded model checking techniques to find robustly
reachable bugs. Instead, we introduce the notion of Robust Non-Termination, the
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robust occurrence of a liveness bug, and its negation Termination Resilience. We
propose a static analysis approach to verify Termination Resilience and detect
potential Robust Non-Termination bugs.

In a similar spirit as Girol et al., Parolini and Miné have introduced the
notion of safety Non-Exploitability [28,27] and proposed a static analysis, com-
bining taint and reachable values information, to prove that the untrusted inputs
(called an attacker in their work) cannot trigger or silence a safety bug in a pro-
gram. In our work, we focus on liveness bugs (notably, non-termination bugs)
and we are only concerned with the untrusted inputs triggering these bugs, not
silencing them. We also observe that the analysis of Parolini and Miné assumes
full knowledge of trusted variables values at the time untrusted inputs values are
chosen. In contrast, our semantic and static analysis frameworks naturally ac-
commodate models with incomplete knowledge, including blind models in which
the values of the untrusted inputs are chosen before the values of the trusted
variables are observed (as in the programs in Figure 3).

Our work builds on the decision tree abstract domain [33,34] and inherits its
imprecision (cf. Section 6). It also means that we could benefit from the exten-
sions of the domain. Urban et al. [36] proposed a static analysis of CTL properties
using the decision trees abstract domain augmented with the new abstract op-
erators. Later, Moussaoui-Remil et al. [25], proposed an analysis operating on
decision trees to infer minimal sets of variables that need to be constrained in or-
der to ensure a CTL property. We could leverage this work to infer minimal sets
of untrusted variables that need to be strained to ensure termination resilience.

Termination Resilience can be formulated within the Alternating-Time Tem-
poral Logic (ATL) [1] whose formulas are the same as those of CTL (in which
termination is expressible), except that the universal (A) and existential (E) op-
erators are generalized with a selective quantifier ⟨⟨.⟩⟩ over paths that are possible
outcomes of games. Given n players p1, . . . , pn, a program satisfies ⟨⟨p1, . . . , pn⟩⟩ϕ
if and only if there exists a strategy for the n players to force the program to
satisfy ϕ. Termination Resilience is expressed as the existence of a strategy for
the trusted variables that ensures program termination. Hence, an abstract in-
terpretation of ATL properties seems to be a natural generalization of our work
toward an analysis of resilience CTL properties.

8 Conclusion and Future Work

We have proposed a novel program property, called Termination Resilience, and
an abstract interpretation-based static analysis to infer sufficient preconditions
ensuring it. To this end, we have enhanced the decision tree abstract domain of
piecewise-defined functions [33,34] with non-trivial transformer operators. In our
evaluation, we have shown that our static analysis is able to reduce by almost
65% the alarms related to program non-termination.

For future work, an interesting direction is a static analysis for ATL prop-
erties with an initial focus on the resilience of CTL properties. We also plan to
extend the analysis to data structure-manipulating programs.
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