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Runway Excursions during Landing
~20% of Air Transportation Accidents*
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Jacksonville, Florida, USA (May 3rd, 2019)

https://www.flickr.com/photos/ntsb/46857358255 https://x.com/BEA_Aero/status/1573588715552866305

Montpellier, France (September 23rd, 2022)

*https://www.airbus.com/en/newsroom/stories/2022-10-safety-innovation-5-runway-overrun-prevention-system-rops-and-runway
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COMMISSION IMPLEMENTING REGULATION (EU) 2020/1159 

of 5 August 2020 

amending Regulations (EU) No 1321/2014 and (EU) No 2015/640 as regards the introduction of new 
additional airworthiness requirements 

THE EUROPEAN COMMISSION, 

Having regard to the Treaty on the Functioning of the European Union, 

Having regard to Regulation (EU) 2018/1139 of the European Parliament and of the Council of 4 July 2018 on common 
rules in the field of civil aviation and establishing a European Union Aviation Safety Agency, and amending Regulations 
(EC) No 2111/2005, (EC) No 1008/2008, (EU) No 996/2010, (EU) No 376/2014 and Directives 2014/30/EU 
and 2014/53/EU of the European Parliament and of the Council, and repealing Regulations (EC) No 552/2004 and (EC) 
No 216/2008 of the European Parliament and of the Council and Council Regulation (EEC) No 3922/91 (1), and in 
particular point (h) of Article 17(1) thereof, 

Whereas: 

(1) Pursuant to Article 76(3) of Regulation (EU) 2018/1139, the European Union Aviation Safety Agency (the ‘Agency’) 
issues certification specifications (‘CS’) and regularly updates them. However, an aircraft, the design of which has 
already been certified, is not required to comply with an updated version of CS when it is produced or while in 
service. Therefore, in order to maintain a high level of aviation safety and environmental requirements in the Union, 
compliance of such aircraft with additional airworthiness requirements that were not included in the initial CS at the 
time of certification of design should be introduced. Commission Regulation (EU) 2015/640 (2) sets out such 
additional airworthiness requirements. That Regulation should now be amended to add new requirements on 
ageing aircraft. 

(2) In 2007, the Agency issued Acceptable Means of Compliance (AMC) 20-20 which provide technical guidance for 
developing a continuing structural integrity programme aiming at ensuring safe operation of ageing aircraft 
throughout their operational life. Due to the non-binding nature of the AMC, the application of that guidance may 
not be consistent throughout the Union. In consequence, there may be currently large aircraft in operation which 
were designed, modified or repaired without effectively addressing damage tolerance evaluations, widespread 
fatigue damage and corrosion prevention. With the objective of preventing catastrophic failures due to fatigue, 
including widespread fatigue and corrosion, additional airworthiness requirements on ageing aircraft should be 
introduced in Regulation (EU) 2015/640. 

(3) Any aircraft could be considered to be ageing from the moment of its manufacture. The ageing of an aircraft depends 
on such factors as age, the number of flight cycles and the number of flight hours. Individual aircraft components 
age differently and some of the ageing factors are fatigue through repetitive cycles, wear, deterioration and 
corrosion. Those factors could cause significant safety concern if they are not properly managed throughout the life 
of the aircraft. Service experience has shown that there is a need to continually update knowledge about the 
structural integrity of ageing aircraft. Therefore, new requirements to keep up to date knowledge about ageing 
factors on the basis of real-time operational experience and with the use of modern tools of analysis and testing 
should be introduced in Regulation (EU) 2015/640. 

(4) Those requirements on ageing aircraft should ensure that design approval holders produce the data and follow 
procedures, instructions and manuals necessary to prevent ageing structure failures due to corrosion and fatigue 
and make them available to operators. In order to achieve this, design approval holders should be required to 
develop a comprehensive continuing structural integrity programme for the aircraft type and to evaluate existing 
changes and repair designs for damage tolerance. At the same time, operators should be required to incorporate 
into their maintenance programme those data whilst addressing the adverse effects of changes and repairs on each 
airframe and its associated maintenance requirements. 

(1) OJ L 212, 22.8.2018, p. 1. 
(2) Commission Regulation (EU) 2015/640 of 23 April 2015 on additional airworthiness specifications for a given type of operations and 

amending Regulation (EU) No 965/2012 (OJ L 106, 24.4.2015, p. 18). 

EN Official Journal of the European Union L 257/14                                                                                                                                           6.8.2020   



Neural Network Surrogates
Less Computing Power and Less Computing Time
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Runway Overrun Warning
Safety of Neural Network Surrogate
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Runway Overrun Warning
Toy Example
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Runway Overrun Warning
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

Toy Example



Trace Semantics
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

[[M]]
: inputt0

: predictiontω



Safety Verification
Extensional Properties
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: input specificationI

: output specificationO

𝒮I
O

def= {t ∣ t0 ⊧ I ⇒ tω ⊧ O}
 is the set of all executions that satisfy the specification𝒮I

O

M ⊧ 𝒮I
O ⇔ [[M]] ⊆ 𝒮I

O

Theorem

M ⊧ 𝒮I
O ⇐ [[M]] ⊆ [[M]]♮ ⊆ 𝒮I

O

Corollary



Safety Verification
Example
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

-1 ≤ x00 ≤ 1
-1 ≤ x01 ≤ 1
-1 ≤ x02 ≤ 1
-1 ≤ x03 ≤ 1
-1 ≤ x04 ≤ 1
-1 ≤ x05 ≤ 1

:I

x50 > x51
:O

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())



Abstract Interpretation
3-Step Recipe
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concrete semantics 
mathematical models of the program behavior

practical tools  
targeting specific programs

abstract semantics, abstract domains 
algorithmic approaches to decide program properties



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())
 
x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())
 
x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

Safety Verification

13

1. start from an abstraction 
of all possible inputs

2. proceed forwards 
abstracting the neural 
network computations

3. check output for inclusion  
in expected output: 
included        safe 
otherwise       alarm 

→
→&

Static Forward Analysis



Safety Verification
Boxes Abstract Domain
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xi,j ↦ [a, b]
a, b ∈ ℛ

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00: [-1, 1]
x01: [-1, 1]
x02: [-1, 1]
x03: [-1, 1]
x04: [-1, 1]
x05: [-1, 1]

x50 - x51  [0, ]⊏ ∞:O

:I



15

Safety Verification
Boxes Abstract Domain

xi,j ↦ [a, b]
a, b ∈ ℛ

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10’ = (0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834) 

x10 = ReLU(x10’)

x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))

x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

 
 

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

⋮

x00: [-1, 1]
x01: [-1, 1]
x02: [-1, 1]
x03: [-1, 1]
x04: [-1, 1]
x05: [-1, 1]

x10 -> [-2.895878, 6.143547]

x10 -> [0, 6.143547]

x11 -> [0, 3.291125]

x12 -> [0, 5.023332]

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500) x50 - x51  [0, ]⊏ ∞:O

:I



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

⋮
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Safety Verification
Boxes Abstract Domain

xi,j ↦ [a, b]
a, b ∈ ℛ

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00: [-1, 1]
x01: [-1, 1]
x02: [-1, 1]
x03: [-1, 1]
x04: [-1, 1]
x05: [-1, 1]

x10 -> [0, 6.143547]       x11 -> [0, 3.291125]       x12 -> [0, 5.023332]

x20 -> [0, 25.303196]       x21 -> [0, 27.341758]       x22 -> [0, 18.627984]
x30 -> [0, 118.989519]       x31 -> [0, 155.150698]       x32 -> [0, 162.176672]

x40 -> [0, 1054.076987]       x41 -> [0, 0]       x42 -> [0, 191.110038]

[-6171.351539, 5000.0]  [0, ]⊏ ∞:O

:I
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Safety Verification
Symbolic Abstract Domain
x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00:        x01:        x02:        x03:        x04:        x05: {x00
[−1,1] {x01

[−1,1] {x02
[−1,1] {x03

[−1,1] {x04
[−1,1] {x05

[−1,1]

xi,j ↦ {Ei,j
[a, b] a, b ∈ ℛ

x50 - x51  [0, ]⊏ ∞:O

:I



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10’ = (0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834) 
 
 

 

 
 

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

⋮
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Safety Verification
Symbolic Abstract Domain

x00:        x01:        x02:        x03:        x04:        x05: {x00
[−1,1] {x01

[−1,1] {x02
[−1,1] {x03

[−1,1] {x04
[−1,1] {x05

[−1,1]

Ei−1,j

Ei−1,0
Ei−1,k

xi−1,0 ↦ Ei−1,0…
xi−1,j ↦ Ei−1,j…

xi,j ↦ ∑
k

wi−1
j,k ⋅ Ei−1,k + bi,j

xi,j = ∑
k

wi−1
j,k ⋅ xi−1,k+bi,j

x10’: {(0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 + (2.030051) * x03 + (0.101956) * x04 + (−2.103565) * x05 + (1.623834)
[−2.895878,6.143547]

xi,j ↦ {Ei,j
[a, b] a, b ∈ ℛ

x50 - x51  [0, ]⊏ ∞:O

:I



Ei,j
[a, b]

[a, b]

[0, b]

[0, 0]

Ei,j

xi,j

0

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10’ = (0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834) 
 
 

x10 = ReLU(x10’)
 

 
 

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

⋮
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Safety Verification
Symbolic Abstract Domain

x00:        x01:        x02:        x03:        x04:        x05: {x00
[−1,1] {x01

[−1,1] {x02
[−1,1] {x03

[−1,1] {x04
[−1,1] {x05

[−1,1]

xi,j ↦ {Ei,j
[a, b] a, b ∈ ℛ

x10’: {(0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 + (2.030051) * x03 + (0.101956) * x04 + (−2.103565) * x05 + (1.623834)
[−2.895878,6.143547]

x10: {x10
[0,6.143547]

ReLU

0 ≤ axi,j ↦ {Ei,j
[a, b]

a < 0 ∧ 0 < bxi,j ↦ {xi,j
[0, b]

b ≤ 0xi,j ↦ {0
[0, 0]

xi,j ↦ {Ei,j
[a, b]

x50 - x51  [0, ]⊏ ∞:O

:I
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Safety Verification
Symbolic Abstract Domain

xi,j ↦ {Ei,j
[a, b] a, b ∈ ℛ

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))  
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711)) 
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))  

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))  

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

⋮

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x10:        x11:        x11: {x10
[0,6.143547] {x11

[0,3.291125] {x12
[0,5.023332]

x00:        x01:        x02:        x03:        x04:        x05: {x00
[−1,1] {x01

[−1,1] {x02
[−1,1] {x03

[−1,1] {x04
[−1,1] {x05

[−1,1]

x40:        x41:        x42: {x40
[0,1054.076987] {(−0.552155) * x30 + (−0.828226) * x31 + (−0.495998) * x32

[0,0] {x42
[0,191.110038]

x50 - x51: {(−4.556024) * x40 + (−33.326096) * x42 + 5000
[−6171.351539,5000.0] ⊏ [0,∞]:O

:I
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Safety Verification
DeepPoly Abstract Domain

xi,j ↦ {[Li,j, Ui,j]
[a, b] a, b ∈ ℛ

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00:     x01:     x02:     x03:     x04:     x05: {[x00,x00]
[−1,1] {[x01,x01]

[−1,1] {[x02,x02]
[−1,1] {[x03,x03]

[−1,1] {[x04,x04]
[−1,1] {[x05,x05]

[−1,1]:I

x50 - x51  [0, ]⊏ ∞:O



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10’ = (0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834) 
 
 

 

 
 

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

⋮

Safety Verification
DeepPoly Abstract Domain

22

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

xi,j ↦ {[Li,j, Ui,j]
[a, b] a, b ∈ ℛ

x00:     x01:     x02:     x03:     x04:     x05: {[x00,x00]
[−1,1] {[x01,x01]

[−1,1] {[x02,x02]
[−1,1] {[x03,x03]

[−1,1] {[x04,x04]
[−1,1] {[x05,x05]

[−1,1]

[Li−1,j, Ui−1,j]

[Li−1,0, Ui−1,0]
xi−1,k

x10’: 
[(0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 + (2.030051) * x03 + (0.101956) * x04 + (−2.103565) * x05 + (1.623834),
(0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 + (2.030051) * x03 + (0.101956) * x04 + (−2.103565) * x05 + (1.623834)]

[−2.895878, 6.143547]

xi,j ↦ ∑
k

wi−1
j,k ⋅ xi−1,k + bi,j

xi,j = ∑
k

wi−1
j,k ⋅ xi−1,k+bi,j

xi−1,0 ↦ [Li−1,0, Ui−1,0]…
xi−1,j ↦ [Li−1,j, Ui−1,j]…

:I

x50 - x51  [0, ]⊏ ∞:O



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10’ = (0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834) 
 
 

x10 = ReLU(x10’)

 
 

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

⋮

Safety Verification
DeepPoly Abstract Domain
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xi,j ↦ {[Li,j, Ui,j]
[a, b] a, b ∈ ℛ

x00:     x01:     x02:     x03:     x04:     x05: {[x00,x00]
[−1,1] {[x01,x01]

[−1,1] {[x02,x02]
[−1,1] {[x03,x03]

[−1,1] {[x04,x04]
[−1,1] {[x05,x05]

[−1,1]

x10’: 
[(0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 + (2.030051) * x03 + (0.101956) * x04 + (−2.103565) * x05 + (1.623834),
(0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 + (2.030051) * x03 + (0.101956) * x04 + (−2.103565) * x05 + (1.623834)]

[−2.895878, 6.143547]

ReLU
a < 0 ∧ 0 < b ∧ −b ≤ a

xi,j ↦ {[Li,j, Ui,j]
[a, b]

xi,j ↦ [xi,j, b(xi,j − a)/b − a]
[a, b]

xi,j ↦ [0, b(xi,j − a)/b − a]
[0, b]

a < 0 ∧ 0 < b ∧ −a < b

x10: 
0.679639 * x10′ 

+1.968152
[−2.895878, 6.143547] ba x

ReLU(x)

ReLU(x) ≤
b(x − a)

b − a

0 ≤ ReLU(x)

ba x

ReLU(x)

ReLU(x)
≤
b(x − a)

b − a

    
   

x ≤
Re

LU
(x)

:I

x50 - x51  [0, ]⊏ ∞:O
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Safety Verification
DeepPoly Abstract Domain

xi,j ↦ {[Li,j, Ui,j]
[a, b] a, b ∈ ℛ

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00:     x01:     x02:     x03:     x04:     x05: {[x00,x00]
[−1,1] {[x01,x01]

[−1,1] {[x02,x02]
[−1,1] {[x03,x03]

[−1,1] {[x04,x04]
[−1,1] {[x05,x05]

[−1,1]

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))  
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711)) 
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))  

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))  

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

⋮

x10:        x11:        x12:     {0.679639 * x10′ + 1.968152
[−2.895878, 6.143547] {0.399424 * x11′ + 1.976569

[0, 3.291125] {0.439854 * x12′ + 2.813795
[0, 5.023332]

x40:        x41:        x42: {0.670470 * x40′ + 313.178385
[−467.102459, 950.380211] {0.324244 * x41′ + 80.163616

[0, 118.628114] {0.532682 * x42′ + 75.749152
[−142.203290, 162.093422]

:I

x50 - x51: {
…
[−1424.797461, 9072.124338] ⊏ [0,∞]:O
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Safety Verification
Symbolic Abstract Domain

xi,j ↦ {Ei,j
[a, b] a, b ∈ ℛ

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))  
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711)) 
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))  

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))  

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

⋮

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x10:        x11:        x11: {x10
[0,6.143547] {x11

[0,3.291125] {x12
[0,5.023332]

x00:        x01:        x02:        x03:        x04:        x05: {x00
[−1,1] {x01

[−1,1] {x02
[−1,1] {x03

[−1,1] {x04
[−1,1] {x05

[−1,1]

x40:        x41:        x42: {x40
[0,1054.076987] {(−0.552155) * x30 + (−0.828226) * x31 + (−0.495998) * x32

[0,0] {x42
[0,191.110038]

x50 - x51: {(−4.556024) * x40 + (−33.326096) * x42 + 5000
[−6171.351539,5000.0] ⊏ [0,∞]:O

:I



Reduced Product Domain
Symbolic Abstract Domain & DeepPoly Abstract Domain
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D. Mazzucato and CU. Reduced Products of Abstract Domains for Fairness Certification of Neural Networks. In SAS, 2021

[max(as, ad), min(bs, bu)]
DeepPolySymbolic

[ad, bd]

[as, bs]

[max(as, ad), min(bs, bu)]



Safety Verification
Symbolic & DeepPoly Product Abstract Domain
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

x00:     x01:     x02:     x03:     x04:     x05: 
x00
[x00,x00]
[−1,1]

x01
[x01,x01]
[−1,1]

x02
[x02,x02]
[−1,1]

x03
[x03,x03]
[−1,1]

x04
[x04,x04]
[−1,1]

x05
[x05,x05]
[−1,1]

x50 - x51: { ⋮
[670.044947961025, 5000.0] ⊏ [0,∞]

:I

:O



Safety Verification
Going Farther: -CROWNαβ
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https://github.com/Verified-Intelligence/alpha-beta-CROWN

Winner of the International Verification of Neural Networks Competition since 2021
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x1

x2

(2, 0)(�2, 0)

(0, 2)

(0,�2)

(a) Input shape

y1

y2

z = x1 + x2

(2, 0,�2)

(2, 1,�2)

(1, 2,�2)
(0, 2,�2)

(b) 1-ReLU

y1

y2

z = x1 + x2

(0, 0,�2)

(2, 0, 2)

(0, 0, 2)

(0, 2, 2)

(c) 2-ReLU

Figure 1: The input space for the ReLU assignments y1 := ReLU(x1), y2 := ReLU(x2) is shown
on the left in blue. Shapes of the relaxations projected to 3D are shown on the right in red.

This work: beyond the single neuron convex barrier In this work, we address this issue by
proposing a novel parameterized framework, called k-ReLU, for generating convex approximations
that consider multiple ReLUs jointly. Here, the parameter k determines how many ReLUs are
considered jointly with large k resulting in more precise output. For example, unlike prior work, our
framework can generate a convex relaxation for y1:=ReLU(x1) and y2:=ReLU(x2) that is optimal
in the x1x2y1y2-space. We next illustrate this point with an example.

Precision gain with k-ReLU on an example Consider the input space of x1x2 as defined by the
blue area in Fig. 1 and the ReLU operations y1:=ReLU(x1) and y2:=ReLU(x2). The input space is
bounded by the relational constraints x2 � x1  2, x1 � x2  2, x1 + x2  2 and �x1 � x2  2.
The relaxations produced are in a four dimensional space of x1x2y1y2. For simplicity of presentation,
we show the feasible shape of y1y2 as a function of z = x1 + x2.

The triangle relaxation from [3] is in fact a special case of our framework with k = 1, that is,
1-ReLU. 1-ReLU independently computes two relaxations - one in the x1y1 space and the other
in the x2y2 space. The final relaxation is the cartesian product of the feasible sets of the two
individually computed relaxations and is oblivious to any correlations between x1 and x2. The
relaxation adds triangle constraints {y1 � 0, y1 � x1, y1  0.5 · x1 + 1} between x1 and y1 as well
as {y2 � 0, y2 � x2, y2  0.5 · x2 + 1} between x2 and y2.

In contrast, 2-ReLU considers the two ReLU’s jointly and captures the relational constraints between
x1 and x2. 2-ReLU computes the following relaxation:

{y1 � 0, y1 � x1, y2 � 0, y2 � x2, 2 · y1 + 2 · y2 � x1 � x2  2}

The polytope produced is shown in Fig. 1c. Note that in this case the shape of y1y2 is not independent
of x1 + x2 as opposed to the triangle relaxation. At the same time, it is more precise than Fig. 1b for
all values of z.

Main contributions Our main contributions are:

• A novel framework, called k-ReLU, that computes optimal convex relaxations for the output
of k ReLU operations jointly. k-ReLU is generic and can be combined with existing verifiers
for improved precision while maintaining scalability. Further, k-ReLU is also adaptive and
can be tuned to balance precision and scalability by varying k.

• A method for computing approximations of the optimal relaxations for larger k, which is
more precise than simply using l < k.

• An instantiation of k-ReLU with the recent DeepPoly convex relaxation [9] resulting in a
verifier called kPoly.

• An evaluation showing kPoly is more precise and scalable than the state-of-the-art verifiers
[9, 19] on the task of certifying neural networks of up to 100K neurons against challenging
adversarial perturbations (e.g., L1 balls with ✏ = 0.3).

We note that the work of [12] computes semi definite relaxations that consider multiple ReLUs jointly,
however these are not optimal and do not scale to the large networks used in our experiments.

2

Singh, Ganvir, Püschel, and Vechev. Beyond the Single Neuron Convex Barrier for Neural Network Certification. In NeurIPS, 2019
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: input abstractionη

: output abstraction ρ

ℋη
ρ

def= {T ∣ ∀t, t′ ∈ T : η(t0) = η(t′ 0) ⇒ ρ(tω) = ρ(t′ ω)}
 is the set of all executions that satisfy abstract non-interference with respect to  and ℋη

ρ η ρ

M ⊧ ℋη
ρ ⇔ [[M]] ∈ ℋη

ρ ⇔ {[[M]]} ⊆ ℋη
ρ

Theorem

Giacobazzi and Mastroeni. Abstract Non-Interference: A Unifying Framework for Weakening Information-Flow. In TOPS, 2018.

M ⊧ ℋη
ρ ⇐ {[[M]]} ⊆ {[[M]]}♮ ⊆ ℋη

ρ

Corollary
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Example
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

 if  else ρ(x50) = 1 x50 > x51 0
 if  else ρ(x51) = 1 x51 > x50 0

:ρ

η(x00) = x00
η(x01) = x01
η(x02) = ⊤
η(x03) = x03
η(x04) = x04
η(x05) = x05

:η

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

ALTITUDE

“the risk of a runway overrun does 
not change when only varying the 
altitude at which it is measured (in the 
expected range) and nothing else”
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concrete semantics 
mathematical models of the program behavior

abstract semantics, abstract domains 
algorithmic approaches to decide program properties

practical tools  
targeting specific programs
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3-Step Recipe
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abstract semantics, abstract domains 
algorithmic approaches to decide program properties

practical tools  
targeting specific programs

concrete semantics 
mathematical models of the program behavior



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Collecting Semantics

34

{[[M]]}
: inputt0

: predictiontω



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Dependency Semantics

35

[[M]]↝

: inputt0

: predictiontω

ℋη
ρ

def= {T ∣ ∀t, t′ ∈ T : η(t0) = η(t′ 0) ⇒ ρ(tω) = ρ(t′ ω)}



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Parallel Semantics

36

[[M]]∙

: inputt0

: predictiontω

ℋη
ρ

def= {T ∣ ∀t, t′ ∈ T : η(t0) = η(t′ 0) ⇒ ρ(tω) = ρ(t′ ω)}



Hyperproperty Verification
Abstract Non-Interference Properties
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ℋη
ρ

def= {T ∣ ∀t, t′ ∈ T : η(t0) = η(t′ 0) ⇒ ρ(tω) = ρ(t′ ω)}

Giacobazzi and Mastroeni. Abstract Non-Interference: A Unifying Framework for Weakening Information-Flow. In TOPS, 2018.

M ⊧ ℋη
ρ ⇔ ∀I ∈ 𝕀 : ∀A, B ∈ [[M]]𝕀

∙ : ρ(AI
ω) ⊓ ρ(BI

ω) = ⊥ ⇒ η(AI
0) ⊓ η(BI

0) = ⊥

Lemma

x02 x02
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3-Step Recipe
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concrete semantics 
mathematical models of the program behavior

practical tools  
targeting specific programs

abstract semantics, abstract domains 
algorithmic approaches to decide program properties



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Hyperproperty Verification
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1. start from a partition  
of the input space

2. proceed forwards  
in parallel 
from all partitions

3. check output for: 
- unique classification 
outcome        safe 
- abstract activation pattern 

→

Static Forward Analysis
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

x00: [-1, 1]
x01: [-1, 1]
x02: ⊤
x03: [-1, 0]
x04: [-1, 1]
x05: [-1, 1]

:η
x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x00: [0, 1]
x01: [0, 1]
x02:⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

…

x00: [0, 1]
x01: [-1, 0]
x02: ⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

x50: [1, 1]
x51: [0, 0]:ρ x50: [0, 1]

x51: [0, 1]:ρ

1
1
?
1
1
1
1
1
1
1
0
?

x50: [0, 1]
x51: [0, 1]:ρ

1
1
?
1
1
1
1
1
1
1
0
?

several partitions share the  
same abstract activation pattern



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Hyperproperty Verification
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2. proceed backwards  
in parallel for each  
abstract activation pattern

Static Backward Analysis

1. start from an abstraction  
for each possible 
classification outcome

1. check for disjunction  
in corresponding input partitions: 
disjoint        safe 
otherwise       alarm 

→
→&
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x00: [0, 1]
x01: [0, 1]
x02:⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

x00: [0, 1]
x01: [-1, 0]
x02: ⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

x50: [0, 1]
x51: [0, 1]:ρ

1
1
?
1
1
1
1
1
1
1
0
?

x50: [0, 1]
x51: [0, 1]:ρ

:η

1
1
?
1
1
1
1
1
1
1
0
?
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x00: [0, 1]
x01: [0, 1]
x02:⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

x00: [0, 1]
x01: [-1, 0]
x02: ⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

1
1
?
1
1
1
1
1
1
1
0
?

:η

1
1
?
1
1
1
1
1
1
1
0
?

x50 > x51 x51 > x50
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x00: [0, 1]
x01: [0, 1]
x02:⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

x00: [0, 1]
x01: [-1, 0]
x02: ⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

1
1
?
1
1
1
1
1
1
1
0
?

:η

1
1
?
1
1
1
1
1
1
1
0
?

x41

x42 x42

x41 ≥ 0x4
1 <

 0

x42 ≥ 0

x42 ≥ 0x4
2 

< 
0

x4
2 

< 
0

x41

x42 x42

x41 ≥ 0x4
1 <

 0

x42 ≥ 0

x42 ≥ 0x4
2 

< 
0

x4
2 

< 
0

x40
x40 ≥ 0x40 < 0

(−4.556024) * x40 + (0.361304) * x41 + (−33.326096) * x42 + (3728) > 0
 (4.556024) * x40 + (33.326096) * x42 − 3728 > 0

1

0

?
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x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

⋮

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x00: [0, 1]
x01: [0, 1]
x02:⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

x00: [0, 1]
x01: [-1, 0]
x02: ⊤
x03: [0.5, 1]
x04: [0, 1]
x05: [-1, 0]

:η

1
1
?
1
1
1

1
0
?

:η

1
1
?
1
1
1

1
0
?

(−4.556024) * x40 + (0.361304) * x41 + (−33.326096) * x42 + (3728) > 0
 (4.556024) * x40 + (33.326096) * x42 − 3728 > 0

x00: 1
x01: 1
x02: -1
x03: 1
x04: 1
x05: -1

x00: 1
x01: 1
x02: 1
x03: 1
x04: 1
x05: -1

counterexample
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concrete semantics 
mathematical models of the program behavior

abstract semantics, abstract domains 
algorithmic approaches to decide program properties

practical tools  
targeting specific programs



x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Hyperproperty Verification
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1. iteratively partition  
the input space

2. proceed forwards  
in parallel 
from all partitions

3. check output for: 
- unique classification 
outcome        safe 
- abstract activation pattern 

→

Static Forward Analysis

1
1

1
0
1

?
?
?

0
0

?
?

L

U



Partitioning Strategies: Interval Range
DeepPoly Abstract Domain
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x00: [-1, 1]
x01: [-1, 1]
x02: ⊤
x03: [-1, 1]
x04: [-1, 1]
x05: [-1, 1]

:η

x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0]

x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0]

x01: [-1, 0] x01: [0, 1] x01: [-1, 0] x01: [0, 1]

x00: [-1, 0] x00: [0, 1]

x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1]



Partitioning Strategies: ReCIPH
DeepPoly Abstract Domain
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x00: [-1, 1]
x01: [-1, 1]
x02: ⊤
x03: [-1, 0]
x04: [-1, 1]
x05: [-1, 1]

:η

x01: [0, 1]x01: [-1, 0] x01: [0, 1]x01: [-1, 0]

x04: [0, 1]x04: [-1, 0]

x03: [-1, 0] x03: [0, 1]

x05: [-1, 0] x05: [0, 1]

x00: [-1, 0] x00: [0, 1]

x50 - x51: {17 * x00 + 9 * x01 + … + 293 * x03 + 14 * x04 − 309 * x05
⋮

x50 - x51: {49 * x00 + 26 * x01 + … + 824 * x03 + 41 * x04 + …
⋮

x50 - x51: {−52 * x00 − 18 * x01 + … − 27 * x04 + …
⋮

x50 - x51: {… + 139 * x01 + … + 205 * x04 + …
⋮

Durand, Lemesle, Chihani, CU, and Terrier. ReCIPH: Relational Coefficients for Input Partitioning Heuristic. In WFVML, 2022



Input Refinement  Output Refinement⇏
DeepPoly Abstract Domain
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x00: [-1, 1]
x01: [-1, 1]
x02: ⊤
x03: [-1, 0]
x04: [-1, 1]
x05: [-1, 1]

:η

x01: [0, 1]x01: [-1, 0] x01: [0, 1]x01: [-1, 0]

x04: [0, 1]x04: [-1, 0]

x03: [-1, 0] x03: [0, 1]

x05: [-1, 0] x05: [0, 1]

x00: [-1, 0] x00: [0, 1]

x50: { ⋮
[−1362.398776, 3886.062977]

x50 - x51: { ⋮
[−262.252316, 2501.513908]

x50: { ⋮
[−151.552777, 2332.647602]

x50: { ⋮
[−385.766878, 2593.282420]



Input Refinement  Output Refinement⇏
DeepPoly with Input Range Partitioning

55

x00: [-1, 1]
x01: [-1, 1]
x02: ⊤
x03: [-1, 1]
x04: [-1, 1]
x05: [-1, 1]

:η

x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0] x05: [0, 1]x05: [-1, 0]

x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0] x04: [0, 1]x04: [-1, 0]

x01: [-1, 0] x01: [0, 1] x01: [-1, 0] x01: [0, 1]

x00: [-1, 0] x00: [0, 1]

x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1] x03: [-1, 0] x03: [0, 1]

x50: { ⋮
[−1362.398776, 3886.062977]

x50: { ⋮
[−1332.907174, 3866.085654]

x50: { ⋮
[−1321.181337, 3858.035337]

x50: { ⋮
[−2159.221645,4480.496955]

worse bounds than starting 
from the entire input space!



Scalability-vs-Precision Tradeoff
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L U Boxes Symbolic DeepPoly Product
Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1
2 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %
6 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %

0.5
2 76,9 % 89,2 % 100,0 % 100,0 % 100,0 % 100,0 %
6 84,4 % 89,9 % 100,0 % 100,0 % 100,0 % 100,0 %

Analyzed Input Space Percentage

Execution Time
L U Boxes Symbolic DeepPoly Product

Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1
2 0,08s 0,14s 0,26s 0,11s 0,26s 0,12s
6 0,16s 0,31s 0,51s 0,20s 0,35s 0,20s

0.5
2 8,88s 5,76s 2,60s 1,61s 2,10s 1,61s
6 64,67s 40,90s 2,65s 1,63s 2,10s 1,62s

Scalability-vs-Precision Tradeoff
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L U Boxes Symbolic DeepPoly Product
Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1
2 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %
6 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %

0.5
2 76,9 % 89,2 % 100,0 % 100,0 % 100,0 % 100,0 %
6 84,4 % 89,9 % 100,0 % 100,0 % 100,0 % 100,0 %

Analyzed Input Space Percentage

Execution Time
L U Boxes Symbolic DeepPoly Product

Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1
2 0,08s 0,14s 0,26s 0,11s 0,26s 0,12s
6 0,16s 0,31s 0,51s 0,20s 0,35s 0,20s

0.5
2 8,88s 5,76s 2,60s 1,61s 2,10s 1,61s
6 64,67s 40,90s 2,65s 1,63s 2,10s 1,62s



HyperProperty Verification
High-Stakes Machine Learning Software
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mathematical models  
of the program behavior

algorithmic approaches  
to decide program properties

practical tools  
targeting specific programs

Runway Overrun WarningSafety of Neural Network Surrogate

6

!

!

!"

!"

#

☠%

%

GO AROUND

GO AROUND

LANDING

LANDING

Scalability-vs-Precision Tradeoff
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L U Boxes Symbolic DeepPoly Product
Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1
2 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %
6 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %

0.5
2 76,9 % 89,2 % 100,0 % 100,0 % 100,0 % 100,0 %
6 84,4 % 89,9 % 100,0 % 100,0 % 100,0 % 100,0 %

Analyzed Input Space Percentage

Execution Time
L U Boxes Symbolic DeepPoly Product

Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1
2 0,08s 0,14s 0,26s 0,11s 0,26s 0,12s
6 0,16s 0,31s 0,51s 0,20s 0,35s 0,20s

0.5
2 8,88s 5,76s 2,60s 1,61s 2,10s 1,61s
6 64,67s 40,90s 2,65s 1,63s 2,10s 1,62s

THANKS!

Reduced Product Domain
Symbolic Abstract Domain & DeepPoly Abstract Domain

26

D. Mazzucato and CU. Reduced Products of Abstract Domains for Fairness Certification of Neural Networks. In SAS, 2021

[max(as, ad), min(bs, bu)]
DeepPolySymbolic

[ad, bd]

[as, bs]

[max(as, ad), min(bs, bu)]

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Hyperproperty Verification

41

2. proceed backwards  
in parallel for each  
abstract activation pattern

Static Backward Analysis

1. start from an abstraction  
for each possible 
classification outcome

1. check for disjunction  
in corresponding input partitions: 
disjoint        safe 
otherwise       alarm 

→
→&

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Hyperproperty Verification

39

1. start from a partition  
of the input space

2. proceed forwards  
in parallel 
from all partitions

3. check output for: 
- unique classification 
outcome        safe 
- abstract activation pattern 

→

Static Forward Analysis

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)  
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

Parallel Semantics

36

[[M]]∙

: inputt0

: predictiontω

ℋη
ρ

def= {T ∣ ∀t, t′ ∈ T : η(t0) = η(t′ 0) ⇒ ρ(tω) = ρ(t′ ω)}

Hyperproperty Verification
Abstract Non-Interference Properties

37

ℋη
ρ

def= {T ∣ ∀t, t′ ∈ T : η(t0) = η(t′ 0) ⇒ ρ(tω) = ρ(t′ ω)}

Giacobazzi and Mastroeni. Abstract Non-Interference: A Unifying Framework for Weakening Information-Flow. In TOPS, 2018.

M ⊧ ℋη
ρ ⇔ ∀I ∈ 𝕀 : ∀A, B ∈ [[M]]𝕀

∙ : ρ(AI
ω) ⊓ ρ(BI

ω) = ⊥ ⇒ η(AI
0) ⊓ η(BI

0) = ⊥

Lemma

x02 x02

Partitioning Strategies: ReCIPH
DeepPoly Abstract Domain

52

x00: [-1, 1]
x01: [-1, 1]
x02: ⊤
x03: [-1, 0]
x04: [-1, 1]
x05: [-1, 1]

:η

x01: [0, 1]x01: [-1, 0] x01: [0, 1]x01: [-1, 0]

x04: [0, 1]x04: [-1, 0]

x03: [-1, 0] x03: [0, 1]

x05: [-1, 0] x05: [0, 1]

x00: [-1, 0] x00: [0, 1]

x50 - x51: {17 * x00 + 9 * x01 + … + 293 * x03 + 14 * x04 − 309 * x05
⋮

x50 - x51: {49 * x00 + 26 * x01 + … + 824 * x03 + 41 * x04 + …
⋮

x50 - x51: {−52 * x00 − 18 * x01 + … − 27 * x04 + …
⋮

x50 - x51: {… + 139 * x01 + … + 205 * x04 + …
⋮

Durand, Lemesle, Chihani, CU, and Terrier. ReCIPH: Relational Coefficients for Input Partitioning Heuristic. In WFVML, 2022


