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Microsoft Zune December 31st, 2008

http://techcrunch.com/2008/12/31/

zune-bug-explained-in-detail/

Apache HTTP Server Versions <2.3.3

http://cve.mitre.org/cgi-bin/
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Microsoft Azure Storage Service November 19th, 2014

http://azure.microsoft.com/blog/2014/11/19/

update-on-azure-storage-%20service-interruption
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safety properties: “something good always happens”
(e.g., partial correctness, mutual exclusion)

2'

guarantee properties: “something good happens
at least once” (e.g., total correctness, termination)

3'

recurrence properties: “something good happens
infinitely often” (e.g., starvation freedom)

23'

persistence properties: “something good eventually happens
continuously” (e.g., stabilization)

32'

Manna & Pnueli - A Hierarchy of Temporal Properties (PODC 1990)
4 / 61



Introduction
Termination

Guarantee and Recurrence
Conclusion

Ranking Functions
Outline
Abstract Interpretation

Ranking Functions

functions that strictly decrease at each program step. . .

. . . and that are bounded from below

Turing - Checking a Large Routine (1949)

Floyd - Assigning Meanings To Programs (1967)
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idea: inference of ranking functions by abstract interpretation

termination semantics
guarantee semantics
recurrence semantics

family of abstract domains for liveness properties
piecewise-defined ranking functions
backward analysis
su�cient preconditions

Cousot&Cousot - An Abstract Interpretation Framework for Termination (POPL 2012)
Urban&Miné - Proving Guarantee and Recurrence Temporal Properties by Abstract interpretation
(VMCAI 2015)
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termination semantics
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recurrence semantics

family of abstract domains for liveness properties
piecewise-defined ranking functions
backward analysis
su�cient preconditions

Urban - The Abstract Domain of Segmented Ranking Functions (SAS 2013)
Urban&Miné - An Abstract Domain to Infer Ordinal-Valued Ranking Functions (ESOP 2014)
Urban&Miné - A Decision Tree Abstract Domain for Proving Conditional Termination (SAS 2014)
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Abstract Interpretation

S

JPK

Cousot&Cousot - Abstract Interpretation: A Unified Lattice Model for Static Analysis of
Programs by Construction or Approximation of Fixpoints (POPL 1977)
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program 7! maximal trace semantics

finite traces ⌃⇤

infinite traces ⌃!

� final states

⌃ states ⌧ transition relation
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program 7! maximal trace semantics ! termination semantics

T
t

2 ⌃ * O

T
t

def
= lfp F

t

F
t

(v)s def
=

8
><

>:

0 s 2 �

sup{ v(s0) + 1 | s ! s0 } s 2 fpre(dom(v))
undefined otherwise

idea = define a ranking function counting
the number of program steps

from the end of the program

Example

0

0

1 0

0

2
1 0

0

2
1 0

0

Cousot&Cousot - An Abstract Interpretation Framework for Termination (POPL 2012)
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remark: the termination semantics is not computable!

Example

int : x

x := ?

while (x > 0) do

x := x � 1

od

0 . . . 0 1

0

2

1

0

. . .

n

n � 1

1

0

. . .
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Termination Semantics

h⌃ * O,vi

Abstract Termination Semantics

�

Urban - The Abstract Domain of Segmented Ranking Functions (SAS 2013)
16 / 61



Introduction
Termination

Guarantee and Recurrence
Conclusion

Maximal Trace Semantics
Termination Semantics
Piecewise-Defined Ranking Functions
Ordinal-Valued Ranking Functions

Termination Semantics

h⌃ * O,vi
Abstract Termination Semantics

hV,v\i

�

States Abstract Domain S

Functions Abstract Domain F

Piecewise-Defined Ranking Functions Abstract Domain V(S,F)

x

5 9
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h⌃ * O,vi hV,v\i

�

States Abstract Domain
L def

= Interval/Octagonal/Polyhedral Linear Constraints
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Example

int : x , y

while

1
(x > 0) do

2
x := x � y

od

3

the program terminates

if and only if it starts

with x  0_ y > 0
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Example

int : x , y

while

1
(x > 0) do

2
x := x � y

od

3

NODE{x0}

LEAF: 1 NODE{x�y0}

LEAF: 3 NODE{�y0}

LEAF: 2x+1 LEAF: ?

the program terminates

if and only if it starts

with x  0_ y > 0
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we start at the end

with 0 steps

before termination

Example

int : x , y

while

1
(x > 0) do

2
x := x � y

od

3

1

2 3

x  0
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x > 0

LEAF: 0

x

y

0
0
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Example

int : x , y

while

1
(x > 0) do

2
x := x � y

od

3

NODE{x0}

LEAF: 1 LEAF: ?

we have taken x  0 into

account and we have

1 step to termination

1

2 3

x  0

x := x � y

x > 0

x

y

0
0

x

y

0
0
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0
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Example

int : x , y

while

1
(x > 0) do

2
x := x � y

od

3

1

2 3

x  0

x := x� y

x > 0
we have taken x := x � y

into account and we have

2 steps to termination

NODE{x�y0}

LEAF: 2 LEAF: ?

1

2 3

x  0

x := x� y

x > 0

x

y

0
0

x

y

0
0

x

y

0
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Precise Widening Operators
for Convex Polyhedra⋆

Roberto Bagnara1, Patricia M. Hill2, Elisa Ricci1, and Enea Zaffanella1

1 Department of Mathematics, University of Parma, Italy
{bagnara,ericci,zaffanella}@cs.unipr.it

2 School of Computing, University of Leeds, UK
hill@comp.leeds.ac.uk

Abstract. Convex polyhedra constitute the most used abstract domain
among those capturing numerical relational information. Since the do-
main of convex polyhedra admits infinite ascending chains, it has to be
used in conjunction with appropriate mechanisms for enforcing and ac-
celerating convergence of the fixpoint computation. Widening operators
provide a simple and general characterization for such mechanisms. For
the domain of convex polyhedra, the original widening operator proposed
by Cousot and Halbwachs amply deserves the name of standard widening
since most analysis and verification tools that employ convex polyhedra
also employ that operator. Nonetheless, there is demand for more precise
widening operators that still has not been fulfilled. In this paper, after
a formal introduction to the standard widening where we clarify some
aspects that are often overlooked, we embark on the challenging task
of improving on it. We present a framework for the systematic defini-
tion of new and precise widening operators for convex polyhedra. The
framework is then instantiated so as to obtain a new widening operator
that combines several heuristics and uses the standard widening as a last
resort so that it is never less precise. A preliminary experimental evalu-
ation has yielded promising results. We also suggest an improvement to
the well-known widening delay technique that allows to gain precision
while preserving its overall simplicity.

1 Introduction

An ability to reason about numerical quantities is crucial for increasing numbers
of applications in the field of automated analysis and verification of complex
systems. Of particular interest are representations that capture relational infor-
mation, that is, information relating different quantities such as, for example,
the length of a buffer and the contents of a program variable, or the number of
agents in different states in the modeling of a distributed protocol.

⋆ This work has been partly supported by MURST projects “Aggregate- and number-
reasoning for computing: from decision algorithms to constraint programming with
multisets, sets, and maps” and “Constraint Based Verification of Reactive Systems”.

O
P1

P2

P1 ∇ P2

O
P1

P2

hr(P1,P2)

P1 ∇ P2

Fig. 2. The heuristics hr improving on the standard widening.

Proposition 3. Let P1,P2 ∈ CPn, where P1 ⊂ P2, aff.hull(P1) = aff.hull(P2)
and lin.space(P1) = lin.space(P2). Then, for each technique h ∈ {hc, hp, hr},
P2 ⊆ h(P1,P2) ⊆ P1 ∇ P2.

Proof. Let Pt = h(P1,P2). Consider first the case when h = hc and assume the
notation introduced in Definition 5. The proof for Pt ⊆ P1 ∇ P2 is immediate,
since Pt is defined by a constraint system C∇∪C⊕ including all of the constraints
defining P1 ∇P2. To prove that P2 ⊆ Pt we show that P2 ⊆ con

(
{β}

)
, for each

constraint β ∈ C∇ ∪ C⊕ defining Pt. Clearly, if β ∈ C∇ then the inclusion holds
by the fact that the standard widening is an upper bound operator, i.e., by
Theorem 2. If otherwise β ∈ C⊕, then, for some Cp ⊆ ineq(C2), β = ⊕(Cp), so
that P2 ⊆ con(Cp) ⊆ con

(
{β}

)
.

Next, consider the cases when h ∈ {hp, hr} and assume the notation intro-
duced in Definitions 6 and 8. Let G ′ = (L2, R2 ∪ R, P2) and P ′ = gen(G′); then
Pt = P ′ ∩ (P1 ∇P2). Thus Pt ⊆ P1 ∇P2. As G2 ≼ G′, we obtain P2 ⊆ P ′. More-
over, by Theorem 2, we also have P2 ⊆ P1 ∇P2. Therefore, by the monotonicity
of set intersection, we conclude P2 ⊆ Pt. ⊓*

The new widening operator is obtained by instantiating the framework of the
previous section using the four heuristic techniques presented above.

Definition 9. (The ∇̂ widening.) Let P1,P2 ∈ CPn, where P1 ⊂ P2. Then

P1 ∇̂ P2
def=

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

P2, if P1 ! P2;
hc(P1,P2), if P1 ! hc(P1,P2) ⊂ P1 ∇ P2;
hp(P1,P2), if P1 ! hp(P1,P2) ⊂ P1 ∇ P2;
hr(P1,P2), if P1 ! hr(P1,P2) ⊂ P1 ∇ P2;
P1 ∇ P2, otherwise.

It can be seen that ∇̂ is an instance of the framework proposed in the previous
section: in particular, when applying the first heuristics, the omission of the ap-
plicability condition P2 ⊂ P1 ∇P2 is a simple and inconsequential optimization.
Thus the following result is a direct consequence of Theorem 3 and Proposition 3.

Proposition 4. The ∇̂ operator is a widening at least as precise as ∇.
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notation introduced in Definition 5. The proof for Pt ⊆ P1 ∇ P2 is immediate,
since Pt is defined by a constraint system C∇∪C⊕ including all of the constraints
defining P1 ∇P2. To prove that P2 ⊆ Pt we show that P2 ⊆ con

(
{β}

)
, for each

constraint β ∈ C∇ ∪ C⊕ defining Pt. Clearly, if β ∈ C∇ then the inclusion holds
by the fact that the standard widening is an upper bound operator, i.e., by
Theorem 2. If otherwise β ∈ C⊕, then, for some Cp ⊆ ineq(C2), β = ⊕(Cp), so
that P2 ⊆ con(Cp) ⊆ con

(
{β}

)
.

Next, consider the cases when h ∈ {hp, hr} and assume the notation intro-
duced in Definitions 6 and 8. Let G ′ = (L2, R2 ∪ R, P2) and P ′ = gen(G′); then
Pt = P ′ ∩ (P1 ∇P2). Thus Pt ⊆ P1 ∇P2. As G2 ≼ G′, we obtain P2 ⊆ P ′. More-
over, by Theorem 2, we also have P2 ⊆ P1 ∇P2. Therefore, by the monotonicity
of set intersection, we conclude P2 ⊆ Pt. ⊓*

The new widening operator is obtained by instantiating the framework of the
previous section using the four heuristic techniques presented above.

Definition 9. (The ∇̂ widening.) Let P1,P2 ∈ CPn, where P1 ⊂ P2. Then

P1 ∇̂ P2
def=

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

P2, if P1 ! P2;
hc(P1,P2), if P1 ! hc(P1,P2) ⊂ P1 ∇ P2;
hp(P1,P2), if P1 ! hp(P1,P2) ⊂ P1 ∇ P2;
hr(P1,P2), if P1 ! hr(P1,P2) ⊂ P1 ∇ P2;
P1 ∇ P2, otherwise.

It can be seen that ∇̂ is an instance of the framework proposed in the previous
section: in particular, when applying the first heuristics, the omission of the ap-
plicability condition P2 ⊂ P1 ∇P2 is a simple and inconsequential optimization.
Thus the following result is a direct consequence of Theorem 3 and Proposition 3.

Proposition 4. The ∇̂ operator is a widening at least as precise as ∇.
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Abstract. Convex polyhedra constitute the most used abstract domain
among those capturing numerical relational information. Since the do-
main of convex polyhedra admits infinite ascending chains, it has to be
used in conjunction with appropriate mechanisms for enforcing and ac-
celerating convergence of the fixpoint computation. Widening operators
provide a simple and general characterization for such mechanisms. For
the domain of convex polyhedra, the original widening operator proposed
by Cousot and Halbwachs amply deserves the name of standard widening
since most analysis and verification tools that employ convex polyhedra
also employ that operator. Nonetheless, there is demand for more precise
widening operators that still has not been fulfilled. In this paper, after
a formal introduction to the standard widening where we clarify some
aspects that are often overlooked, we embark on the challenging task
of improving on it. We present a framework for the systematic defini-
tion of new and precise widening operators for convex polyhedra. The
framework is then instantiated so as to obtain a new widening operator
that combines several heuristics and uses the standard widening as a last
resort so that it is never less precise. A preliminary experimental evalu-
ation has yielded promising results. We also suggest an improvement to
the well-known widening delay technique that allows to gain precision
while preserving its overall simplicity.

1 Introduction

An ability to reason about numerical quantities is crucial for increasing numbers
of applications in the field of automated analysis and verification of complex
systems. Of particular interest are representations that capture relational infor-
mation, that is, information relating different quantities such as, for example,
the length of a buffer and the contents of a program variable, or the number of
agents in different states in the modeling of a distributed protocol.

⋆ This work has been partly supported by MURST projects “Aggregate- and number-
reasoning for computing: from decision algorithms to constraint programming with
multisets, sets, and maps” and “Constraint Based Verification of Reactive Systems”.
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Fig. 2. The heuristics hr improving on the standard widening.
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over, by Theorem 2, we also have P2 ⊆ P1 ∇P2. Therefore, by the monotonicity
of set intersection, we conclude P2 ⊆ Pt. ⊓*
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It can be seen that ∇̂ is an instance of the framework proposed in the previous
section: in particular, when applying the first heuristics, the omission of the ap-
plicability condition P2 ⊂ P1 ∇P2 is a simple and inconsequential optimization.
Thus the following result is a direct consequence of Theorem 3 and Proposition 3.
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Example
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remark: natural-valued ranking functions are not su�cient!

Example

int : x

x := ?

while (x > 0) do

x := x � 1

od

!

0 . . . 0 1

0

2

1

0

. . .

n

n � 1

1

0

. . .
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Termination Semantics

h⌃ * O,vi
Abstract Termination Semantics

hV,v\i

�

States Abstract Domain S

Functions Abstract Domain F

Piecewise-Defined Ranking Functions Abstract Domain V(S,F)

x

5 9

Urban - The Abstract Domain of Segmented Ranking Functions (SAS 2013)
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Termination Semantics

h⌃ * O,vi
Abstract Termination Semantics

hV,v\i

�

States Abstract Domain S

Natural-Valued Functions Abstract Domain F

Ordinal-Valued Functions Abstract Domain O(F)

Piecewise-Defined Ranking Functions Abstract Domain V(S,O(F))

x

5 9

Urban&Miné - An Abstract Domain to Infer Ordinal-Valued Ranking Functions (ESOP 2014)
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h⌃ * O,vi hV,v\i

�

States Abstract Domain
Natural-Valued Functions Abstract Domain

F def
= {?} [ {f | f 2 Zn ! N} [ {>}

where f ⌘ f (x1, . . . , xn) = m1x1 + · · ·+mnxn + q

Ordinal-Valued Functions Abstract Domain
O def

= {?} [ {Pi !
i · fi | fi 2 F \ {?,>}} [ {>}

Piecewise-Defined Ranking Functions Abstract Domain

x

5 9

Urban&Miné - An Abstract Domain to Infer Ordinal-Valued Ranking Functions (ESOP 2014)
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Example

int : x1, x2

while 1(x1 > 0 ^ x2 > 0) do

if 2( ? ) then
3x1 := x1 � 1
4x2 := ?

else
5x2 := x2 � 1

od6

f1(x1, x2) =

(
1 x1  0 _ x2  0

! · (x1 � 1) + 7x1 + 3x2 � 5 x1 > 0 ^ x2 > 0
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while 1(x1 6= 0 ^ x2 > 0) do

if 2(x1 > 0) then

if 3( ? ) then
4x1 := x1 � 1
5x2 := ?
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6x2 := x2 � 1

else / ⇤ x1 < 0 ⇤ /
if 7( ? ) then

8x1 := x1 + 1

else
9x2 := x2 � 1
10x1 := ?

od11

f1(x1, x2) =

8
><

>:

!2 + ! · (x2 � 1)� 4x1 + 9x2 � 2 x1 < 0 ^ x2 > 0

1 x1 = 0 _ x2  0

! · (x1 � 1) + 9x1 + 4x2 � 7 x1 > 0 ^ x2 > 0

the coe�cients and their order are
inferred by the analysis
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Peterson’s Algorithm

Example

flag1 := 0; flag2 := 0;

2

666666666666666666666664

while 1( true ) do
2flag1 := 1
3turn := 2

await 4( flag2 = 0 _ turn = 1 )
5
CRITICAL SECTION

6flag1 := 0

3

777777777777777777777775

k

2

666666666666666666666664

while 1( true ) do
2flag2 := 1
3turn := 1

await 4( flag1 = 0 _ turn = 2 )
5
CRITICAL SECTION

6flag2 := 0

3

777777777777777777777775
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Property
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accepts programs written in a small subset of C

the only basic data type are mathematical integers

implemented in OCaml

abstract domains implemented on top of the APRON library

participating to SV-COMP 2014 (demo) and SV-COMP 2015
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288 terminating programs

1% only FuncTion (⌅)

2.7% only AProVE (N)
1% only HIPTnT+ (N)
1.7% only Ultimate (N)
0.7% none (#)

D’Silva & Urban - Conflict-Driven Conditional Termination (CAV 2015)
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Conclusions To Infinity. . .

family of abstract domains for liveness properties
piecewise-defined ranking functions
su�cient preconditions for liveness properties

instances based on a�ne and ordinal-valued functions

Future Work . . . and Beyond!

potential termination and non-termination
more abstract domains

non-linear ranking functions
better widening
machine integers and floats

fair termination and other liveness properties

heap-manipulating and concurrent programs
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