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Fairness Certification
of Machine Learning Systems
IS Now Critical!
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Feed-Forward Neural Networks

* very large datasets
Classification of Tabular Data

(i.e., billions of rows)
* data that comes in
batches over time

Increasingly used for-:

Fairness Certification
o1i Machine Learning Systems
IS Now Critical!




with RelLU Activations

QOO0

(

input layer

Feed-Forward Neural Networks

hidden layers

other activation functions
are discussed in the paper

classification : max; X; ;

output layer



Translation tutorial:

21 fairness definitions and their politics
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Computer scientists and statisticians have devised numerous mathematical
criteria to define what it means for a classifier or a model to be fair. The
proliferation of these definitions represents an attempt to make technical sense of
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Dependency Fairness

the output classification is independent of the values of the sensitive input feature(s) * does not require an oracle

*amenable to static analysis

* stronger than group fairness

Galhotra et al. - Fairness Testing: Testing Software for Discrimination (FSE 2017)



Static Analysis by Abstract Interpretatlon
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ABSTRACT INTERPRETATION : A UNIFIED LATTICE MODEL FOR STATIC ANALYSIS
OF PROGRAMS BY CONSTRUCTION OR APPROXIMATION OF FIXPOINTS

. * . KK
Patrick Cousot and Radhia Cousot

Laboratoire d'Informatique, U.S.M.G., BP. 53
38041 Grenoble cedex, France

1. Introduction Abstract program properties are modeled by a com-

plete semilattice, Birkhoff[61]. Elementary pro-

A program denotes computations in some universe of gram constructs are locally interpreted by order
objects. Abstract interpretation of programs con- preserving functions which are used to associate
sists in using that denotation to describe compu- a system of recursive equations with a program. The
tations in another universe of abstract objects, program global properties are then defined as one
so that the results of abstract execution give of the extreme fixpoints of that system, Tarski[55]

some informations on the actual computations. An The abstraction process is defined in sectiomn 6. It | Patrle COUSOt
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Toy Example
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X071 = input()
X02 = input()

x11 = -0.31 * xO1 + 0.99 * x02 + (-0.63)
x12 = -1.25 * x01 + (-0.64) * x02 + 1.88

Xx11=01f x11 < O else x11
x12 =01f x12 < 0 else x12

x21 =0.40 " x11 + 1.21 " x12 + 0.00
x22 =0.64 " x11 + 0.69 * x12 + (-0.39)

x21 =01f x21 < 0 else x21
x22 = 0 if x22 < 0 else x22

x31 =0.26 " x21 + 0.33 * x22 + 0.45
x32 =1.42 " x21 + 0.40 * x22 + (-0.45)

If x31 > x32:
print(‘credit approved’)
elif x32 < x31:
print(‘credit denied’)
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Naive Backward Analysis

1.

2.

proceed backwards from
all possible classifications

project away the value
of the sensitive feature(s)

. check for Intersection:

empty —
Otherwise — ¥

11



Toy Example

Naive Backward Analysis
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/'\too many disjunctions!
[

X071 = input()
x02 = input()

008 4800 00O

x11 =-0.31 " x01 + 0.99 * x02 + (-0.63)
x12 =-1.25 " x01 + (-0.64) * x02 + 1.88

808 86060 086

Xx11=01f x11 < O else x11
x12=01f x12 < 0 else x12
x21=0.40 " x11 +1.21 " x12 + 0.00
x22 =0.64 " x11 + 0.69 * x12 + (-0.39)
x21 =01f x21 < 0 else x21

x22 = 0 If x22 < 0 else x22

x32 =1.42 " x21 + 0.40 * x22 + (-0.45)

if x31 > x32:

print(‘credit approved’)
elif x32 < x31:
print(‘credit denied’)

x31 =0.26 " x21 + B_33 *x22 + 0.45
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Our Solution
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Our Solution

1. proceed forwards to find:
* already partitions
* activation patterns
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Our Solution

1. proceed forwards to find:

* already partitions
* activation patterns

2. proceed backwards for
each activation pattern

0900000
00
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Our Solution

1. proceed forwards to find:

* already partitions
* activation patterns

2. proceed backwards for
each activation pattern

0900000
@ ©C 00
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Toy Example

Our Solution
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x22 = 0 1f x22 < O else x22
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x32 =1.42 " x21 + 0.40 " x22 + (-0.45)

If x31 > x32:
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elif x32 < x31:
print(‘credit denied’)
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Toy Example

Our Solution

S155) @ 0.31
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Toy Example

Our Solution
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Toy Example

Our Solution
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check out the paper
for the formalization
and soundness proof!

check out our artifact
for the implementation!

X071 = input()
x02 = input()

x11 =-0.31*
x12 = -1.25 *

x11=01f x11 <O else x11

x12 =01f x12 < O else x12

x21=0.40 " x11 +1.21 " x12 + 0.00
x22 =0.64 " x11 + 0.69 * x12 + (-0.39)
x21 =01f x21 < 0 else x21

x22 = 0 If x22 < 0 else x22

x31 =0.26 " x21 + B.33 *x22 + 0.45

x32 =1.42 " x21 + 0.40 * x22 + (-0.45)

if x31 > x32:

print(‘credit approved’)
elif x32 < x31:
print(‘credit denied’)
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Scalability-vs-Precision Tradeoff

Japanese Credit Screening Dataset

*alarger U or a smaller L
ImMproves precision

*a more precise
forward analysis

r U ® BOXES A SYMBOLIC Improves scalability
INPUT |C| |F| TIME INPUT |C| |F| TIME INPUT
4 15.28% 37 0 0 8s 58.33% 79 8 20 1m 26s 69.79%
0.5 6 | 17.01% 39 6 6 51s 69.10% 129 | 22 61 5m 41s 80.56% 104 | 23 m 53S
’ 8 | 51.39% 90 28 85 12m 2s 82.64% 88 |31 67 | 12m 35s 91.32% 84 | 27 56 19m 33s
10 | 79.86% 89 34 89 34m 15s 93.06% 98 40 83 42m 32s 96.88% 83 29 58 43m 39s
4 | 59.09% 1115 | 20 415 54m 32s 95.94% 884 | 39 484 | 54m 31s 98.26% 540 | 65 293 | 14m 29s
0.25 6 | 83.77% 1404 | 79 944 37m 19s 98.68% 634 | 66 376 | 23m3ls 99.70% 322 | 79 205 | 13m 25s
8 96.07% 869 140 761 1h 7m 29s 99.72% 310 | 67 247 | th3m33s | 99.98% 247 | 69 177 | 22m 52s
10 | 99.54% 409 93 403 | th35m20s | 99.98% 195 | 52 176 | th2m 13s | 100.00% 111 | 47 &7 34m 56s
4 | 97.13% 12449 | 200 9519 | 3h33m48s | 99.99% 1101 | 60 685 | 47m 46s 99.99% 768 | 81 415 19m 1s
0.195 6 | 99.83% 5919 | 276 4460 3h 23m 100.00% 988 | 77 606 | 26m47s | 100.00% 489 | 80 298 | 16m 54s
8 99.98% 1926 | 203 1568 | 2h 14m 25s | 100.00% 404 | 73 309 | 46m 31s 100.00% 175 | 57 129 20m 11s
10 | 100.00% 428 95 427 | 1th39m 31s | 100.00% 151 | 53 141 | 57m32s | 100.00% 80 | 39 62 28m 33s
4 1 100.00% 19299 | 295 15446 | 6h 13m 24s | 100.00% 1397 | 60 885 | 40m 5s 100.00% 766 | 87 425 | 16m 41s
0 60 | 100.00% 4843 | 280 3679 | 2h24m7s | 100.00% 763 | 66 446 | 35m24s | 100.00% 401 | 81 242 | 32m 29s
8 | 100.00% 1919 | 208 1567 | 2h9m59s | 100.00% 404 | 73 309 | 45m48s | 100.00% 193 | 68 144 | 24m 16s
10 | 100.00% 486 | 102 475 lh41m 3s | 100.00% 217 | 55 192 | th2m 11s | 100.00% 121 | 50 91 30m 53s
—_—

https://archive.ics.uci.edu/ml/datasets/Japanese+Credit+Screening .



Seeded Bias and Bias Queries

German Credit and ProPublica COMPAS Datasets

* our approach can
effectively detect bias

* our approach can
answer bias queries

BOXES SYMBOLIC DEEPPOLY
CREDIT FAIR DATA BIASED DATA FAIR DATA BIASED DATA FAIR DATA BIASED D
BIAS TIME BIAS TIME BIAS TIME BIAS TIME BIAS TIME BIAS
0.09% 47s 0.09% 2m 17s 0.09% 13s 0.09% 1m 10s 0.09% 10s 0.09%
< 1000 | 0.19% 5m 46s 0.45% 13m 2s 0.19% 1m 5s 0.45% 2m 41s 0.19% 1m 12s 0.45% 1m 46s MEDIAN
0.33%  30m59s | 0.95% 1h56m57s | 0.33% 4m 8s 0.95%  13m 16s | 0.33% 5m 45s 0.95% 18m 18s MAX
2.21% 1m 42s 4.52% 21m 11s 2.21% 38s 4.52% 3m 7s 2.21% 39s 4.52% 4m 44s MIN
> 1000 | 6.72%  31m42s | 23.41% 1h36m51s | 6.72% 8m 59s 23.41% 41m44s | 6.63% 4m 58s 23.41% 15m 39s MEDIAN
14.96% 7h7m12s | 33.19% 16h 50m 48s | 14.96% 4h 16m52s | 33.19% 8h5m14s | 14.96% 1h9m 45s | 31.17% = 6h 51m 50s MAX
BOXES SYMBOLIC DEEPPOLY
QUERY FAIR DATA BIASED DATA FAIR DATA BIASED DATA FAIR DATA BIASED DATA
BIAS TIME BIAS TIME BIAS TIME BIAS TIME BIAS TIME BIAS TIME
AGE < 05 0.22% 24m 32s 0.12% 14m 53s 0.22% 11m 34s 0.12% 7m 14s 0.22% 5m 18s 0.12% 8m 46s MIN
RACE BIAS? 0.31% 1h54m48s | 0.99% 57m 33s 0.32% 36m 0s 0.99% 20m 43s 0.32% 47m 16s 0.99% 16m 38s MEDIAN
2.46% 2h44m11s | 833% 5h29m19s | 2.46% 2h17m3s | 850% 3h34m50s | 2.12% 1h11m 43s | 6.48% 2h 5m 5s MAX
VALE 2.60% 24m 14s 4.51% 34m 23s 2.64% 25m 13s 5.20% 29m 19s 2.70% 19m 47s 5.22% 20m 51s MIN
AGE BIAS? 6.08% 1h49m42s | 6.95% 2h3m39s | 6.77% 1h1m51s | 7.02% lh2m26s | 6.77% 1h13m31s | 7.00% 47m 28s MEDIAN
8.00% 5h56m6s | 12.56% 8h26m55s | 8.40% 2h2m22s | 12.71% 4h55m35s | 8.84% 2h20m23s | 12.88%  3h 25m 21s MAX
CAUCASIAN 2.18% 2h54m 18s | 2.92% 46m 53s 2.18% 1h 20m 41s | 2.92% 30m 23s 2.18% 18m 26s 2.92% 15m 29s MIN
PRIORS BIAS? 2.95% 6h56m44s | 4.21% 3h50m38s | 2.95% 4h12m28s | 4.21% 3h32m52s | 2.95% 2h36m1s | 4.21% 1h 34m 7s | MEDIAN
5.36% 45h2m 12s | 6.98% 70h 50m 10s | 5.36% 60h53m6s | 6.98% 49h51m42s | 5.36% 52h10m2s | 6.95%  17h 48m 22s MAX

https://archive.ics.uci.edu/ml/datasets/Statlog+(German+Credit+Data)
https://www.propublica.org/datastore/dataset/compas-recidivism-risk-score-data-and-analysis
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Scalability wrt Neural Network Size

Adult Census Dataset

* scalability degrades for
larger neural networks
(less for models with

fewer nodes per layer)

BOXES SYMBOLIC DEEP
M| U INPUT |C| |F| TIME INPUT IC| |F| TIME INPUT |C| ’ a Iarger U sometimes
4 | 88.26% 1482 | 77 1136 | 33m55s | 95.14% 1132 | 65 686 19m 55 03.99% 1894 | 77 Improves scalability
10 0 99.51% 769 | 51 723 | th10m 25s | 99.93% 578 | 47 447 39m 8s 99.83% 1620 54
oX X& 8 | 100.00% 152 |19 143 | 3h47m23s | 100.00% 174 | 18 146 1h 51m 2s 100.00% 1170 | 26 82 Sh 2m 275
10 | 100.00% 1 1 1 55m 58s | 100.00% 1 1 1 56m 8s 100.00% 1 1 1 56m 43s
4 | 4983% 719 | 9 329 13m 43s 72.29% 1177 | 11 559 24m 9s 60.52% 1498 | 14 423 10m 32s
12 § 72.74% 1197 | 15 929 2h 6m 49s 98.54% 333 7 195 20m 46s 66.46% 1653 17 594 15m 44s
A A A 8 08.68% 342 | 9 284 | 1th46m43s | 98.78% 323 | 9 190 1h 27m 18s 70.87% 1764 | 18 724 | 2h19m 11s
10 | 99.06% 313 | 7 260 | th21m47s | 99.06% 307 | 5 182 1h 13m 55s | 80.76% 1639 | 18 1007 | 3h22m 11s
4 | 38.92% 1044 | 18 39 2m 65 51.01% 933 | 31 92 15m 28s 49.62% 1081 | 34 79 3m 2s
20 0 46.22% 1123 | 62 255 20m 51s 61.60% 916 | 67 405 44m 40s 59.20% 1335 90 356 22m 13s
C &9 8 64.24% 1111 | 96 792 | 2h24m51s | 74.27% 1125 | 78 780 3h 26m 20s 69.69% 1574 | 127 652 5h 6m 7s
10 | 85.90% 1390 | 71 1339 >13h o2 AV 76.25% 1711 | 148 839 | 4h 36m 23s
4 0.35% 10 0 0 1m 39s 6m 56s 26.39% 648 2 3 10m 11s
40 §) 0.35% 10 0 0 1m 38s . 43m 53s 26.74% 592 8 10 1h 23m 11s
HE R 8 0.42% 12 1 2 14m 37s 35.56% 840 | 21 28 2h 48m 15s 27.74% 686 32 42 2h 43m 2s
10 | 0.80% 23 | 10 13 | 1h 48m 43s 11h 32m 21s |] 30.56% 699 83 121 >13h
4 1.74% 50 0 0 1m 38s 10m 14s 36.60% 805 6 8 2m 47s
45 §) 2.50% 72 3 22 4m 35s . 45m 42s 38.06% 847 25 50 5m 7s
O @& % 8 9.83% 282 | 25 234 25m 30s 47.78% 601 | 46 229 1h 14m 5s 42.53% 975 74 180 25m 1s
10 | 18.68% 522 | 33 488 | 1h51m 24s 3h 23m 20s /| 48.68% 1087 | 110 373 1h 58m 34s

https://archive.ics.uci.edu/ml/datasets/adult
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Scalability wrt Querie

Adult Census Dataset

n

ut Space

|M| UERY BOXES SYMBOLIC DEEPPOLY
o INPUT |C] |F| TIME INPUT |C| |F| TIME INPUT |C]| |F| TIME
8 SRR 11 0 0 3m 5s L% 17 0 0 3m 2s LTI 10 0 0 2m 36s
0.009% 0.009% 0.009% 0.009%
E 99.583% 61 0 0 3m 65 SRR 89 0 0 3m 10s 99.753% 74 0 0 2m 44s
0.104% 0.104% 0.104% 0.104%
b 9797 151 | 0 0 2m 565 99.258% 297 0 0 3m 41s 98.984% 477 | 0 0 2m 58s
20 1.042% 1.020% 1.034% 1.031%
C | B3503% s | 2 3 2h 1m 95A82%  ggs | 95 a4 >13h 93225% 1145 | 23 33 | 12h57m 37
8.333% 6.958% 7.956% 7.768%
= PR 5516 | 7 11 | 1h28m6s eet 4917 | 123 182 >13h EE0T 7139 | 117 152 >13h
50% 12.817% 38.281% 31.953%
A 0.052% 12 0 0 25m 51s 61.385% 5156 | 73 102 | 10h 25m 2s 43.698% 4757 | 68 88 >13h
100% 0.052% 61.385% 43.698%
F 99.931% . | o i 150 99.944% 0 0 0 am3ss | 29-931% 6 0 0 3m 305
0.009% 0.009% 0.009% 0.009%
E 99583% 191 o o 3m 39s 996217 199 | o 0 6m 34s OIEIL g 0 0 4m 22s
0.104% 0.104% 0.104% 0.104%
= LT 151 0 0 6m 18s S 597 0 0 21m 9s ISR 301 0 0 9m 35s
290 1.042% 1.020% 1.024% 1.020%
C 83333% o0 | 0 o S0 375 88.204% .. | | 0 | thsemsss | 53342% o | g E911 205
8.333% 6.944% 7.358% 6.945%
= A0 5744 | 0 0 2h 24m 36s LB 4676 0 0 7h 25m 57s 2ol 5762 | 4 4 >13h
50% 12.500% 23.032% 12.537%
A 0.000% 0 0 0 2h 54m 25s HEAI 2436 | 0 0 9h 41m 36s 0.017% Z! 0 0 5h 3m 33s
100% 0.000% 24.258% 0.017%
8 ORI 11 0 0 7m 35s IR 10 0 0 24m 42s Sl 6 0 0 7m 6s
0.009% 0.009% 0.009% 0.009%
B 99.583% 31 0 0 15m 49s RBrax 71 0 0 51m 52s 99.583% 31 0 0 15m 14s
0.104% 0.104% 0.104% 0.104%
D | 97.917% ... | 4 b 400 8668% .o | o o | snsmmass| 7% 501 | o o 1h 3m 33s
1930 1.042% 1.020% 1.028% 1.020%
¢ SBISESR 481 | 0 0 | 7h11m 39s — - - - >13h 83.333% 481 0 0 7h 12m 57s
8.333% 6.944% 6.944%
B _ _ _ — ~13h _ — — — >13h — — — — >13h
50%
A _ — — — >13h — — — — >13h — — — — >13h
100%

the size of the queried
input space (rather than
the size of the neural
network) is the most
Important factor for

scalability!
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Dependency Fairness Naive Backward Analysis 1. proceed backwards from

all possible classifications

the output classification is independent of the values of the sensitive input feature(s) * does not require an oracle 2. project away the value
*amenable to static analysis of the sensitive feature(s)

* stronger than group fairness - check for intersection:

- empty —
B e S o otherwise — ¥

EIEI6)

Galhotra et al. - Fairness Testing: Testing Software for Discrimination (FSE 2017)

Our Solution

1. proceed forwards to find: Toy Exa m p I e

* already partitions Our Solution x01 = input()
* activation patterns ~ x02 = input()

2. proceed backwards for
each activation pattern 025 0207 G x11 = -0.31 * x01 + 0.99 * x02 + (-0.63)
x12 = -1.25 * x01 + (-0.64) * x02 + 1.88
o @

x11=0if x11 < 0 else x11
& 0.45 x12 = 0 if x12 < 0 else x12
QQ

x21=0.40 " x11 + 1.21 * x12 + 0.00
x22 = 0.64 * x11 + 0.69 * x12 + (-0.39)

- x21 = 0'if x21 < O else x21
i x22 = 0 if x22 < 0 else x22

x31 = 0.26 * x21 +h.33 *x22 + 0.45 t 6 .
0.49 ‘ , x32 = 1.42 * x21 + 0.40 * x22 + (-0.45) e

if x31 > x32: \
-0.45 print(‘credit approved’) &

elif x32 < x31: @6
>

print(‘credit denied’)




