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Machine Learning in High-Stakes Systems

Safety-Critical Applications Socio-Economic Applications
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Machine Learning in High-Stakes Systems
HOW CAN WE TRUST?

' CERTIFICATION =. ACGCOUNTABILITY

® Regulatory Standards = Traceability

(e.g., EU Al Act) track design decisions, data, updates

' Benchmarking & Testing ({ Explainability

understand model decisions

€ Verification -
. ROBUSTNESS 2 Responsibility
e SAFETY identify who is accountable
* FAIRNESS
* SECURITY Q@ Governance
* PRIVACY oversight & risk management
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Machine Learning in High-Stakes Systems
FORMAL METHODS FOR MACHINE LEARNING

' CERTIFICATION = ACCOUNTABILITY
¥ Regulatory Standards = Traceability
(e.g., EU Al Act) track design decisions, data, updates
” Benchmarking & Testing & Explainability .
understand model decisions
¥ Verification -
* ROBUSTNESS 1 .Re.spon.SIblllty
. SAFETY identify who is accountable
 FAIRNESS
» SECURITY Q@ Governance
* PRIVACY oversight & risk management
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Machine Learning Development Pipeline

model deployment predictions
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not sufficient for guaranteeing
~\\ an acceptable failure rate
~\_ under any circumstance

MOVEP 2026 Static Analysis for Machine Learning




Static Analysis for Trained Models

Verification Explainability
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Static Analysis for Trained Models

Verification
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Static Analysis by Abstract Interpretation

AUTOMATIC COMPUTATION OF FORMAL GUARANTEES
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STATIC ANALYSIS

PROPERTY OF INTEREST
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Static Analysis by Abstract Interpretation
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Neural Networks
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Neural Networks

Rectified Linear Unit (ReLU) A

—1
2 Wi Xioik by
k

Inactive Active

output max; Xy ;

& Vi(X)

input layer hidden layers output layer

f- R > RF
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Neural Networks

X00 = input()
X01 = input()
0.29 x10 = -0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * xO1 + 1.88
Q(ga 0.45
- ‘
o 063 ¥ 0.00
x20 = 0.40 * x10 + 1.21 * x11 + 0.00
1.88 > -0.39 x21 = 0.64 * x10 + 0.69 * x11 + (-0.39)
Oy ™ >
kS -0.45

S
v @
0.69

x30 = 0.26 * x20 + 0.33 * x21 + 0.45
X31 =1.42 * x20 + 0.40 * x21 + (-0.45)

return ‘ if x31 < 30 else ‘

@
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Maximal Trace Semantics

X00 = input()
. X071 = input
to: input Pt
? x10 = -0.31 * x00 + 0.99 * xO1 + (-0.63)
. _ x11 = -1.25 * x00 + (-0.64) * x01 + 1.88
I ¢
t t x20 = 0.40 * x10 + 1.21 * x11 + 0.00
. ? x21 = 0.64 * x10 + 0.69 * x11 + (-0.39)
I |
6 [
([ ] 1 ! o
¢ x30 = 0.26 * x20 + 0.33 * x21 + 0.45
. - X31 =1.42 * x20 + 0.40 * x21 + (-0.45)

[[P]] ta)i prediction return ‘ if x31 < 30 else ‘
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Static Analysis by Abstract Interpretation
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Stability
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Safety
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Local Prediction Stability

O ®
O X . ® > 4
A

v yi(X)

x € R f

1 Vx'e FBY: ylx) = y(x)
0 &
-1 Jx € B, y(x) # yAx)

(x A, e, f)

def p d ) ,
(X)—{ eR Xz =X_ A ”Xﬂ—Xd”mSe
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Local Prediction Stability

Xy > 4.75

X190 > 4.25 Xro = 19.375
- @
@ ©
- 14
) ,
4 0

~

. @

3 0

o

™
P ®
-1
0b ~7.
xy1 = 3.625 X, = 0.625

def

B<((0.5,0.75)) % {x'e R? | OSX{)SI/\OSXiSI}
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Verifying Local Prediction Stability

@) check output for inclusion
In expected output:
included — {;table

otherwise — alarm

@ proceed forwards from an
abstraction of B_/(X)
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Static Analysis by Abstract Interpretation
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X9 — [4, 6]
Xoo — [0, 1] l RelL.U
X10 7 (4, 6]
®
®
o
o) >
4
3

QO

X11 P [3, 4]

Xg; — [0, 1]

I RelLU

X11 P [3, 4]

Static Analysis for Machine Learning

Intervals Abstract Domain

Xy > [17, 24]

RelLU l X390 — [0, 10]
Xo0 > [17, 24]
B ﬂ
@
0
i ! \ FALSE ALARM

o

@
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Symbolic Abstract Domain - ainer combinaionohe sy
and the previoys ReLUs
i—1 | X |
¢,'X,+¢ ¢,c€ R
Aij ™ Zk:o S k
a,b e R
Xi—10 = Ei_10
, , i—1
: xla.] — Z W]ak . Ei_l’k + bl’]
xi—l,j = Ei—1,j Xij = Z le,Zl X1k T bi,j k
. k
e {E
 > i,] 0<a
E;; RelLU o L
-
Xl,]|—> L,J a<O0OAOD<D
 , 0
Xij ™ b<0
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Symbolic Abstract Domain

xOl ™
[0 1] N Q

@ ®
. |
X117
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Xo1 P

[3, 4] 1, 2]
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® me

05'X00+O.5'XO1+3 {(XO()+X01+4)— 1 '(O.S'XO0+O.5°X01+3)
Xp1 2

N {3.x00+3.x01+2
30
2, 8]

Xoo + Xo1 — 1
X317
[—1, 1]
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Symbolic Abstract Domain

. {1.5‘X00+1.5‘X01—2'X31+2
40
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30
©
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o
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e e

DeepPoly Abstract Domain é UPPer-bounds for gagp o N0

uron
ex RelLU approximations

[Zk Ci,k . xi,k + C, Zk di,k ’ 'xi,k + d] Ci,k’ C, di,k’ d e R

X:,1: P
i+1,j
la, D] a,b € R
{ [Li,j, Ui,j]
’ la, b]
?@\’ [ |:0 b(Xi,j —a)
QL/O« . xi,j|_> < b—a
- [0, b)

[Ly 5, Uil
T Ve < _RelUa<O0AO0<b
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DeepPoly Abstract Domain
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DeepPoly Abstract Domain
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DeepPoly Abstract Domain
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DeepPoly Abstract Domain
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DeepPoly Abstract Domain

Xoo — [0, 1] Xg; — [0, 1]
[XOO + X01 + 4, X00 + X01 + 4] [05 * X00 + 0.5 - X01 + 3, 0.5 - X00 + 0.5 - X01 + 3]
X9 P X
4, 6] 3, 4]
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:05 '.X3O—2‘.X31 + 1, 05 ’X30—2'X31 + 1]
X80 7y ¢
0, 5]
:.X21 + 1, 05 * x20 - 05 * .le — 6]
H
2,35.5]
:.xlo — X1 + 1, 0.5- X10 +2- X11 — 6]
H
1, 5]
{ :05 * X00 + 0.5 - X01 + 2, 1.5 X00 +1.5- X11 + 2]
H
2, 3]

MOVEP 2026

Static Analysis for Machine Learning



DeepPoly Abstract Domain
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Stability
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Safety

INPUT-OUTPUT PROPERTIES

L] » »
DOV ’
» » -
DO OOV
"
* » |
rd . | \ . |
' » » -
| » b
S\ N NSNS
» » v

1 VXEIL: f(xX)FO

R0 { @ 27

1.1, 0)
- . -1 IX'FI: f{(x)F O

. O: output specification
I: input specification
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Safety

EXAMPLE

1 A @ Clear of Conflict
1

~ 1

-1.25
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Verifying Safety

STATIC FORWARD ANALYSIS

@ proceed forwards from an

abstraction I of I

Static Analysis for Machine Learning

@) check output for inclusion
in output specification O:
included — safe
otherwise — Fa alarm
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ReLU(x)

DeepPoly Abstract Domain

EXAMPLE . { 10 2+

3
o 19 2]

RelLU

. [X00 + X015 X0 T+ Xo1]
P01, 2

7 A Clear of Conflict
:
~ 1
e
0 0
0 0
N
O
-1.25
3 7 @ Strong Turn
[%X00 — X015 X00 — Xo1!
11~
[_19 2]
RelLU
: y) y)
X1, T X1 T3
x]l s M1 3 11 3]
:_19 2]
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DeepPoly Abstract Domain

EXAMPLE

X0+ X115 X0+ X111

0, 3
A @ Clear of Conflict

~ 1
P
0 0
0 0
N
O
-1.25
A 1
- Strong Turn
X10 = X115 X10 — Xq1 @ J
_7 l]
RelLU B

:O, 05 ‘ .X21 + %]

- 7
_09 3]
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DeepPoly Abstract Domain

50 1, 5.5]

1 A | Clear of Conflict
1 -
~ 1
>
0 0 |
“\\ FALSE ALARM
0 0
N
O
1.25
3 7 Strong Turn
N 4
x5 — 1.25, x5y — 1.25]
X31 > - 1_3
—1.25, 2 ]
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Symbolic Abstract Domain
EXAMPLE

NN ‘XOO + X()l PN xl()
lrra e
RelLU @ Clear of Conflict

1

~ 1

-1.25

1

- 7 @ Strong Turn
- 11
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Symbolic Abstract Domain
EXAMPLE

1 A @ Clear of Conflict
1

~ 1

-1.25

- 7 @ Strong Turn

P A10 — *11 P X21
21 [_29 2] 2! [09 2]

%u
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Symbolic Abstract Domain

R {xlo + X+ X+ 1
30

DAl — [1,5.5] with DeepPoly

1 A | Clear of Conflict
~ 1
e
0 0 \
o o &
N
o
o1 77 { ; 1.25
1
3 7 Strong Turn
-

Xy — 1.25
Xy P | R
[—1.25, 0.75] A E] with DeepPoly
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Reduced Product Domain
SYMBOLIC DOMAIN & DEEPPOLY DOMAIN

[ada bd]

RN

Symbolic DeepPoly

max(a.. a,). min(b_. b)) \_/ [max(a,, a4), min(b, b, )]

[ag, b]
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Reduced Product Domain

1 A | Clear of Conflict
N

X00 R 1
XOO —> [XOO, 'XOO] 7 0 e 0
[0, 1]
0 0
N
-1.25
- 7 Strong Turn
A 4

MOVEP 2026
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Reduced Product Domain
EXAMPLE o

2

X10 = 4 X100 3 - X109+ %] — [—1, 2]
0, 2
Xo0 T Xo1 0. 2]

X0 P 4 [Xoo + X015 Xoo + Xo1l

-1, 2
0<p<l1 @ 1 | | A @ Clear of Conflict
@ &
>
0 0

~ 1

-1.25

—-1<60<L1 @ - X00 ~ Xo1 7 @ Strong Turn

X1 P [X00 — X015 X00 — Xo1]

C, T 10, 2,
ReLU T TR T B o W)

3
0, 2]
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Reduced Product Domain
EXAMPLE

X190 + X11 — [0, 4]

: o 8
Xoo > 3 X+ X Xio+ x5 = [0, 3]

8
_05 3]

1 A @ Clear of Conflict
1

~ 1

-1.25

3 7 @ Strong Turn

r

X10 — X11 — [-2, 2] X1 — [0, 2]
Xr1 P> 9 [O, 0.5 - X1 + 1] — [0, 2]

. 1T
X1 =y o =X, X9 =Xl = 1=3, 3 0. 2]
h_z, 2] %
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Reduced Product Domain

X10 +X11 +.x21 ~+ 1 —> :1, 23—0:
X30 = [0+ X0 + 1, X0+ x5 + 11 — [, %i
[1, =]
1 A | Clear of Conflict
b 4
~ 1
b
0 0
N
b © -1.25
3 7 Strong Turn
o
Xy — 1.25 — [—1.25, 0.75]
X3 4 [ —1.25, %, — 1.25] —[-1.25,0.75]
[—1.25, 0.75]
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Neural Network Verification
GOING FARTHER: BRANCH-AND-BOUND (BAB) WITH INPUT SPLITTING
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BaB with Input Splitting

x00: [-1, 1]
x01: [-1, 1]
x02: T
x00: [-1, 0] x03: [-1, 1 x00: [0, 1]

x05: [-1, 1]

x05: [-1, 1

x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1]

v v

MOVEP 2026 Static Analysis for Machine Learning
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BaB with Input Splitting

x50 - x51:

{17*x00+9*x01 + ... +293%x03 + 14 * x04 — 309 * x05

% %k
(50 x5tz 4 0 T 139 TR0+ + 205304+

x01: [-1, O] x01: [0, 1] x01: [-1, 0] x01: [0, 1]

Static Analysis for Machine Learning



DeePoly Abstract Domain

x50 - X51: { [~ 1362.398776, 3886.062977]

x50 - x51: { [—262.252316, 2501.513908]

R =2 { [—151.552777, 2332.647602]

00701 [-385.766878, 2593.282420]

x01: [-1, O] x01: [0, 1] x01: [-1, 0] x0O1: [0, 1]
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Neural Network Verification

1
(L, f, O) 0
' -1
'/
------------------------------------- (L f, O, @)
RelLU(x; j) >O/ WLU()@, j) =0
(L, f, O, {ReLU(x;)) > 0}) (L, f, O, {ReLU(x;;) = 0})

Y

(L, f, O, {ReLU(x;;) = 0, ReLU(X)) > 0}) (L f, O, {ReLU(x;)) = 0, ReLU(x;,) = 0})

Static Analysis for Machine Learning



min f(z) > mina' z+c
zeC zecC

Efficient bound propagation (CROWN) GPU optimized relaxation (a-CROWN)  Parallel branch and bound (8-CROWN)
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Static Analysis for Trained Models
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Abductive Explanation (AXp)

SUBSET-MINIMAL SET OF FEATURES SUFFICIENT TO ENSURE A PREDICTION

O | AXp = { X3, x5 }
x3 x5 x1 x2 x4
1 1 0 0 0 —
1 1 0 0 1 —>
1 1 0 1 0 —
1 1 0 1 1 —>
1 1 1 0 0 —
1 1 1 0 1 —>
1 1 1 1 0 —
1 1 1 1 1 —
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Computing One AXp

DROP (l.E., FREE) INPUT FEATURES WHILE AXp CONDITION HOLDS

~
SAME PREDICTION

(1,2,3,4,5) >0
free 1:{2,3,4,5) —

Free 2:{3,4,5) —
“ree 3:{4,5) >
“ree 4:{3,5) >

Free 5 {31 —
AXp = { X3, x5 }

Static Analysis for Machine Learning



Optimal Robust Explanations
ABDUCTIVE EXPLANATIONS (AXps)

. . % .
VYOOV ’
» » *
NOXRUX XX A
AP v AV 4

0
\358’\4 {1}, €, f)
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Optimal Robust Explanations

B R STAN
=-.! ¢ v s 4
e yi(X)
X € | d f
----------------------------- (X, =, €, ) 1
11S ap UNKNOWN
Vi (x, © U {i}, €, f) -1 or 0

i is a COUNTERFACTUAL
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Computing Optimal Robust Explanations

x00
x01
x02
x03
x04
x05

x50

float (input())
float(input())
float (input())
float(input())
float(input())
float(input())

ReLU( (0.120875
ReLU((0.113805
ReLU( (0.755487

ReLU((1.803209
ReLU( (1.958950
ReLU((1.958103
ReLU((1.735994
ReLU((2.327110
ReLU( (2.147212
ReLU( (2.296390
ReLU( (-0.552155
ReLU( (-2.509773

(-2.278012)*x40 +

(0.180652)*x41 +

{xOO x01, x02, x03, x04, x05} —>-

Free xOO { X01, x02, x03, x04, x05 } —>

.065404)*x0] + puiemieieiatettay - " "N SRk 1.623834))
BOp Free Y(ORN { x02, x03, x04, x05 } — o o inenns )
B RCEEP{OPY | x03, x04, x05 } —
.273354
P REERIUSH { x02, x04, x05 } —>
.685314
285599 AN { x02, x05 } —>-
.980387

. A —_
;?1252226 RSP { <02 } — (SIS p =1 x02 }

-16.663048)*x42 +

(1864)
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Computing Optimal Robust Explanations

DROP (I.E., FREE) AXp CONDITION
N— _ N _

v_ v
ADD TO LOCAL STABILITY IN B2(X)

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())

DEEPPOLY

SYMBOLIC

wAXp = { x00, x02, x03 }

INTERVALS
WAXp = { x02, x03, x05 }

wAXp = { x02, x05 }

x04 = float(input( ) ) WAXp = { XOQ, X03, x05 } . PRODUCT
x05 = float(input()) o
ReLU((0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834))
ReLU((0.113805 0.064486 0.090701 2.123338 0.076374 1.651132 0.828711))
ReLU((0.755487 0.224640 0.344943 2.619876 0.346636 1.418635 0.686885))
ReLU((1.803209 .222249 .725716 3.489653))
ReLU((1.958950 .388245 .245851 3.834811))
ReLU((1.958103 .273354 .662405 4.211086))
ReLU((1.735994 .666507 .192344 2.627086))
ReLU((2.327110 .685314 .424807 3.695113))
ReLU((2.147212 .285599 .665507 4.299974))
ReLU((2.296390 .980387 .945360 4.096463))
ReLU((-0.552155 0.828226 0.495998 )
ReLU((-2.509773 1.199384 0.245429 5.024773))
x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)
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Computing Optimal Robust Explanations

MNIST, €=0.25

Counterfactuals | Unknowns | Time

0.00 45m

MNIST, €=0.25

Counterfactuals | Unknowns | Time

0.00 3h 59m
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Computing Optimal Robust Explanations

FINDING COUNTERFACTUALS RAPIDLY BECOMES INFEASIBLE

MNIST, €=0.25 CIFAR-10, e=8/255

Model

Counterfactuals | Unknowns | Time | Counterfactuals | Unknowns| Time

MNIST, €=0.25 CIFAR-10, €=16/255

Model

Counterfactuals | Unknowns | Time |Counterfactuals| Unknowns | Time

CNN-7 452.00 | 3h 39m _ 730.67 /h 5m
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Verifier-Optimal Robust Explanations
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Verifier-Optimal Robust Explanations

s . E : 4
" £ ’ y1(X)
v
""""""""""""""""""""""" (x, © U, e, f) 3

E ------------------------------ (x, © UU VU, e, T

Vie 7 (x, TUZ UL U{i,e,f
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Computing Verifier-Optimal Robust Explanations

1.0
thickness

0.7
uniformity of size

0.7
uniformity of shape

@ benign

0.2
marginal adhesion

0.8
epithelial cell size

0.4
bare nuclei

0.7

bland chromatin malignant

oy

0.3
normal nucleol

0.2
mitoses
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Computing Verifier-Optimal Robust Explanations

U
T1 . Vg Vg Vg Vg Vg Vg 7 7 7
T2 . Vg Vg N 7 7 N N N
L3 ° v v v v Vi Vi v
T4 . Vg Vg 7 N N N
L5 ° v v v Vi 7
L6 ° X X X X
L7 o U U U
L8 ° X X
L9 ® X
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Computing Verifier-Optimal Robust Explanations

[1.0-¢, 1.0 + €]
thickness

0.7 -€, 0.7 + €]
uniformity of size

0.7 -€, 0.7 + €]
uniformity of shape

@ benign

[0.2-¢€, 0.2 + €]
marginal adhesion

[0.8-€,0.8 + €]
epithelial cell size

malignant

-

0.3
normal nucleol
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Computing Verifier-Optimal Robust Explanations

BATCH QUERIES SINGLE QUERIES BATCH QUERIES SINGLE QUERIES
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Computing Verifier-Optimal Robust Explanations
CNN-3

MNIST, €=0.25 CIFAR-10, e=8/255

Counterfactuals | Unknowns Time Counterfactuals | Unknowns Time
4 4 4 4
ge”.f'e'"' 160.30 94.40 10m 210.40 251.70 19m
ptimal
160.30 + 210.40 +
94.40 = 251.70 =
254.70 462.10

Static Analysis for Machine Learning



Computing Verifier-Optimal Robust Explanations
CNN-7

MNIST, €=0.25 CIFAR-10, e=16/255

Counterfactuals | Unknowns Time Counterfactuals | Unknowns Time
4 4 4 | 2|
Standard 452.00 239m _ 730.67 /h 5m
ge”.f'e"' 207.33 249.33 [1h 14m 467.00 266.33 |1h 49m
ptimal
207.33 + 467.00 +
249.33 = 260.33 =
456.66 7/33.33
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Computing Verifier-Optimal Robust Explanations
TRAVERSAL STRATEGIES

MNIST, €=0.25 CIFAR-10, e=8/255

Model Traversal

6]

%]

Time

6]

%]

Time

VeriX

VeriX+
CNN-3

a-FAVEX

160.50 122.30 16m 437.20 328.30 32m
155.20 02.20 10m 262.00 206.90 15m
181.20 108.70 12m 210.40 251.70 19m

FaVeX-IBP

160.30

94.40

MNIST, €=0.25

10m

250.90

215.50

16m

CIFAR-10,e=16/255

Model Traversal ‘Cg‘ ‘%‘ Time ‘Cg‘ ‘%‘ Time
VeriX 123.33 423.67 2h 9m 728.67 216.33 1h 23m
CNN.7 VeriX+ 196.67 232.67 1h 13m 522.00 213.67 1h 25m
GYNIDE 234.67 317.67 1h 29m 467.00 266.33 1h 49m
EVOCELE 20/.33 249.33 1h 14m 512.67 216.67 1h 25m
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Contrastive Explanation (CXp)

SUBSET-MINIMAL SET OF FEATURES SUFFICIENT TO ALTER A PREDICTION

CXp ={x3}
CXp ={x5}
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Computing One CXp

DROP (Il.E., FIX) INPUT FEATURES WHILE gXp CONDITIOQ HOLDS
»onE

- SAME PREDICTION

(1,2,3,4,5} — /1 00"

-x1:42,3,4,5}) —
-x2:{3,4,5}—>
x5 {4,5} —>
x4 {5} —>
O 7
CXp ={x5}
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Computing One CXp

DROP (Il.E., FIX) INPUT FEATURES WHILE gXp CONDITIOQ HOLDS
»onE

- SAME PREDICTION

(1,2,3,4,5} — /1 00"

b {1,2,3,4}—
x4 {1,2,31—
Fxsif{1,2)—>
xZ2:{1,3}—
Fx1:{3}—>
CXp ={x3}
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