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Data Science is Everywhere

vast amounts of cheap and ubiquitous data

mobile devices |
., transactions
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Data Science is Revolutionizing Industries

software plays an increasingly important role in assisting or even autonomously performing tasks
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Software = Trouble
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= Silent Trouble

programming errors that do not cause failures can remain unnoticed

A simple Excel calculation Excel spreadsheet error
error puts a famous economic blamed for UK's 16,000 missing
study under scrutiny coronavirus cases

: MICROSOFT REPORT SCIENCE .. .oy . . ..
By Nathan Ingraham | Apr 17, 2013, 11:08am EDT \ \ \ The case went missing after the spreadsheet hit its filesize limit
Source Financial Times, University of Massachusetts, and Next New Deal | Via Business Insider and

Bloomberg Businessweek SCie ntiStS rename human By James Vincent | Oct 5, 2020, 9:41am EDT
genes to stop Microsoft Excel
from misreading them as dates

Sometimes it's easier to rewrite genetics than update Excel

By James Vincent | Aug 6, 2020, 8:44am EDT

onditional Formatting uses rules §

The Excel Depression

By PAUL KRUGMAN
Published: April 18, 2013 | @ 470 Comments

In this age of information, math errors can lead to disaster. NASA’s FACEBOOK
| Mars Orbiter crashed because engineers forgot to convert to metric  w TwiTTER I
measurements; JPMorgan Chase’s “London Whale” venture went
bad in part because modelers-divided by.a sum instead of an
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Machine Bias

A
There's software used across the country to predict future criminals. And it's biased

against blacks. \ ,

by Julia Angwin, Jeff Larson, Surya Mattu and Lauren Kirchner, ProPublica
May 23, 2016

Data Science Software = Societal Impact

software can be biased and invade our privacy

nature

NEWS . 24 OCTOBER 2019

UPDATE 26 OCTOBER 2019

Millions of black people affected by
racialbiasinhealth-care algorithms

Study reveals rampant racismin decision-making software used
by US hospitals — and highlights ways to correct it.




Data Science Pipelines

software is often necessarily written by domain experts rather than software engineers
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pre-processing training data analysis




Data is Dirty

training data analysis

incomplete data

Inaccurate data




rocessing Is Fragile

For Big-Data Scientists, Janitor
Work’ Is Key Hurdle to Insights

By Steve Lohr

TECHNOLOGY &he New Pork imes

Aug. 17,2014

Technology revolutions come in measured, sometimes foot-dragging steps. The lab science and marketing
enthusiasm tend to underestimate the bottlenecks to progress that must be overcome with hard work and
practical engineering.

The field known as “big data” offers a contemporary case study. The catchphrase stands for the modern
abundance of digital data from many sources — the web, sensors, smartphones and corporate databases — that
can be mined with clever software for discoveries and insights. Its promise is smarter, data-driven decision-
making in every field. That is why data scientist is the economy’s hot new job.

Yet far too much handcrafted work — what data scientists call “data wrangling,” “data munging” and “data

2 a’ p janitor work” — is still required. Data scientists, according to interviews and expert estimates, spend from 50
percent to 80 percent of their time mired in this more mundane labor of collecting and preparing unruly digital
data, before it can be explored for useful nuggets.

pre-processing training

“Data wrangling is a huge — and surprisingly so — part of the job,” said Monica Rogati, vice president for data
science at Jawbone, whose sensor-filled wristband and software track activity, sleep and food consumption, and
suggest dietary and health tips based on the numbers. “It’s something that is not appreciated by data civilians. At

m |S | abeled d ata times, it feels like everything we do.”

accidentally duplicated data

wrongly converted data

accidentally (un)used data




Accuracy is Meaningless

THIS 1S YOUR MACHINE LEARNING SYSTETM?
!

YOP! YOU POUR THE DATA INTO THIS BIG
PILE OF LINEAR ALGEBRA, THEN COLLECT
THE ANSLJERS ON THE OTHER SIDE.

l
WHAT IF THE ANSLERS ARE LJRONG? )

JUST STIR THE PILE UNTIL - >
THEY START LOOKING RIGHT. <’ _

training data analysis

LJ m‘"

X Geoffrey Hinton @geoffreyhinton - Feb 20
Suppose you have cancer and you have to choose between a
black box Al surgeon that cannot explain how it works but has a

90% cure rate and a human surgeon with an 80% cure rate. Do
you want the Al surgeon to be illegal?
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nscrutability

pre-processing training

MIT Technology Review =(

Artificial Intelligence / Machine Learning

The Dark Secret at the Heart of Al

No one really knows how the most advanced algorithms do what they do. That
could be a problem.

by Will Knight Apr 11,2017

data analysis
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Data Sci '
ience In Safety-Critical Scenarios

IBM’s Watson super
cancer treatments, [

health care
By Casey. Ross’ @caseymross4 and 1ke Swethitz

. .
personalized treatments

* preventive care
July 25,2018
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aircraft collision avoidance
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Formal Methods to the Rescue

provide mathematical guarantees of

Deductive Verification
- extremely
- relies on the user to guide the proof

Model Checking
- analysis of a model of the software
with respect to the model

Static Analysis

- analysis of the

- fully and by construction
- generally not complete
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Static Analysis Today

integral part of the development of safety-critical software

7 f-esa

AIRBUS space software
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automotive software

successfully employed by software companies

Google

nuclear software

Microsoft

14



Static Analysis Tomorrow

integral part of the development of data science software

more and more

Europeal General Data Protection Regulation, 2016

more and more
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Static Analysis

Quick Tutorial



A Mathematically-Proven Hard Problem

yes

software

no

requirements

Alan Turing Henry Gordon Rice
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Relaxed Problem

b//
software

bbbl
v
v

requirements

static analyzer
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Abstraction and Over-Approximation

“the purpose of abstraction is not to be vague, but to create
a hew semantic level in which one can be absolutely precise”

EBC 2015
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Abstraction and Over-Approximation

“the purpose of abstraction is not to be vague, but to create
a hew semantic level in which one can be absolutely precise”

LA
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Abstraction and Over-Approximation

“the purpose of abstraction is not to be vague, but to create
a hew semantic level in which one can be absolutely precise”

©BCE ECB EL|6 EZB EKP EKT EKB BCE EBC 2015
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Example

requires A>0and B >0

def mod(A, B):

Q=0
(
R=A
while R >= B: P —
R=R-B | — bdaild .
software i static analyzer
Q=Q+ 1 WV
return R
ensures R > 0 requirements

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) .



Execution Traces

most straightforward way to model the software behavior

requires A>0and B >0

def mod(A, B):

1

0

Q =
2
R=A
3

while R >= B:
4

R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Execution Traces

most straightforward way to model the software behavior

v1:A— 10 B 3

while R >= B:
4

R=R-B
5

Q=Q+1

6
“return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)

21



Execution Traces

most straightforward way to model the software behavior

A 10 B~ 3

requires A>0and B >0
72A|—>10 B|—>3 Q|—>O

v e

Q O ........

5 *
R=A
3

while R >= B:
4

R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Execution Traces

most straightforward way to model the software behavior

A~ 10 B 3
2A— 10 B3 (OB 0
def mod(A, B): wv¥A—» 10 B~»3 Q0~0 R~ 10

requires A>0and B >0

1

0

AL

Q =
2

=
3°°

while R >= B:
4

R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Execution Traces

most straightforward way to model the software behavior

TA— 10 B~ 3

requires A>0and B >0
2A— 10 B3 (OB 0

def mod(A, B): 3A—» 10 B3 0O0—0 R~ 10
Q=0 wvrtA 10 B3 0O~ 0 R 10
2
R=A
3
while R.>= B:

4°°
R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) .



Execution Traces

most straightforward way to model the software behavior

A 10 B~ 3

requires A>0and B >0
2A— 10 B3 (OB 0

def mod(A, B): 3A—» 10 B3 0O0—0 R~ 10
Q=0 A~ 10 B»3 00 R~ 10
A w5AB10 B3 Qe 0 ReT
3_
whileR >=B:

4
R=R:B
.
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) .



Execution Traces

most way to model the software behavior

A 10 B~ 3

requires A>0and B >0
2A— 10 B3 (OB 0

demed(A,B)i 33A—~ 10 B~»3 O—~0 R~ 10
Q- +*A—~ 10 B3 0O—~0 R~ 10
2 5A—~ 10 B—~3 0O—~0 Re7
A v&A— 10 B=3 Q-1 Re7T
while R >= B: -t

~_R.B
5
Q=Q+

-
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)



Execution Traces

most way to model the software behavior

A 10 B~ 3
2A— 10 B3 (OB 0

requires A>0and B >0

demed(A,B)i 33A—~ 10 B~»3 O—~0 R~ 10
Q- A~ 10 B»3 00 R~ 10
2 5A—~ 10 B—~3 0O0—0 R
H=A A 10 B—~3 O—1 Re7
while R>=B: ..o »#A— 10 B~3 Q1 R-T

R=R-B
5
Q=Q+
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)



Execution Traces

most way to model the software behavior

TA—~ 10 B~ 3
2A— 10 B3 (OB 0

requires A>0and B >0

def mod(A, B): 3A—» 10 B3 0O0—0 R~ 10
Q- A~ 10 B»3 00 R~ 10
2 5A—~ 10 B—~3 0O0—0 R
H=A A 10 B—~3 O—1 Re7
while R >= B: +*A—~ 10 B3 O~ 1 Rv7

;=R-B ...................... »5A— 10 B3 O 1 R4
USRS

Q=Q +

6

"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)



Execution Traces

most way to model the software behavior

A 10 B~ 3
2A— 10 B3 (OB 0

requires A>0and B >0

def mod(A, B): 3A—~ 10 B~»3 O~ 0 R~ 10
Q - A~ 10 B3 QO~0 R~ 10
2 52—~ 10 B—~3 QO~0 R~
Ate A~ 10 B~3 O~ 1 R—7T
while R >= B: +*A—~ 10 B3 O~ 1 Rv7

. b A~ 10 B—3 Q-1 R—4
PR »6 A~ 10 B—»3 Q02 R~—4
Q=Qafoceeer

oo

"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)



Execution Traces

most way to model the software behavior

A 10 B~ 3
2A— 10 B3 (OB 0

requires A>0and B >0

demed(A,B)i 33A—~ 10 B~»3 O—~0 R~ 10
Q- A~ 10 B»3 00 R~ 10
2 54—~ 10 B—~3 QO~0 R—7
H=A A 10 B—~3 O—1 Re7
while R >= B: +*A—~ 10 B3 O~ 1 Rv7
q e A~ 10 B—3 0O~ 1 R—4
A 66A—~ 10 B~3 Or—2 R+H4
Q=Q+1 .

24 A~ 10 B3 O—2 R—4

"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)



Execution Traces

most way to model the software behavior

A 10 B~ 3
2A— 10 B3 (OB 0

requires A>0and B >0

demed(A,B)i 33A—~ 10 B~»3 O—~0 R~ 10
Q- A~ 10 B»3 00 R~ 10
- 556410 B—~3 O~ 0 Rw-7
H=A A 10 B—~3 O—1 Re7
while R >= B: +*A—~ 10 B3 O~ 1 Rv7
. b A~ 10 B—3 Q-1 R—4
5ol 66A—~ 10 B—»3 0O—2 R—A4
?:Q+ ..................... A~ 10 B»3 0O~2 R4
7 return R 25 A-> 10 B3 0O—2 R 1

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)



Execution Traces

most way to model the software behavior

A 10 B~ 3
2A— 10 B3 (OB 0

requires A>0and B >0

demed(A,B)i 33A—~ 10 B~»3 O—~0 R~ 10
Q- A~ 10 B»3 00 R~ 10
2 5A—~10 B»3 O~ 0 R
H=A A 10 B—~3 O—1 Re7
while R >= B: +*A—~ 10 B3 O~ 1 Rv7
. b A~ 10 B—3 Q-1 R—4
5 6A—~ 10 B3 0O—2 R~—4
SjQJf A~ 10 B—»3 0O~ 2 R~—4
7return B 5§A—~» 10 B~»3 0O—2 Rw—1

»6A—> 10 B3 O3 R-1

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)



Execution Traces

most way to model the software behavior

A 10 B~ 3
2A— 10 B3 (OB 0

requires A>0and B >0

demed(A,B)i 33A—~ 10 B~»3 O—~0 R~ 10
Q- A~ 10 B»3 00 R~ 10
2 5A— 10 B—~3 0O—0 R—T
H=A A 10 B—~3 O—1 Re7
while R >= B: +*A—~ 10 B3 O~ 1 Rv7
. b A~ 10 B—3 Q-1 R—4
5 6A—~ 10 B3 0O—2 R~—4
S=Q+ A~ 10 B—»3 0O~ 2 R~—4
T B 5A— 10 B3 0O—2 Rw-1

.................. 66 A~ 10 B~ 13 Q|_)3 R — 1]
»7A— 10 B3 O3 R-1

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)



Execution Traces = Not Feasible

v 1A > B — ' one execution trace for each value of A and B
- |

while R >= B:
4
R=R-B
5 .
Q=Q+1 static analyzer
6

“return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)

22



Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0

def mod(A, B):

1

0

Q =
2
R=A
3

while R >= B:
4

R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) .



Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0
» 1A >0 B >0

>

while R >= B:
4

R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) .



Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0
» 1 A—>>0 B~ >0 represents multiple concrete executions

>

while R >= B:
4

R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) s



Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0

TA— >0 B~ >0 represents multiple concrete executions

def mod(A, B):
»2AH— >0 B~2>0 0O~0

-t

while R >= B:
4

R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) s



Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0

def mod(A, B) TA—> >0 B—2>0 represents multiple concrete executions
1 2A—> >0 B—»2>0 0O0+-0
?:O ........ »3A—> >0 B»2>20 O0~»0 R—2>0
R=A e
A
while R >= B:
4
R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0

def mod(A, B) TA—> >0 B—2>0 represents multiple concrete executions
1 2A—> >0 B—»2>0 0O0+-0
?zo 3A—>2>20 B~»2>20 O0~0 R—2>20
R=A . v4 A~ >0 B~ >0 0O0—~0 R >0
3 e
while R >=-B:""""
4-°""
R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0

def mod(A, B) TA—> >0 B >0 represents multiple concrete executions
1 2A—> >0 B—»2>0 0O0+-0

?ZO 3A—>2>20 B~»2>20 O0~0 R—2>20
R=A ¢ A—>>0 B~>0 O0~0 R~2>0
- w5A> >0 B~>0 00 R—T
whileR >=B: ...

a e

R=R-B""

5°°

Q=Q+1

6

"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) s



Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0

def mod(A, B) TA> >0 B 2>0 represents multiple concrete executions

1 2A—>0 B~2>0 0O0~0

o= 3*A~>>0 B—»>0 O0~0 R~ >0

R=A 4+ A—>>0 BH—»>0 O—~0 R—2>20

- . . v35A—»2>0 B—»2>20 00 Re—T abstract interpretation

WTle Ax=B e using the rules of signs:
R=R-B"" * (20)=-(20) =
o . (> >0) = >
Q=Q+1 (20)+(=20)=2>20
6

"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) s



Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0

def mod(A. B): TA—» >0 B >0 represents multiple concrete executions

1 2A—> >0 B—~>0 0O0~0

?ZO 3A—>2>20 B~»2>20 O0~0 R—2>20

R=A %*A—>0 B~»>0 O—~0 R—2>0

- | 5A—» >0 B—~2>0 0O—~0 R T abstract interpretation

WTle iesh v 66A—~>>0 B—~>0 O0—>0 RoT using the rules of signs:
R-R-B e (20)—=(20)=
; . (> > 0) =>
Q=Q1 (20)+(=20=2>20
6"

“return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) s



Sign Analysis

replaces actual concrete values with abstract sign values

requires A>0and B >0

def mod(A, B) TA> >0 B 2>0 represents multiple concrete executions
1 2A—>0 B~2>0 0O0~0
?ZO 3A—>2>20 B~»2>20 O0~0 R—2>20
R=A %*A—>0 B~»>0 O—~0 R—2>0
- 5A— >0 B—~—>0 OH—0 R T abstract interpretation
WT.I?,,F?.T.B: 66A—~>>0 B~»>0 O0~»>0 ReT using the rules of signs:
R=R-B e »4A—>>0 B—2>20 O~ >0 Re-T c (20)—-(20)=
; c (20)+(=20)=2>0
Q=Q+ 1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017) .



Sign Analysis

replaces actual with abstract sign values

requires A>0and B >0

def mod(A, B): A~ >0 B >0

1 2A— 20 B 20
?: 3:A|_>ZO BI_)ZO
. 4:AI—)ZO BI_)ZO
3h-|R—B' S0 B
Nt A= 20 B 20
R=R-B tAm 20 B 20
S I

S }5:A|—)ZO BHZO
5

"return R

ensures R >0

represents

Q0

O—0 R—2>0
O—~0 R—2>0

O—~0 R T
O~ >0 R
O~ >0 R
O—2>0 R+— |

abstract interpretation
using the

*(20)=(20)=
* (20)+(=20)=2>20

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Sign Analysis

replaces actual with abstract sign values

requires A>0and B >0

def mod(A, B): A~ >0 B >0

1 2A—> >0 B—2>0
8= 3 A >0 B >0
oA 4 A—»>0 B >0
:vhiIeR>—B' *Am 20 B2
p | 6:A|—>ZO BI—>ZO
R=R-B A~ >0 B~ >0
Z:Q+ 5A— >0 Br >0
T »66 A > >0 B~ >0
"return R

ensures R >0

represents

Q0

O—0 R—2>0
O—~0 R—2>0

O—~0 R T
O—2>0 R-
O—2>0 Rw
O—2>0 R-
O—2>0 Re

abstract interpretation
using the

*(20)=(20)=
* (20)+(=20)=2>20

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Sign Analysis

replaces actual

requires A>0and B >0

def mod(A, B): e
; Z:AI—)ZO
?: 3A >0
— 4:AI—)ZO
3h-| R . 5 A >0
while = D.

4 > G:AI—)ZO

R=R-B A 20

5

o0 5:AI—)ZO

A 6:AI—)ZO
7.retum.R .......................... > 7A —> > O

ensures R >0

with abstract sign values

B— >0
B— >0
B— >0
B— >0
B— >0
B— >0
B— >0
B— >0
B— >0
B— >0

represents

Q0

O—0 R—2>0
O—~0 R—2>0

O—~0 R T
O~ >0 Re
O~ >0 Rm
O—2>0 R-
O— >0 Rb
O— >0 RB

abstract interpretation
using the

*(20)=(20) =
*(20)+(20)=20

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)



Sign Analysis = Not Precise Enough

requires A>0and B >0

def mod(A, B):

1

Q=0

2

R=A ' ‘ |

3 ,

while R >= B: - Q
4 !\ false alarm
R=R-B ®
5
-0 static analyzer
6

TrRtUMM R eeeeneenn »72A—~»>0 B~»>0 0O0~>0 R~—

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Linear Inequalities Analysis

replaces actual concrete values with abstract linear inequalities between variables

requires A>0and B >0

def mod(A, B):

1

0

Q =
2
R=A
3

while R >= B:
4

R=R-B
5
Q=Q+1
6
"return R

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Linear Inequalities Analysis

replaces actual concrete values with abstract linear inequalities between variables

requires A>0and B >0
»1:A>0 B>0

>

while R >= B:
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R=R-B
5
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6
"return R

ensures R >0
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Linear Inequalities Analysis

replaces actual concrete values with abstract linear inequalities between variables
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Linear Inequalities Analysis

replaces actual with abstract linear inequalities between variables

requires A>0and B >0
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Linear Inequalities Analysis

replaces actual with abstract linear inequalities between variables

requires A>0and B >0

def mod(A, B): "A20 B2>20

1 2A>0 B>0 Q=0

o= 3A>0 B>0 Q=0 R=A
R=A +*A>0 B>0 0O0=0 R>B
\3NhiIeR>:B' *A420 B200=0 K20
©A>0 B>0 Q=1 R20
SR:R_B ..................... ,4:A20 BZO QZO RZB
Q=Q +
6
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ensures R >0
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Linear Inequalities Analysis

replaces actual with abstract linear inequalities between variables —

requires A>0and B >0

def mod(A, B): ©tA20 B20
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Linear Inequalities Analysis

replaces actual with abstract linear inequalities between variables —

requires A>0and B >0
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Linear Inequalities Analysis

replaces actual with abstract linear inequalities between variables —

requires A>0and B >0

def mod(A, B): "A20 B2>20
1 2A>0 B>0 Q=0
o= 3A>0 B>0 Q=0 R=A
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Linear Inequalities Analysis = /

requires A>0and B >0

def mod(A, B):

1

0

A 1 '
while R >= B: et /
4 N

R=R-B ~ ‘

5 |
Q=Q+ 1 static analyzer
6

Q =
2
R —
3

TreturnR-cooeeee »>A>0 B>0 0>0 — < B

ensures R >0

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Precision-vs-Cost Tradeoff

P concrete executions
O
O
o

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Precision-vs-Cost Tradeoff

concrete executions

sign analysis

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Precision-vs-Cost Tradeoff

concrete executions
sign analysis

iInterval analysis
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Precision-vs-Cost Tradeoff

concrete executions
sign analysis
iInterval analysis

inear inequalities analysis

Antoine Miné - Tutorial on Static Inference of Numeric Invariants by Abstract Interpretation (FnTPL 2017)
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Static Analysis

(Data Science-Related) Examples



Functional Properties == ‘¢ % %
ACAS Xu Neural Networks

collision-avoidance system for drones implemented using 45 feed-forward neural networks

8 produce advisories: » <
| 5| i
. /7 e Strong Left
A YOwn ,Uin |
R% * Weak Left 0 1
// 7 . /,0 Intruder : Strong nght = ]
: _-F * Weak Right \ | , ‘ |
I‘\ é / * Clear of Conflict 5 0 5 10 15
N \Ownshig ¢
9\ ~ -
Example:

“If the intruder is near and approaching from the left, the network advises Strong Right”
e distance: 12000 < p < 62000

 angle to intruder: 0.2 < 6 <04

G. Katz et al. - Reluplex: An Efficient SMT Solver for Veritying Deep Neural Networks (CAV 2017)
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O ca O u S n eSS pre-processing training data analysis

Neural Networks

Guaranteed
to classify to label 8

A shape that abstracts
all possible outputs

A shape that abstracts all
possible perturbations

Input

Convolution

Not guaranteed
to classify to label 8

T. Gehr et al. - Al2: Safety and Robustness Certification of Neural Networks with Abstract Interpretation (IEEE S&P 2018)
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Local Robustness

and

Vector Machines

Robustness Verification of Support

a
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Abstract Interpretation of Decision Tree Ensemble Classifiers

Francesco Ranzato, Marco Zanella
Dipartimento di Matematica, University of Padova, Italy
{ranzato, mzanella} @math.unipd.it

Abstract

We study the problem of formally and automatically veri-
fying robustness properties of decision tree ensemble clas-
sifiers such as random forests and gradient boosted deci-
sion tree models. A recent stream of works showed how ab-
stract interpretation, which is ubiquitously used in static pro-
gram analysis, can be successfully deployed to formally ver-
ify (deep) neural networks. In this work we push forward
this line of research by designing a general and principled
abstract interpretation-based framework for the formal verifi-
cation of robustness and stability properties of decision tree
ensemble models. Our abstract interpretation-based method
may induce complete robustness checks of standard adver-
sarial perturbations and output concrete adversarial attacks.
We implemented our abstract verification technique in a tool
called silva, which leverages an abstract domain of not neces-
sarily closed real hyperrectangles and is instantiated to verify
random forests and gradient boosted decision trees. Our ex-
perimental evaluation on the MNIST dataset shows that silva
provides a precise and efficient tool which advances the cur-
rent state of the art in tree ensembles verification.

1 Introduction

Adversarial machine learning (Goodfellow, McDaniel, and
Papernot 2018; Kurakin, Goodfellow, and Bengio 2017) is a
hot topic studying vulnerabilities of machine learning (ML)
in adversarial scenarios. Adversarial examples have been
found in diverse application fields of ML such as image clas-

el VR 1 L. 1 1 "

neural networks may rely on a number of different tech-
niques: linear approximation of functions (Weng et al. 2018;
Zhang et al. 2018), semidefinite relaxations (Raghunathan,
Steinhardt, and Liang 2018), logical SMT solvers (Huang
et al. 2017; Katz et al. 2017), symbolic interval propagation
(Wang et al. 2018a), abstract interpretation (Gehr et al. 2018;
Singh et al. 2018; 2019) or hybrid synergistic approaches
(Anderson et al. 2019; Wang et al. 2018b). Abstract interpre-
tation (Cousot and Cousot 1977) is a de facto standard tech-
nique used since forty years for designing static analysers
and verifiers of programming languages. Recently, abstract
interpretation has been successfully applied for designing
precise and scalable robustness verification tools of (deep)
neural network models (Gehr et al. 2018; Singh et al. 2018;
2019). While all these verification techniques consider neu-
ral networks as ML model, in this work we focus on decision
tree ensemble methods, such as random forests and gradi-
ent boosted decision tree models, which are widely applied
in different fields having sensible adversarial scenarios, no-
tably image classification, malware detection, intrusion de-
tection and spam filtering.

Contributions. Following the aforementioned stream of
works applying abstract interpretation for certifying ML
models, we design a general abstract interpretation-based
framework for the formal verification of stability properties
of decision tree ensemble models. Our verification algorithm
of ensembles of decision trees: (1) is domain agnostic, since
it can be instantiated to anv abstract domain which repre-
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Global Robustness

Fairness of Neural Networks

Dependency Fairness

the output classification is independent of the values of the sensitive input feature(s)

BI519)

Galhotra et al. - Fairness Testing: Testing Software for Discrimination (FSE 2017)

* does not require an oracle
*amenable to static analysis
* stronger than group fairness

C. Urban et al. - Perfectly Parallel Fairness Certification of Neural Networks (OOPSLA 2020)

pre-processing

™ Sy
‘ y

training

data analysis
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Global Robustness

Fairness of Neural Networks

Dependency Fairness

the output classification is independent of the values of the sensitive input feature(s) * does not require an oracle
* amenable to static analysis

* stronger than group fairness

Our Solution
O

/ ' O
P' Ve
- %
/|
Galhotra et al. - Fairness Testing: Testing Software for Discrimination (FSE 2017) ‘

—
o

#

@ © 0 0

1. proceed forwards to find:
- alrt-:.-ady partitions
* activation patterns

2. proceed backwards for
each activation pattern

© o0 0 e

14

C. Urban et al. - Perfectly Parallel Fairness Certification of Neural Networks (OOPSLA 2020)
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Input Data Usage @ W8
pre-processing training data analysis

Accidentally Unused Data

MICROSOFT \

A simple Excel calculation
error puts a famous economic
study under scrutiny

By Nathan Ingraham | Apr 17, 2013, 11:08am EDT

Source Financial Times, University of Massachusetts, and Next New Deal | Via Business Insider and
Bloomberg Businessweek

FORMATIING  CHA
e ' |
motew | b,

Bars  Scale

== _ Conditional Formatting uj ';
The Excel Depression

By PAUL KRUGMAN
Published: April 18, 2013 = @ 470 Comments

In this age of information, math errors can lead to disaster. NASA’s FACEBOOK

Mars Orbiter crashed because engineers forgot to convert to metric @ TwiTTER ’
measurements; JPMorgan Chase’s “London Whale” venture went
bad in p ause modelers divided by.a sum in egd pfan

ave So, did an Excel coding error destroy the economies of° Clsae
“==.Western world? B EMAIL

4§ GOOGLE+

C. Urban and P. Muller - An Abstract Interpretation Framework for Data Usage (ESOP 2018)

33



Input Data Usage

., 4-.1!

i

pre-processing

Accidentally Unused Data

MICROSOFT \

A simple Excel calculation
error puts a famous economic
study under scrutiny

By Nathan Ingraham | Apr 17, 2013, 11:08am EDT

Source Financial Times, University of Massachusetts, and Next New Deal | Via Business Insider and
Bloomberg Businessweek

M._v__ Data E
relations Bars Scale
gm | Condtional Formatting uses

The Excel Depression

By PAUL KRUGMAN
Published: April 18, 2013 | @ 470 Comments

In this age of information, math errors can lead to disaster. NASA’s FACEBOOK

‘ Mars Orbiter crashed because engineers forgot to convert to metric @ TwiTTeER '

measurements; JPMorgan Chase s “London Whale” venture went
bad in part beca instead of an

_~a%erage. So, did an Excel codmg error destroy the @ £ save
e ? B EMAIL

4§ GOOGLE+

Piecewise Unused Input Data Analysis

....................... « U: used
.- -------
Ien .......... « N: not used

grades = list(imap(int, input().split())) «==r==x==xes=s INPUT VARIABLE
count =0
@ - == e rerererererarararararararEsESEEESEEEEEESESESESESESESESEsEaEes grades 0 N 1
| = 1 4. ............................................................. ERROR 1 SHOULD BE 0
QD == i e grades »0 N i U i+1
while i < len(grades)

@ --rrrrssssrsEEEEE s AR SN EE RN AR EEEEEEEEEEEEEEEEEEEEEEEEEEEES grades >0 N i U i+1

if gradesli] < 4:

count = count + 1

.- --------------------------------------------------------------- grades » 0 N |+1

i=i+1

@ :rrrrsrsssEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE grades »0 N i U i+1
@ rrrrrsssnssEEssEEsEEEsEEEsEEEsEEEEEEEEEEEEEEEEEEEEEEEsEEEEEEEEEEEEEE grades » 0
if 2 * count < len(grades):

passing = True
else:

passing = False
. --------------------------------------------------------------------- grades » 0
prlnt(paSSIng) 4 ------------------------------------------------ OUTPUT VARIABLE

training

data analysis

len(grades)

len(grades)

len(grades)

len(grades)

len(grades)
len(grades)

len(grades)

10

C. Urban and P. Muller - An Abstract Interpretation Framework for Data Usage (ESOP 2018)
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Ongoing Work

Implicit Assumptions on the Input Data

Implicit Assumptions

Sys

grade2gpa = { : , X
with (sys.argv[1]) as
for 1line 1in :
data = line.strip().split(' ")
grades = (data[1])
gpa =
for 1 in range(2, grades + 2):
gpa += gradelgpaldatal[i]]
result = gpa / grades

¢ .format(data[0], result))

Examples

- all characters are uppercase or lowercase
« values can only be in a certain range

« each line contains a certain number of characters or words

o NN
".

pre-processing training

dkd 1 A C

C. Urban - What Programs Want: Automatic Inference of Input Data Specifications (arXiv 2020)

L)

data analysis
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