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Computer software able to efficiently and
that are difficult or even impossible to design using explicit programming

Examples: object recognition, image classification, speech recognition, etc.
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Enables new functions that could not be envisioned before

Image-Based Taxiing, Takeoff, Landing Aircraft Voice Control
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Approximat
esc
omplex systems and automates decisi
iIsion-making

| Deep Neural Network Compression for Aircraft |
| Collision Avoidance Systems ‘

A’R_,BusASéB"""""uuu...,

sensas
Al Bath oy

Kyle D. Julian' and Mykel J. Koche:nderfer2 and Michael P. Owen®

Abstract—One approach to designing decision making logic for floating point storage. A simple technique O reduce the size i
an aircraft collision avoidance system frames the problem as a of the score table is to downsample the table after dynamic |

Markov decision process and optimizes the system using dynami¢  pro gramming. To minimize the degradation in decision quality, i

programming. The resulting collision avoidance strategy can be iates ar di here th ation bet |
o0 represented as a numeric table. This methodology has been used states are removed 1t areas where the variation be ween values \

l‘, —— inthe development of the Airborne Collision Avoidance System x inthe table are smooth. The downsampling reduces the siZ€ » AI rC raﬁ COI I is i O n AV O i d an C
e

O (ACAS X) family of collision avoidance systems for manned and of the table by 2 factor of 180 from that produced by dynamic |

—, __unmanned air_craft, but the high dimensionality of the state space programmmg. For the rest of this papers the downsampled |

o iee To improve storage efficiency, a deep : : :
|DE S S Al 2 0 2 2 e e use of éfﬁfﬂ])i:blgonzomal table 18 referred to as the baseline, ‘:

- smerent table requires OVer ,
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By Casey 1{0883 @caseymross and Tke Swetll

July 25,2018

A self-driving Uber ran ared
light last December, contrary to
company claims

Internal documents reveal that the car was at fault

By Andrew Liptak | @AndrewLiptak | Feb 25, 2017, 11:08am EST

| Feds Say Self-Driving Uber SUV Did
Not Recognize Jaywalking
Pedestrian In Fatal Crash

Richard Gonzales November 7, 201910:57 PM ET




Internal do

By Andrew Liptal




Machine Learning Pipeline

data preparation model training model deployment predictions
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Data Preparation is Fragile

Insidious silent bugs

o =

“%

data data preparation
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Model Training is Highly Non-Deterministic

THIS 1S YOUR MACHINE LEARNING SYSTEM?
YUP! YOU POUR THE DATA INTO THIS BIG

PILE OF LINEAR ALGEBRA, THEN COLLECT
THE ANSLJERS ON THE OTHER SIDE.
\WHAT IF THE ANSLERS ARE. LURONG? )
JUST STIR THE PILE UNTIL a4 o
THEY START LOOKING RIGHT. " ‘u ", u
model training model deployment predictions

' no predictability and traceability
-

e ttps ://xkcd.com/1838/
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Models Only Give Probabilistic Gu

DESPITE OUR GREAT RESEARCH
RESULTS, SOME HAVE QUESTIONED
OUR AI-BASED MET‘HODOLOGY

BUT WE TRAINED A CLASSIFIER
ON A COLLECTION OF GOOD AND
BAD METHODOLOGY SECTIONS,

| AND IT SAYS OURS IS FINE.

=y
LS AN

BN p—

arantees

o

i

model deployment predictions

t sufficient for guaranteeing
an acceptable failure rate
under any circumstance



A Mathematically Proven Hard Problem

J correct
x incorrect

software

Alan Turing Henry Gordon Rice



Formal Methods

Deductive Verification

- extremely expressive
- relies on the user to guide the proof

Robert W-Floyd iy’ Tojjy’Hoare

|

J correct
x incorrect

il
- |

software
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Model Checking

- analysis of a model of the software
- sound and complete with respect to the model

/ correct
x incorrect

»’ """ '
model ‘




Statlc AnaIyS|s by Abstract Interpretation

- analysis of the source or object code
- fully automatic and sound by construction

" - generally not complete
ad/Cousot

/ correct

@f unknown
. G alarm
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Abstract Interpretation

SOUNDNESS

vg& PROPERTY OF INTEREST

ABSTRACTION
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Abstract Interpretation Today

integral part of the development of safety-critical software

%

3 aassigatesas (4 seneresnesanss

AREVA

nuclear software

HELBAKO
automotive software

successfully employed by software companies

G

Facebook

Google Microsoft
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Deductive Verification
extremely
relies on the user to guide the proof

Model Checking
analysis of a model of the software

with respect to the model

Static Analysis
analysis of the source or object code
fully and by construction
generally not complete




Formal Methods
fo Trained Models

f\ L2 A

i (Kelc)

'z i
OQOQ "0

data data preparation model training
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Neural Networks

Feed-Forward Fully-Connected Neural Networks
with RelLU Activation Functions

input layer

IDESSAI 2022

Rectified Linear Unit (ReLU)

i—1
Wi Xt b 0 }

hidden layers
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output max; Xy ;

output layer

Caterina Urban
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Feed-Forward Fully-Connected
RelLU Networks as Programs
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Maximal Trace Semantics

Caterina Urban
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Collecting Semantics

x00 = input()
x01 = input()

x10 =-0.31 * x00 + 0.99 * x01 + (-0.63)
x11 =-1.25 " x00 + (-0.64) * xO1 + 1.88

x10 =0 if x10 < O else x10
x11=0ifx11 <O else x11

x20 =0.40 * x10 + 1.21 “ x11 + 0.00
x21=0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < 0 else x20
x21 =0 if x21 < 0 else x21

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31=1.42 " x20 + 0.40 * x21 + (-0.45)

return “’ if x31 < 30 else “’

Caterina Urban
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Collecting Semantics

Intuition

Property (by extension): set of
elements that have that property

Property “being Patrick Cousot”

M1}

Property “being neural network M”

M1
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Stability

Goal G3 in [Kurd03]

Safety

Goal G4 in [Kurd03]

= Google Translate 3 m

X Text B Documents
[ ] DETECT LANGUAGE ENGLISH v Plag FRENCH ENGLISH SPAN!I v
I a I r n ess A nurse X Une infirmiére w
A doctor] Un médecin @
o) 16/5000 [Em o) @ :
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Stability

Goal G3 in [Kurd03]

Goal G4 in

= Google Translate t

X Text B Documents

DETECT LANGUAGE ENGLISH FRENCH ENGLISH SPAI
A nurse > Une infirmiére

A doctor| Un médecin @

o . o) (L]

|
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The classification is

IDESSAI 2022

Formal Methods for Machine Learning
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Local Stability

.

- _,.
.';23

with only \Migllll= or BLACK pixels
B we have 2784 (~ 10236) possible images!

more than the estimated number of
atoms in the visible universe (~ 10890)!

. i TOPRLSRRRTE S s O T SRR s RGN g ST




Local Stability

Distance-Based Perturbations

P; .0 € {x € bl | 5(x, %) < €)

Example (L, distance): P, (X) def {x' € Rl | max;| X; —X;| <€}

R0« B M) € P(*) | STABLEPS([M]))

9?;5(’6 is the set of all neural networks M (or, rather, their semantics [[M ]])
that are stable in the neighborhood P; .(X) of a given input x

STABLES(IM1T) = Vi € [M1: (3¢ € [M]: YO <i < |Ly|: t)(x,) = X)

A(3x' € Ps (x): VO <i < [Ly|: 15(xy,;) = X))

M E R o {[M]} C R ME R e [M] C | | R
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Static Analysis Methods
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Forward Analysis

(D proceed forwards from
an abstraction of all
possible perturbations

IDESSAI 2022

Formal Methods for Machine Learning

(@ check output for inclusion
in expected output:

included — stable
‘ . otherwise — L& alarm
Local Stability
Distance-Based Perturbations 4
P (0 € (x' € B | 5(x,x) <€)
Example (L, distance): P, .(X) def (x" € Rl | max;| X; — X/| <€} —

P3¢ E{IM] € () | STABLEI(IMT))

%ff is the set of all neural networks M (or, rather, their semantics [[M]))
that are stable in the neighborhood P(s,e(x) of a given input X

STABLE (M) &'

= Vie [M]: (3 e [M]: VO <i<|Lyl: 1y(x) = X;)
A (X' € Ps (x): VO i < [Ly|: ty(x0,) = X))
= max; tw(xN’j) = max; tc’o(xN,j)

Coroliary

M E Ry < (M)} € R Mk R o IM] € | R

(IMT} C {IMT}" C B¢ = M E R

.
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P{05,075) B (x e Ax B |0<x < 1A0<x, <1)
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X9 — (4, 6]

Xoo — [0, 1] l RelU

. .
®

b
o
()

©

X11 P [3, 4]

Xo; — [0, 1] TReLU

X11 P [3, 4]
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xi” = [aa b]

J
a,b e R
Xy P [17, 24]
ReLUl X309 P> [Q, 10]
Xy > [17, 24] r
\
_— N -14
0
/'\ not precise enough!
0 °
o
2 5
N
R . ¢
X21 = :09 3]
A
RelLU X3 — [—4, 4]
Xy1 F> 0, 3]
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Abstract Interpretation

Improving Precision

€ 2,5 +
£ 3 +
€4 +
€ 5,5

€ 15

€225+
€295 +
€ 3.65 +
€ 5.35

€ 14.20
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\ N

Interval Abstractiolg

with Symbolic Constant Propagation i

-1
Y ¢ ox,+¢ ¢,ce R

[a, b] a,be X
Xi—10 ™ Ei_1 '
, ) —1
. > xi’j > ijl,k Ei—l,k + bi,]
xi_l,j = Ei_l,j xi,j = ZW;’;l . xi_l’k+ bi,j k
.. k
Ei’j
Xij ™ b 0<a
—> [a, b]
E; ; B RelLU o {Xi,j
X . > ij
i 0,b a<OAO<D
bl — o
— 0
Xij {[0,0] b<0

J. Li et al. - Analyzing Deep Neural Networks with Symbolic Propagation (SAS 2019)
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Interval Abstraction

with Symbolic Constant Propagation i

. .XO0+.X01+4 . 2‘(X00+XO1+4)+3’(O.S‘XOO+O.5‘X01+3)
REREN) 27, 24

® -
@ ©
14
o A : :
Xy s > x30|—>{3 Xog+ 3 - xg; +2
[0 1] 2, 8]
3 0
X |—>{x01 2 . I_){3600"‘3501—1
01 [0, 1] ~ 2 . il -1, 1]

9. ©®
© S 9

05 XO0+05 .XO1+3 {('x00+x01+4)_1.(0'5.x00+0'5.x01+3)
x21I—>
(3, 4]

[1, 2]
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with

1.5'X00+ 1.5'X01+2'X31+2
x40

[0, 5]
{3 'X00+3 'X01+2

X3p >

° S
2 1

S &
X < o) /
00 [0 1] 4 0

xOl X ® X A

o1 [0 11 ~

o -1 15
05
X31 =
RelLU
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Maintain g
- Upper-

Deep PO Iy [Singh19] A g‘ + conv

ymbolic lower-
bOUﬂdS for each ne
€X ReLU approxima

and
uron
tions

[Zk Cix*XixTC Zk dij-xi,+dl cpc,dy,deER
a, D] a,be R

Xiv1,j

g {0 9
[a, b]

o {art

L] [a,b] ReLlU a<O0OAO<b
= i b(x;; — a)
a ..
'9840 <0 X: . > < [XI’J’ b-a

LJ
6
SO L [aa b]

_[10,0]
") 10, 0]

G. Singh, T. Gehr, M. PUschel, and M. Vechev - An Abstract Domain for Certifying Neural Networks (POPL 2019)
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- {[x00+x01+4, Xoo + Xo1 + 4]

i 4, 6]
@
2 1

S~ _ ¢
PN [xoo, 2 N > o
00 [0 1] 4 0 -14
3 0 8
[x01, Xo1] % »
[0 1]~

[3, 4]

N -1 ~— -1.5 .
® o
I_){[05 Xoo + 0.5 - xg; + 3, 0.5 - xy + 0.5 - xp; + 3]
X1

o rf

0.8



N {[2~x10+3°x11,2-x10+3-x11]
20

X
17, 24]
@ pec
2 1 |

S’ L X
Xon, X 0
Xgy > [ 00> X00] > Q@
[0 1] 4 0 -14
[ ] 3 0 8
X015 *01 ™ A

[0 1~

N— -1 N— -1.5 ‘\/.
° - O jrxt
| — _x11]
Xo1

X10 — X115 X10

[1, 2]



DeepPoly..

[0 = %21 — 14, Xp0 — x5y — 14]
X30 7
2, 8]

2 1
o
e ;
0 S
0
™ A

¥ . [O.S'.Xzo_l.S‘le_S, O.S‘Xzo_l.S‘X21—8]
BV B

[0, 0.5 - x5, +0.5]
X311 P
[0, 1]
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@
2

e
[xoo, Xool O >
[0 1]

3
[x01, Xo1] o

[0 1~

~— -1
°

X40

{[OS‘X30—2'X31+1, OS‘X3O—2'X31+1]

o

o )t




DeepPoly..

X00> X00] X015 X01]
Xoo P 4 . Xo1 7 V¢

0, 1] 0, 1]

xOO + X01 + 4 X00 + X01 + 4] :05 * X00 + 0.5 X01 + 3, 0.5 - X00 +0.5- X01 + 3]
X10 P X123,

4, 6] 3, 4]

2 X0+ 3 X, 2 X9+ 3 xq4] X10 — X115 X190 — X11]
Xo0 P Xo1 P

(17, 24] 1, 2]

—xZO le — 14 Xog — X1 — 14] 0 0.5- (O 5. * Xog — 1.5- *Xo1 T 8) + 05]
X30 P> » X31 3. «

2, 8] 4 Xo. 1)

[0.5 - x30 —2. F X317+ 1,0.5- x30 —2. x31 + 1] """""""""""""""
X P S e
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DeepPoly..

N :x()(), x()()] RN xOl’ xOl]
YL, 1] L0, 1
:x()() + X01 + 4, X00 + X01 + 4] 05 * X00 +0.5- X01 + 3, 0.5- X00 +0.5- X01 + 3]
11079 14, 6] T 3, 41

2 X0+ 3 X, 2 X9+ 3 xq4] X109 — X115 X109 — Xq1]
i 4 X1 P 3, E
17, 24] ‘ 1, ]

.

2, 8] 0, 1]

.*
.
.
.
.
.
.
.
.
.
.
.
.
.*
o .*
N .
.
.
.
.
.
.
.
.
.
3
.
.
.
R
.

.
.*

.*
.
.
.
.
3
.
.
.
.
.
.
.
.
.
.
.
.
.*
.

[Xz + 1 O 5 x20 05 ‘ X2’1’.— 6]

{;x20 X1 — 14, xy —-x21 —14] {0 0.5- (0.5 xp9— 1.5 - %), — 8) +0.5]
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DeepPoly..

. X005 X0l N X015 Xp1]
i 1 i
Y0, 1] ’ 0, 1]
—x00+x01+4, x00+x01+4] 05 XO0+05 XO1+3 0.5 - XO0+05 XO1+3]
X10 7 A X11
4 6] : 3 4] e
2 - xlD +3-x, 2 xlO +3 - xy] X190 = Xy 1> X109 = Xpq] oo 7
x20 — x21 e S
17, 24] 1,2] T e
—xZO -+ Xo1 — 14 X0 §x21 — 14] 0 0. ‘5‘ (O 5. )’(;‘ “— 1.5 *Xo1 T 8) + 05]
X309 = : Xy PR e
2, 8] ; ;1] .
[0 5 X30 - 2 X31 + 1 O 5 X30 ““27"“)(:31 + 1] """"
X < P T s e T T
40 J N S
{[le + 1, 0.5 - xy ““0‘5" Xy —6]
i e
R {[xl'o x7+1,0.5- xlo +2-x;{ — 6]
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DeepPoly..

X00> X00] Xo1> Xo1]
Xoo P 4 . Xo1 7 V¢

0, 1] 0, 1]

:x()() + X01 + 4, X00 + X01 + 4] :05 * X00 + 0.5 X01 + 3, 0.5 - X00 +0.5- X01 + 3]
X107y X113,

4, 6] 3, 4]

2-x0+3 x5 2-x0+ 3 - x4] X109 — X115 X109 — Xq1]
207 V¢ X179

(17, 24] 1, 2]

:xZO — Xy — 14, Xog — X1 — 14] :0, 0.5- (05 * Xog — 1.5- Xo1 — 8) + 05]
X307 Y, X313,

2, 8] 0, 1]

—a

[xlo —xll + 1, 05 'xlo + 2 '.xll - 6]
-

[05 ° xOO + 05 ° xOl + 2, 15 ¢ xOO + 15 ° xll + 2]
—

{[0.5-x30—2-x31+1,O.5-x30—2ox31+1]
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[05 ‘X30—2'XS1+ 1, 05 ‘X3O—2'XS1+ 1]
X40

[2, 5]
@ (<0
2 1
[xoo, X0l O > Q
Yoo 7 [0 1] 4 0 S -14
3 0 8
[x01, Xo1] e A
[0 1] N
' ~ 1 W .5 W
® - o

[x31, X311
Xq1 P2



DeepPoly....-

o0 ool X015 Xo1]
Y007 Xo1 7y ¢
0, 1] 0, 1]
:x()() + X01 -+ 4, X00 + X01 + 4] 05 * X00 +0.5- X01 -+ 3, 0.5- X00 +0.5. Xo1 + 3]
A0 Y X1y,
4. 6] 3, 4]
:2'X10+3 * X115 2'x10+3 ‘xll] :x10_x119 xlO_xll]
2079 X1 Py ¢
(17, 24] 1, 2]
X3 Exzo — 1 14 g — g — 14 X3, e '0 v (05x20—lé + X1 — 8) + 0.5]
2, 8] ............................. -_-()-7'-1'] -------------
{ [x3 i‘,‘“_‘x-:‘é-i‘} ..............................
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DeepPoly..

N X00> X00] N
00 0. 1] 01

Xo1> Xo1]
0, 1]

:x()() + X01 + 4, X00 + X01 + 4]
4, 6]

:05 ° xOO + 05 ° x01 + 3, 05 ¢ xOO + 05 ° x01 + 3]
3, 4]

X10 P

2 X0+ 3 X, 2 X9+ 3 xq4] X109 = X11> X190 = X11]

*
%
-

* R

[S—Y

p—
¢ I

>
.
*s
*
fd‘\“ H;\ A KA\
-
*
>
.
*

— — ]
20T 7, 24 h ERUIE )
Yoy — Xop — 14, X0 2 %y — 14] 0, 0.5 (0.5 xp9— 1.5 - %, — 8) + 0.5]
_X,'3O — ) X31,‘|‘_> i
_29 8] o _09 1]
31, X341

{
{
{
{
{

Xq1 P

[0, 0.25 - x55 — 0.75 - x,7 — 3.5]

>
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DeepPoly..
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o s X00> Xool N Xo1> Xo1]
Y0, 1] o 0, 1]
:x()() + X01 + 4, X00 + X01 + 4] :05 * X00 + 0.5 X01 + 3, 0.5 - X00 +0.5- X01 + 3]
X107y A X113, R4
4,6] % 34
:2'3510':1.‘3 Xy 2 X9+ 3 - xp] X0 = X1 X0 — X1
207 Y 2 Y A
17, 24]-___ 1,2
:xZO - le::‘._— 14, .X20 - le - 14] :0, 05 ‘ (05 ‘:“:xg(‘)“— 15 ‘ le - 8) + 05]
.X3O > ) X X31 =S "
2, 8] 0,1] .
{[x31, X31]
K41
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DeepPoly..

X00> X00] X015 X011
Xoo Xo1 P

0, 1] 0, 1]

:x()() + X01 + 4, X00 + X01 + 4]
4, 6]

:05 ° xOO + 05 ° xOl + 3, 05 ¢ xOO + 05 ° x()l + 3]
3, 4]

:2’X10+3 'xll, 2'X10+3 'xll]
17, 24]

X109 — X115 X109 — Xq1]
1, 2]

X0 = Xo1 — 14, Xp0 = Xy — 14]
2, 8]

:0, 05 ‘ (05 ‘ X2O - 15 ‘ .X21 - 8) + 05]
0, 1]

“
et
i}
—~ N N =

[O, 025 ¢ XZO - 075 ¢ X21 - 35]

[O, - 0.25 ¢ xlo + 1.5 ‘ Xll - 3.5]
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DeepPoly..

[x315 X34
[0, 1]
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* T. Gehr, M. Mirman, D. Drachsler-Cohen, P. Tsankov, S. Chaudhuri, and M.

Vechev. Al2: Safety and Robustness Certification of Neural Networks with
Abstract Interpretation. In S&P, 2018.

the first use of abstract interpretation for verifying neural networks

* G. Singh, T. Gehr, M. Mirman, M. Puschel, and M. Vechev. Fast and Effective
Robustness Certification. In NeurlPS, 2018.

a custom zonotope domain for certifying neural networks

* G. Singh, R. Ganvir, M. Puschel, and M. Vechev. Beyond the Single Neuron
Convex Barrier for Neural Network Certification. In NeurlPS, 2019.
a framework to jointly approximate k RelLU activations

- M. N. Miller, G. Makarchuk, G. Singh, M. Puschel, and M. Vechev. PRIMA:
General and Precise Neural Network Certification via Scalable Convex Hull
Approximations. In POPL, 2022.

a multi-neuron abstraction via a convex-hull approximation algorithm
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Goal G3 in [Kurd03]

. t
" [
¥ Yirel

ANC TS

P RIGE

S

(RN [0
' ?.\‘ .)(
T

Y3 el 1
e L KN

Goal G4 in [Kurd03]

Safety %

= Google Translate

Xp Text B Documents
DETECT LANGUAGE ENGLISH v - FRENCH ENGLISH SPAN v
A nurse X Une infirmiére W
A doctor] Un médecin ©
o) 16/5000 v o) @ :
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ACAS XU [Julian16][Katz17]

Airborne Collision Avoidance System for Unmanned Aircraft
iImplemented using 45 feed-forward fully-connected ReLU networks

. 5 input sensor measurements

o viN « p:distance from ownship to intruder

-
|
|

-
~
>
- P
e
/7
-
-~

Intruder « @ angle to intruder relative to ownship heading direction
« Y heading angle to intruder relative to ownship heading direction
* V., Speed of ownship

-~
-
-
-

I
1
1
\

S~ -»

AY .
~ Ownship .’
~ N P

9~~~ « V;...speed of intruder

5 output horizontal advisories

e Strong Left
 Weak Left

e Clear of Conflict
* Weak Right

« Strong Right
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ACAS Xu Properties...:-

Example: “if intruder is near and approaching from the left, go Strong Right”
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Safety

Input-Output Properties
I: input specification

O: output specification

sL L ([M] € P(z*) | SAFEL(IMT)}

S {) is the set of all neural networks M (or, rather, their semantics [[M [])
that satisfy the input and output specification I and O

SAFEL(IMT) €' vr e [MT: (,F T=1,F O

ME SL < {IM]} C S§ MESheMlc| sh
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Model Checking Methods

IDESSAI 2022 Formal Methods for Machine Learning 55



Safety

Example

l; < xg; <y

‘ xy > 0

(-1
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SMT-Based Methods

Verification Reduced to Constraint Satisfiability

ljSX(),jSllj jE{O,...,|XO|}

1 X

A _ I .

)= D W du+by i€ f0,....n—1)
k=0

e {l,....n—1},

= 0, X; ; :
X; ; max{ xz,]} j€{0,...,1X;]}
XN < 0

satisfiable — x counterexample
otherwise — \/ safe

Formal Methods for Machine Learning

input specification

(negation of)
output specification

Caterina Urban

S7



x; ;= max{0, X, .}

; X

R. Ehlers - Formal Verification of Piece-Wise Linear Feed-Forward Neural Networks (ATVA 2017)
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Variable Value

X00 Voo
Xij Vij
Xjj Vi
XN VN

Variable Value

X00

Variable Value

X00 Voo
PN aN /
Xij Vij
Xl .] vij
XN VN

Variable Value

G. Katz et al. - Reluplex: An Efficient SMT Solver for Verifying Deep Neural Networks (CAV 2017)

IDESSAI 2022

Formal Methods for Machine Learning

| baes;(etd On the simpjex algorithm
eénded to Support ReL ys
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Follow-up Work

Rel u plex | A { G. Katz et al. - The

Marabou Framework for
Verification and Analysis

of Deep Neural Networks

Variable (CAV 2019)

Variable Value Variable Value

X00 Voo X00 Voo ..
e o o e o o ° o XN VN
X D, X 5T
1] i 1] 1]
Xl] Vlj Xij Vl:f Variable Value
.. . .. X00 Voo
XN VN XN VN

G. Katz et al. - Reluplex: An Efficient SMT Solver for Verifying Deep Neural Networks (CAV 2017)
Caterina Urban S
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- L. Pulina and A. Tacchella. An Abstraction-Refinement Approach to Verification
of Artificial Neural Networks. In CAV, 2010.
the first formal verification method for

- O. Bastani, Y. loannou, L. Lampropoulos, D. Vytiniotis, A. Nori, and A.

Criminisi. Measuring Neural Net Robustness with Constraints. In NeurlPS, 2016.

an approach for finding the nearest adversarial example according to the

- X. Huang, M. Kwiatkowska, S. Wang, and M. Wu. Safety Verification of Deep
Neural Networks. In CAV, 2017.
an approach for proving local robustness to

* N. Narodytska, S. Kasiviswanathan, L. Ryzhyk, M. Sagiv, and T. Walsh.
Verifying Properties of Binarized Deep Neural Networks. In AAAI, 2018.
C. H. Cheng, G. Nuhrenberg, C. H. Huang, and H. Ruess. Verification of
Binarized Neural Networks via Inter-Neuron Factoring. In VSTTE, 2018.
approaches focusing on binarized neural networks

IDESSAI 2022 Formal Methods for Machine Learning
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MILP-Based Methods

Verification Reduced to Mixed Integer Linear Program

I < xo; <

Xl

JE€{0,..., [ Xpl ]}

)/ei+1,j= ijl;k'xi,k+bi,j 1 € {O,...,I’l — 1}

X; i = 0;; ]
;=1 fc]zo
6;=0=>x,;<0
min Xy

6. € {0, 1}
e f{l,....n—1}

min xy < 0 — xcounterexample
otherwise — / safe

Formal Methods for Machine Learning

input specification

objective function

.



MILP-Based Methods

Bounded Encoding with Symmetric Bounds

X
)/(\,'l-_l_l,] — WJl’k .xl,k‘l'bl,] l E {O,.. ,I’l - 1} o e

—0 A e

e -

0<x,; <M 5, 5. € {0,1) e S
) A | e e\
xi,jsxi,jsxl]_MlJ (1_5i,j) lE{l,..,n—l} ¢ o
M;; = max{-1; JE€A{0,....|X;]}
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Sherlock

Output Range Analysis

I < xo; <

Xl

2 _ I
Xig1,j = Z Wik Xik T bi,j
k=0

Mi,j — maX{—li, ui}

min Xy

S. Dutta et al. - Output Range Analysis for Deep Feedforward Neural Networks (NFM 2018)
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use loca| Search
to
Speed up the MILP Solver

Sherlock

Output Range Analysis

lj < X0, < u;

1 X

A _ j

Xiyl,j = Z Wit Xig T b; ;
k=0

sample random input X
<x:<M.;-85
0= x,;=Mj-0, and evaluate output L

Mi,j — maX{—li, ui}

xy < L

S. Dutta et al. - Output Range Analysis for Deep Feedforward Neural Networks (NFM 2018)
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use loca| Search
to
Speed up the MILP Solver

Sherlock

Output Range Analysis

lj < X0, < u;

Xl

2 _ I
Xipl,j = Z Wik Xik T b L,
k=0

find another In t)A(
Osxi,jSMi,j.5” A |pU

W such that L < xy

Mi,j — maX{—li, ui}

xy < L

S. Dutta et al. - Output Range Analysis for Deep Feedforward Neural Networks (NFM 2018)
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use loca| Search
to
Speed up the MILP Solver

Sherlock

Output Range Analysis

lj < X0, < u;

1 X

A _ j

Xiyl,j = Z Wit Xig T b; ;
k=0

find another In t)A(
Osxi,jSMi,j.5” A |pU

W such that L < xy

Mi,j — maX{—li, ui}

xy < L

S. Dutta et al. - Output Range Analysis for Deep Feedforward Neural Networks (NFM 2018)
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use loca| Search
to
Speed up the MILP Solver

Sherlock

Output Range Analysis

lj < X0, < u;

Xl

2 _ I
Xipl,j = Z Wik Xik T b L,
k=0

find another In t)A(
Osxi,jSMi,j.5” A |pU

W such that L < xy

Mi,j — maX{—li, ui}

xy < L

S. Dutta et al. - Output Range Analysis for Deep Feedforward Neural Networks (NFM 2018)

IDESSAI 2022 Formal Methods for Machine Learning 63




MILP-Based Methods

Bounded Encoding with Asymmetric Bounds

|1 Xl
')/ei+1,j_ WJl’k .xi,k‘l‘bl',j ZE {O,...,I’l — 1} o @
°
o.: € {0,1} S S
O=x;<uj-o; ) {1 1} ¢ * .
N . e {l,....n— © @
Xij S X< X — - (1=0
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MIPVerify

Finding Nearest Adversarial Example

minx’ d(X, X)

X
.)/(\:l_l_l]_ W;’k°xlk+bl,] ZE{O,..,I/Z—I} o e

=0 - - o

@ o
o ©
0 < xi,j < ui,j 51',]' 619.] < {09 1} : : ®
— ®
R <, <& =L (1=6,) e f{l,...,.n—1} ®
JE€1{0,....1X;[}

xy 7 O

V. Tieng et al. - Evaluating Robustness of Neural Networks with Mixed Integer Programming (ICLR 2019)
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Other MILP-Based Methods

* R. Bunel, I. Turkaslan, P. H. S. Torr, P. Kohli, and M. P. Kumar. A Unified
View of Piecewise Linear Neural Network Verification. In NeurlPS, 2018.

a unifying verification framework for piecewise-linear RelLU neural
networks

- C.-H. Cheng, G. Nuhrenberg, and H. Ruess. Maximum Resilience of
Artificial Neural Networks. In ATVA, 2017.

an approach for finding a lower bound on robustness to adversarial
perturbations

« M. Fischetti and J. Jo. Deep Neural Networks and Mixed Integer Linear
Optimization. 2018.

an approach for feature visualization and building adversarial examples
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Static Analysis Methods
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Forward Analysis

@ check output for inclusion
in output specification O:

included — safe
otherwise — alarm
—
Safety

Input-Output Properties 4

I: input specification

O: output specification —

SL LM € P2(z*) | SAFEL (IMT))}

S {) is the set of all neural networks M (o, rather, their semantics [M ]])
that satisfy the input and output specification I and O

SAFEL (TMT) ' vr e [M]: kT =1, E O

Theorem Corollary

ME Sg < (M1} C S ME Sy e Ml c| s

(D proceed forwards from
an abstraction of the
input specification I

(IM1} C {IMT}* C SL = ME S§
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7 A @ Clear of Conflict
1

~ 1

-1.25

s @ " ®
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ReLU(x)

DeepPoly:...«

Rl
2 2
xig > [X10> 3 - X10 + 3
RelU [-1. 2]

[X00 + X015 X00 + Xo1]

X10
[_17 2]

0<p<l @ 1 A Clear of Conflict

’
N { [.XOO, xOo] @ ~ 1
e
P, 1 0 \ 0
0 0
[X015 %01 b
Xo1 P {[_1, 1 N © 425

—-1<60<1 @ 3 ! @ Strong Turn
. [X00 — X015 X00 — Xo1]

RelLU , ,
X1, 37 X1+ 7
X P [ 11> 3 11 3]

[_17 2]
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DeepPoly:...«

[X10 + X115 X109 + X11]

Xo0 P 8
[07 3

7 A @ Clear of Conflict
1

N { [.XOO, xOo] @ ~ 1
>
o, 1] 0 \ .
0 0
(%015 Xo1] b
Xo1 {[_1, 1] A @ © -1.25
-1

A 1
1<6<1 @ ([x10 — X115 X10 — X111 @ Strong Turn

Xoy P> < 7o
ReLU(x) [_3, E]
Rel U ~

[0, 0.5 - xy; +—]
X1 P>

b’x [Oa l]
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DeepPoly:...«

[Xzo +X21 + 1, X0 +X21 + 1]
[1,5.5]

SpPp S @ Clear of Conflict
@ | @
Xo0» X 1
00 {[ 00> %00 ~

N
Xop > [%015 Xo1] .~ o
[_19 1]

—-1<60<1 @ 3 ! @ Strong Turn

Xy — 1.25, x,, — 1.25]

13
[—1.25, v

-1.25

X31|—><

k
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Interval Abstraction

with Symbolic Constant Propagation i

Xoo T Xo1 X10
1 [0, 2]

w
0<p<l @ Rel.U A @ Clear of Conflict

@ &
X00 N 1
XOOH{ g

0 0

[0, 1] g

0 0
N
X01
X P N O
01 {[_1, 1] @ @ -1.25
-1
—-1<60<1 @ 3 ! @ Strong Turn
X00 ~ Xo1 11

X11 {[_1, 2] X111 {[0’ 2]

\—/Rezu

Formal Methods for Machine Learning Caterina Urban 75



Interval Abstraction

with Symbolic Constant Propagation i

PN X10 X171
#10, 4]

7 A @ Clear of Conflict
1

~ 1

Xo1 ™
N
Xo1 P -1, 1] @ © -1.25

-1

—-1<60<1 @ 3 ! @ Strong Turn

. X10 — 11 P X21
21 [-2,2] ° [0, 2]

\-/Rezu
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Interval Abstraction

with Symbolic Constant Propagation i

DeepPoly:...

o @

(X005 *00l
xOO'_){ 00> 00

[0, 1]

(%015 X011
e {0

-1<6<1 @

Formal Methods for Machine Learning

Formal Methods for Machine Learning

[1, 7]

@ Clear of Conflict
- [x,, 1+ 1, x50+ x5 + 1] 1

(s s

A Clear of Conflict

-1.25

x21 - 1.25
H
31 [—1.25.0.75]

X30 P

7 @ Strong Turn

[, — 1.25, x5, — 1.25]
X3 13
[-1.25, E]

Caterina Urban

Caterina Urban
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Interval Abstraction DeepPoly....-

with Symbolic Constant Propagation i

X0 H> {165 '5x00+ e [%20 + X1 + 1, X0 + X1 + 1]
x
[0, 5] 30 (L 5.5]
Xap {?2 xso]o +3-xp+2 0<p<l1 @ 1 1 A @ Clear of Conflict
° oo © o
@ 2 @ 1 Xo0 {[XOO’ ool ~ ~ 1
[0, 1] g
Xoo P s 2N / 0 0 .
00 [0 1] 4 - , ’ not precise enough!
Y 4 not precise enough! [ | 0 ~ 0 f
3 Xo1> X1
. x01 o N Xo1 F {[_1 1 ~ ° s
o [0 LI N ’ -1

- 7 @ Strong Turn

[ty — 1.25, x,; — 1.25]
BT Y -1.25

’12

0
0
@ . @
@ x00+x01—
[_1, 1]
RelLU X
x
x31'—’ . x‘“”{[o,;]

M Formal Methods for Machine Learning Caterina Urban 39 Formal Methods for Machine Learning Caterina Urban 73

DeepPoly..s Interval Abstraction

with Symbolic Constant Propagation i

x40 {[O.S'.X30—2‘X31+1,O.S'X30—2'X31+1] x10+x11+x21+1
2, 5] B0\, 7
@ ; 0<p<l @ y A @ Clear of Conflict
2 | @ ©
[ 1o @ @ e {xoo ) ~ 1
X00> X0 o 00 0,1 7
Xoo P [0 1 4 7 0 5 [0, 1] 0 0
[x Xo1] 3 0 ~ ’ N ’
Xo; 01> 101 o » Xo1 . )
L' @ ® RS d @ e
-1 -1.5 .
® s @ @
—1.25
T 317\ [-1.25,0.75]
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PrOdUCt Domain [Mazzucato21]
DeepPoly with Symbolic Constant Propagation

[L, u]
Symbolic DeepPoly
[max(l, 1), min(u, u)] [max(l, 1), min(u, u)]
(L, u]
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PrOd UCt DO ma i n [Mazzucato?ﬂ

Xoo ™ 3

10 — [0, 2]

RelLU X10 P A [.xlo, % * X910 + %] — [—1, 2]

(xg0+ %o L10- 2

X109 [Xoo + Xo1» Xoo + Xo1l

1,2
1 =1, 2] A @ Clear of Conflict
— @
0] a
P
0 0

™~ O
®© 0 -
1

3 X0 ~ Xo1 ! @ Strong Turn

X11 P> S [X00 — X015 X00 — Xo1]

L [_1, 2] f'xll SN [0, 2]
ReLU xpe ] e s ox +31 = (-1, 2]
[0, 2]

Caterina Urban
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Product Domain.......:

X20 P 9
1
@
Xon P 4 7
00 0 0
[ X1 0 0
N
Xo1 P 3 [xop xo1] ~
i ®
-1
A
—-1<6<1 @
-
xlo _xll — [—2, 2]
Xy > 4

r.xlo + xll — [09 4]
8
[xX10 + X115 X0+ X111 — [0, 3]
8
L [09 3
A @ Clear of Conflict
)\ 1
© -1.25
@ s
trong Turn
[0, 0.5 - x5, +0.5] — [0, 2]

7 7
Xo1 P 9 X0 = X1 X1 — X111 — [—ga g]

Formal Methods for Machine Learning

5
L[09 E
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Product Domain.......:

([ 20
X1+ X1+ X + 1 - [1, =]

X30 = [X20+X21 + 1, X2O+x21 + 1] — [1, 45]
1, 4.5)

7 A @ Clear of Conflict

@ @
v . ’

Xoo M 3 [Xo(), xoo] < 0 7~ 0

[0, 1]

[ X1 0 0

N
-1, 1] @ 1.25
) -1

e @ ' ©

-

Xy —1.25 - [-1.25, =

Xy > 3 [ — 125, x5, = 1.25] - [-1.25, =
S
L[_1.25,E

IDESSAI 2022 Formal Methods for Machine Learning 83



Other Complete Methods
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. use union of
o lffﬂc:ent répresentations
Ounded conyey Polyhedra

Star Sets

Exact Static Analysis Method

c € R center
® aef (c,V,P) V=1{v,...,v, }: basis vectorsin X"
P: R" - { L, T }: predicate

A

/\ [[@]]z{x|x=c+Zal-vl-suchthatP(al,...,am)=T }

A
1

e fast and cheap affine mapping operations — neural network layers
e Iinexpensive intersections with half-spaces — Rel.U activations

H.-D. Tran et al. - Star-Based Reachability Analysis of Deep Neural Networks (FM 2018)
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Follow-up Work

o efficient
of bounded H.-D. Tran et al. -

Star Sets .

Exact Static Analysis Method Convolutional Neural

Networks Using

ImageStars (CAV 24020)

c € A" center
® det (c,V,P) V=1{v,...,v, }: basis vectorsin X"
P: R" - { L, T }: predicate

Ol ={x|x=c+ Z a;v; such that P(ay, ...,a,) = T }
i=1

e fast and cheap affine mapping operations — neural network layers
e Iinexpensive intersections with half-spaces — Rel .U activations

H.-D. Tran et al. - Star-Based Reachability Analysis of Deep Neural Networks (FM 2018)
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ReluVal

Asymptotically Complete Method

S. Wang et al. - Formal Security Analysis of Neural Networks Using Symbolic Intervals (USENIX Security 2018)
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[Zk Cok * X0k T Cs Zk doy - Xortd]l copCdy,d € R

xi,j —>
[a, D] a,be R
X : > { [Ei’j’ Ei,j]
WL " [a,b] Vo
Q\G
[E; ., E. ] Rel U b g b_; ReLU(x)
N e { i,jo ™Lj e S [b — 2 L js m( ij a)]
o /9 [a,b] a<0AO0<b
e((/ Ra\lw\/
>
[0,0) b
X:: — ~ e
b [07 O] \w/“‘ b<0

S. Wang et al. - Formal Security Analysis of Neural Networks Using Symbolic Intervals (USENIX Security 2018)
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Further Complete Methods

- W. Ruan, X. Huang, and M. Kwiatkowska. Reachability Analysis of Deep
Neural Networks with Provable Guarantees. In |[JCAI, 2018.
a global optimization-based approach for verifying Lipschitz
continuous neural networks

- G. Singh, T. Gehr, M. Puschel, and M. Vechev. Boosting Robustness
Certification of Neural Networks. In ICLR, 2019.

an approach combining abstract interpretation and (mixed integer)
linear programming
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Other Incomplete Methods
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Related Work

Interval Neural Networks F—

i Abstraction-Based
Abstraction-Based Method Framework for Nourel
Network Verification (CAV
240120)

ng strategy +
intervals

merge neuron

.‘ itioni
pased on pa_rt| _
~ replace weights with

P. Prabhakar and Z. R. Afza - Abstraction based Output Range Analysis for Neural Networks (NeurlPS 2019)
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Further Incomplete Methods

- W. Xiang, H.-D. Tran, and T. T. Johnson. Output Reachable Set Estimation
and Verification for Multi-Layer Neural Networks. 2018.

an approach combining simulation and linear programming

- K. Dvijotham, R. Stanforth, S. Gowal, T. Mann, and P. Kohli. A Dual
Approach to Scalable Verification of Deep Networks. In UAI, 2018.
an approach based on duality for verifying neural networks
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- E. Wong and Z. Kolter. Provable Defenses Against Adversarial Examples
via the Convex Outer Adversarial Polytope. In ICML, 2018.
A. Raghunathan, J. Steinhardt, and P. Liang. Certified Defenses against
Aadversarial Examples. In ICML, 2018.
T.-W. Weng, H. Zhang, H. Chen, Z. Song, C.-J. Hsieh, L. Daniel, D.
Boning, and . Dhillon. Towards Fast Computation of Certified Robustness
for ReLU Networks. In ICML, 2018.
H. Zhang, T.-W. Weng, P.-Y. Chen, C.-J. Hsieh, and L. Daniel. Efficient
Neural Network Robustness Certification with General Activation Functions.
In NeurlPS, 2018.
approaches for finding a lower bound on robustness to
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- A. Boopathy, T.-W. Weng, P.-Y. Chen, S. Liu, and L. Daniel. CNN-Cert: An
Efficient Framework for Certifying Robustness of Convolutional Neural
Networks. In AAAI, 2019.
approach focusing on

- C.-Y. Ko, Z. Lyu, T.-W. Weng, L. Daniel, N. Wong, and D. Lin. POPQORN:
Quantifying Robustness of Recurrent Neural Networks. In ICML, 2019.
H. Zhang, M. Shinn, A. Gupta, A. Gurfinkel, N. Le, and N. Narodytska.
Verification of Recurrent Neural Networks for Cognitive Tasks via
Reachability Analysis. In ECAI, 2020.
approaches focusing on recurrent neural networks

- D. Gopinath, H. Converse, C. S. Pasareanu, and A. Taly. Property
Inference for Deep Neural Networks. In ASE, 2019.
an approach for inferring safety properties of
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Complete Methods

Advantages

suffer from false positives
sound and complete

Disadvantages
Disadvantages

able to scale to large models

soundness not typically guaranteed
with respect to floating-point arithmetic sound often also with respect to

floating-point arithmetic
do not scale to large models

. . less limited to certain
often limited to certain model architectures

model architectures

Advantages
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Max Speed 100

Goal G3 in [Kurd03]

Goal G4 in [Kurd03]

= Google Translate 3
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There's software used across the country to predict future criminals. And it's biased
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Translation tutorial:

21 fairness definitions and their politics

Arvind Narayanan

@random_walker

Tutorial: 21 fairness definitions and their politics

19,759 views * Mar 1, 2018 i 196 &l 6 ,H SHARE =i SAVE

:' Arvind Narayanan
9 226 subscribers SUBSCRIBE

Computer scientists and statisticians have devised numerous mathematical
criteria to define what it means for a classifier or a model to be fair. The
proliferation of these definitions represents an attempt to make technical sense of

SHOW MORE




Dependency Fairness ...

The classification is independent of the values of the sensitive inputs
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Dependency Fairness

7. ¥ (1M1 € 2(z*) | UNUSEDL(IMT))

F ; is the set of all neural networks M (o, rather, their semantics [[M ]|)
that do not use the value of the sensitive input node X, ; for classification

UNUSEDA(IMT) E' Vi € [MT,v € R: 1(x,,) # v = 3’ € [M]:

(VO <j < |Lyl:J#i= 1y(xp,) = 15(xp )
A fp(Xp,) =V
A max; 1,(Xy ;) = max; 1,(xy ;)

Intuitively: any possible classification
outcome is possible from any value

of the sensitive input node X0.i
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Dependency Fairness

7. ¥ (1M1 € 2(z*) | UNUSEDL(IMT))

F ; is the set of all neural networks M (o, rather, their semantics [[M ]|)
that do not use the value of the sensitive input node X, ; for classification

UNUSEDA(IMT) E' Vi € [MT,v € R: 1(x,,) # v = 3’ € [M]:

(VO <j < |Lyl:J#i= 1y(xp,) = 15(xp )
A fp(Xp,) =V
A max; 1,(xy ;) = max; f,(xy ;)

Intuitively: any possible classification
outcome is possible from any value

of the sensitive input node X0.i

Theorem

MEF o {[M]} C Z,

_ Formal Methods for Machine Learning



practical tools
targeting specific programs

mathematical models
of the program behavior




Abstract Interpretation Recipe

practical tools
targeting specific programs

mathematical models
of the program behavior

Caterina Urban 102
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Hierarchy of Semantics

parallel semantics

(M1,

~e

M1}
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dependency semantics

outcome semantics

collecting semantics




O Utco m e Se m a nti CS ' partitioning a set of traces

that satisfies dependency
fairness with respect to the
program outcome yields sets
of traces that also SENR Y
dependency fairness
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Outcome Semantics ® periioning = o1 of 1o

that satisfies dependency
fairness with respect to the
program outcome yields sets
of traces that also satisfy
dependency fairness
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Dependency Semantics i

fairness we do not heed to
consider all intermediate
computations between the
initial and final states of trace

(if any)
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Dependency Semantics i

fairness we do hot need to
consider all intermediate

computations between the
initial and final states of a trace

(if any)
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Dependency Semantics

' partitioning with respect to
the outcome classification
induces a partition of the
space of values of the iInput
nodes used for classification

&
QOO0
«
®»»

Lemma
M E 9i®VA,BE [M] . : (Aw;éBw;\AolﬁnBOl#=®)
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Naive Backward Analysis

®@) forget the values of the
sensitive input nodes

‘ t

(D proceed backwards
from all possible
classification outcomes

@ check for intersection:

empty — / fair
otherwise — ﬂ alarm
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x00 = input()
x01 = input()
x10 =-0.31 * x00 + 0.99 * xO1 + (-0.63)
x11 =-1.25 * x00 + (-0.64) " xO1 + 1.88

x10 =01if x10 < O else x10
x11=0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 * x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

b 0.45 x20 = 0 if x20 < 0 else x20

x21 =01f x21 < 0 else x21
o @

RO, 1o oo 0w

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31=1.42 " x20 + 0.40 * x21 + (-0.45)

mm 30 else ,

return

' too many disjunctions!
®
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Hierarchy of Semantics

parallel semantics

(M1},

~e

M1}
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dependency semantics

outcome semantics

collecting semantics




Pa ra I Iel Se m a nti CS ' partitioning a set of traces

that satisfies dependency
fairness with respect to the
non-sensitive inputs yields
sets of traces that also satisfy
dependency fairness
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' partitioning a set of traces

that satisfies dependency
fairness with respect to the
non-sensitive inputs yields
sets of traces that also satisfy
dependency fairness

' partitioning with respect to
the outcome classification
induces a partition of the
space of values of the input
nodes used for classification

N AN RN

Ty .@, :
s 8 &

MEF; VA BE[M].: (A, #B,=Al,;NBl,=02)

I I Iy _—
MEZF < VIel: VA Be (M., (AC{,#BG):AO|#nBO|# %)
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Forward

(D partition the space of values of the non-sensitive input nodes

® proceed forwards from all
partitions to find:

e already /fair partitions
* activation patterns

J
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Backward

(D partition the space of values of the non-sensitive input nodes

©C 00 C

IDESSAI 2022

Formal Methods for Machine Learning

® proceed forwards from all
partitions to find:
e already /fair partitions
* activation patterns

@ proceed backwards for
each activation pattern

118
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Iterative

(D partition the space of values of the non-sensitive input nodes

/|

IDESSAI 2022

Formal Methods for Machine Learning

©C 0 C

® proceed forwards from all
partitions to find:
e already /fair partitions
* activation patterns

120



=0.25
=2
x00 = input()
x01 = input()

x10 = -0.31 * x00 + 0.99 * x01 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * xO1 + 1.88

. «10 = 0 if x10 < 0 else x10
063 ¥ 0.00 «11 = 0if x11 < O else x11

%20 = 0.40 * x10 + 1.21 * x11 + 0.00
1.88 > -0.39 x21 = 0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < 0 else x20
x21 =0 if x21 < 0 else x21

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31=1.42 " x20 + 0.40 * x21 + (-0.45)

return ‘ if x31 < 30 else ,
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= 0.25
=2
x00 = input()
x01 = input()

x10 = -0.31 * x00 + 0.99 * x01 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * xO1 + 1.88

x10 =01if x10 < O else x10
x11=0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 * x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < 0 else x20
x21 =0 if x21 < 0 else x21

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31=1.42 " x20 + 0.40 * x21 + (-0.45)

return ‘ if x31 < 30 else ,

121



= 0.25
=2
x00 = input()
x01 = input()

x10 = -0.31 * x00 + 0.99 * x01 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * xO1 + 1.88

x10 =01if x10 < O else x10
x11=0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 * x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < 0 else x20
x21 =0 if x21 < 0 else x21

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31=1.42 " x20 + 0.40 * x21 + (-0.45)

return * if x31 < 30 else ,
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=0.25
=2

x00 = input()
x01 = input()

x10 = -0.31 * x00 + 0.99 * x01 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * xO1 + 1.88

x10 =01if x10 < O else x10
x11=0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 * x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < 0 else x20
x21 =0 if x21 < 0 else x21

x30 = 0.26 * x20 + 0.33 " x21 + 0.45
X31=1.42 " x20 + 0.40 * x21 + (-0.45)

return ‘ if x31 < 30 else ,
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x01

:
@ 0 0 0.5

7 o
-0.63
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@ '
& 0.45

o)
X 0.00

< -0.45
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=0.25
=2

x00 = input()
x01 = input()

x10 = -0.31 * x00 + 0.99 * x01 + (-0.63)
x11 = -1.25 * x00 + (-0.64) * x01 + 1.88

x10 =01if x10 < O else x10
x11=0ifx11 <0 else x11

x20 =0.40 * x10 + 1.21 * x11 + 0.00
x21 =0.64 * x10 + 0.69 * x11 + (-0.39)

x20 = 0 if x20 < 0 else x20

x21 =0 if x21 < 0 else x21

x30 =0.26 * x20 £ 0.33 * x21 + 0.45
X31 =1.42 * x20 + 0.40 * x21 + (-0.45)

mm 30 else ,

return
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Libra
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& caterinaurban/ Libra

<> Code () Issues 10 Pull requests (») Actions [I1] Projects () Security |~ Insights

¥ master ~ ¥ 2branches 0 tags Go to file Code ~ About
No description or website
‘ caterinaurban README 9f830db on Aug 8 O 53 commits provided.
src RQ5 and RQ6 reproducibility 4 months ago #abstract-interpretation
# static-analysis
.gitignore RQ1 reproducibility 4 months ago
#machine-learning
[ LICENSE Initial prototype 2 years ago #neural-networks #fairness
README.md RQ5 and RQ6 reproducibilit 4 months ago
B Q Q6 rep v 9 0 Readme
README.pdf README 4 months ago .
B P 9 88 MPL-2.0 License
Y icon.png icon 4 months ago
Y libra.png icon 4 months ago Releases
(Y requirements.txt some documentation 4 months ago No releases published
Y setup.py some documentation 4 months ago
Packages
README.md

No packages published

Libra

Languages

® Python 98.7%
® Shell 1.3%

Nowadays, machine-learned software plays an increasingly important role in critical
decision-making in our social, economic, and civic lives.
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Support Vector Machines

- F. Ranzato and M. Zanella. Robustness Verification of Support Vector
Machines. In SAS, 2019.
an approach for proving local robustness to adversarial perturbations

IDESSAI 2022 Formal Methods for Machine Learning
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Decision Tree Ensembles

input

- A. Kantchelian, J. D. Tygar, and A. Joseph. Evasion and Hardening of Tree Ensemble
Classifiers. In ICML 2016.

H. Chen, H. Zhang, S. Si, Y. Li, D. Boning, and C.-J. Hsieh. Robustness Verification of
Tree-based Models. In NeurlPS 2019.

approaches for finding the nearest adversarial example

IDESSAI 2022 Formal Methods for Machine Learning
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- N. Sato, H. Kuruma, Y. Nakagawa, and H. Ogawa. Formal Verification of
Decision-Tree Ensemble Model and Detection of its Violating-Input-Value
Ranges. 2020.
approach for

- G. Einziger, M. Goldstein, Y. Sa’ar, and l. Segall. Verifying Robustness of
Gradient Boosted Models. In AAAl 2019.
SMT-based approach for local robustness

- J. Tornblom and S. Nadjm-Tehrani. Formal Verification of Input-Output
Mappings of Tree Ensembles. 2020.
F. Ranzato and M. Zanella. Abstract Interpretation of Decision Tree
Ensemble Classifiers. In AAAI 2020.
S. Calzavara, P. Ferrara, and C. Lucchese. Certifying Decision Trees
Against Evasion Attacks by Program Analysis. In ESORICS 2020.
abstract interpretation-based approaches for local robustness
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Robust Training

Minimizing the Worst-Case Loss for Each Input

Adversarial Training Certified Training

Minimizing a Lower Bound on the Minimizing an Upper Bound on the
Worst-Case Loss for Each Input Worst-Case Loss for Each Input
.’.
0 ...
o
| generate adversarial inputs use upper bound as regularizer
and use them as training data to encourage robustness

IDESSAI 2022 Formal Methods for Machine Learning
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- M. Andriushchenko, and M. Hein. Provably Robust Boosted Decision
Stumps and Trees Against Adversarial Attacks. In NeurlPS 2019.
approach targeting

- M. Hein and M. Andriushchenko. Formal Guarantees on the Robustness
of a Classifier Against Adversarial Manipulation. In NeurlPS 2017.
E. Wong and Z. Kolter. Provable Defenses Against Adversarial Examples
via the Convex Outer Adversarial Polytope. In ICML, 2018.
A. Raghunathan, J. Steinhardt, and P. Liang. Certified Defenses against
Adversarial Examples. In ICML, 2018.
approaches targeting neural networks
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- M. Mirman, T. Gehr, and M. Vechev. Differentiable Abstract Interpretation
for Provably Robust Neural Networks In ICML 2018.
abstract interpretation-based approach targeting neural networks

- F. Ranzato and M. Zanella. Genetic Adversarial Training of Decision Trees.
In GECCO 2021.
F. Ranzato, CU, and M. Zanella. Fairness-Aware Training of Decision Trees

by Abstract Interpretation. In CIKM 2021.
abstract interpretation-based approaches targeting decision trees
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localhost

: Ju pyte r Gradebook Last Checkpoint: a few seconds ago (autosaved) P Logout

File Edit View Insert Cell Kernel Help Trusted ] Python3 O

B+ = @ D 4 v PRin B C » Code

<
B

In [1]: import pandas as pd

In [2]: df = pd.read_csv('Grades.csv', index_col=0)

df.head()
Out[2]:

Name Q1 Q2 Q3
ID
2394 Alice A A A
4583 Bob F B B
3956 Carol F A C
9578 Davd D F C

In [3]: grade2gpa = { 'A': 4.0, 'B': 3.0, 'C': 2.0, 'D': 1.0, 'F': 0.0 }
df.iloc[:, df.columns.str.startswith('Q')] = df.iloc[:, df.columns.str.startswith('Q')].applymap(grade2gpa.get)

In [4]: df['Mean'] = df.iloc[:, df.columns.str.startswith('Q')].mean(axis=1)

In [5]: es = pd.read_csv('Emails.csv', index_col=0)

In [6]: un

df.join(es)

In [7]: res = un[["Email", "Mean"]]
res.head()

Out([7]:
Email Mean

ID

2394 alice@uni.eu 4.0
4583 bob@uni.eu 2.0

3956 carol@uni.eu 2.0

9578 david@uni.eu 1.0




Jupyter Notebooks

[1]1 rd = genfromtxt('data.csv') A UNUSED DATA
[2]1 selector = SelectKBest (k=25)
2|x = selector.fit_transform(d)
[311[x = genfromtxt('data2.csv') )
[4]1’}_train, x_test, y_train, y_test = i
2 train_test_split(x, ...)

1 rlr = LogisticRegression()
(51, lr.fit(x_train, y_train)
3|y_pred = 1lr.predict(x_test)

P. SubotiC et al. - A Static Analysis Framework for Data Science Notebooks (ICSE 2022)
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Jupyter Notebooks

[1]1 d = genfromtxt('data.csv') )
(2] 1 rselector = SelectKBest (k=25)
2|x = selector.fit_transform(d)

[3]11|x = genfromtxt('data2.csv')

r~

411|x-train, x_test, y_train, y_test = :
: ]2 train_test_split(x, ...) DATA LEAK

1 rlr = LogisticRegression()
(51, lr.fit(x_train, y_train)
3|ly_pred = 1lr.predict(x_test)

P. SubotiC et al. - A Static Analysis Framework for Data Science Notebooks (ICSE 2022)
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Jupyter Notebooks

[1]1rh = genfromtxt('data.csv') )

’.‘ [2] 1 rselector = SelectKBest (k=25)
2|x = selector.fit_transform(d)

[3]11|x = genfromtxt('data2.csv')

r~

[4]1 x_train, x_test, y_train, y_test
2 train_test_split(x, ...)

1 rlr = LogisticRegression()
(51, lr.fit(x_train, y_train)
3|ly_pred = 1lr.predict(x_test)

P. SubotiC et al. - A Static Analysis Framework for Data Science Notebooks (ICSE 2022)
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The Reinhart-Ro

American Economic Review: Papers & Proceedings 100 (May 2010): 573—-578
http://www.aeaweb.org/articles.php?doi=10.1257/aer.100.2.573

o,

< B
2 |
Growth in a Time of Debt 3 |
4 Country ess
By CARMEN M. REINHART AND KENNETH S. ROGOFF* 26
27 |Minimum
) , ) _ , ) 28 Maximum
In this paper, we exploit a new multi-country especially against the backdrop of graying pop- 29 |
historical dataset on public (government) debt to ulations and rising social insurance costs? Are — !
search for a systemic relationship between high sharply elevated public debts ultimately a man- 30 Us s il 1946-2009
public debt levels, growth and inflation.! Our ageable policy challenge? 31 UK 1646-2009
main result is that whereas. the link betzveen Qur approach here is decidedly empirigal, 32 |Sweden 1946-2000 |
growth and debt seems relatively weak at “nor- taking advantage of a broad new historical 33 Spai
mal” debt levels, median growth rates for coun- dataset on public debt (in particular, central 23 {opam ! 1946-2009
tries with public debt over roughly 90 percent  government debt) first presented in Carmen M. 34 Portugal  1952-2009
of GDP are about one percent lower than other- Reinhart and Kenneth S. Rogoff (2008, 2009b). 35 Nmzm 1948-2009
wise; average (mean) .growth rates are .sever:cll Prior to this dataset, it was exceedingly difficult 36 |Netherlands 1956-2009
percent lower. Surprisingly, the relationship to get more than two or three decades of pub- e
between public debt and growth is remarkably lic debt data even for many rich countries, and 37 _NOfWa)f | 1947-2009
similar across emerging markets and advanced  virtually impossible for most emerging markets. 38 |Japan 1946-2009
economies. This is not the case for inflation. We Our results incorporate data on 44 countries 39 ! llaly ‘1951_2009
find no systematic relationship between high spanning about 200 years. Taken together, the 20 RS !
debt levels and inflation for advanced econo- data incorporate over 3,700 annual observations io_w .1948'2009
mies as a group (albeit with individual country covering a wide range of political systems, insti- _4_1 Greece [ 1970-2009
exceptions including the United States). By con- tutions, exchange rate and monetary arrange- 42 Gcrmany 1946-2009
trast, in emerging mar.ket c.ountr.ies, h.igh public ments, and historic circumstances. 43 |France 1545-2009
debt levels coincide with higher inflation. We also employ more recent data on external 44 | Finland 1 2009 '
Our topic would seem to be a timely one. debt, including debt owed both by governments Rl Finl 1946-
Public debt has been soaring in the wake of the and by private entities. For emerging markets, __45 _Dcnmal’k_ | 1950-2009
recent global financial maelstrom, especially in ~ we find that there exists a significantly more 46 Canada 1951-2009
th(? epicenter countries. Thls should not be sur- severe thresholq for total' gross external debt 47 Belgium 1947-2009
prising, given the experience of earlier severe (public and private)—which is almost exclu- - :
financial crises.? Outsized deficits and epic bank sively denominated in a foreign currency—than ,48 Ausina 1948-2009
bailouts may be useful in fighting a downturn,  for total public debt (the domestically issued 49 |Australia 1951-2009 3
but what is the long-run macroeconomic impact, component of which is largely denominated —50 IR [ ' [
reaches 60 percent of GDP, annual growth —l

*Reinhart: Department of Economics, 4115 Tydings
Hall, University of Maryland, College Park, MD 20742
(e-mail: creinhar@umd.edu); Rogoff: Economics Depart-
ment, 216 Littauer Center, Harvard University, Cambridge
MA 02138-3001 (e-mail: krogoff@harvard.edu). The
authors would like to thank Olivier Jeanne and Vincent R.
Reinhart for helpful comments.

"' In this paper “public debt” refers to gross central
government debt. “Domestic public debt” is government
debt issued under domestic legal jurisdiction. Public debt
does not include debts carrying a government guarantee.
Total gross external debt includes the external debts of all
branches of government as well as private debt that is issued

by domestic private entities under a foreign jurisdiction.
Dainhart and Dacnff (MNNOa Kk Aamancterata that tha
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declines by about two percent; for levels of
external debt in excess of 90 percent of GDP,
growth rates are roughly cut in half. We are not
in a position to calculate separate total exter-
nal debt thresholds (as opposed to public debt
thresholds) for advanced countries. The avail-
able time-series is too recent, beginning only in
2000. We do note, however, that external debt
levels in advanced countries now average nearly
200 percent of GDP, with external debt levels
being particularly high across Europe.

Mhna Fania AF thic saanman 10 An tha Tancae fasmna
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data excluded
from the analysis
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FAQ: Reinhart, Rogoff, and the Excel Error
That Changed History -

By Peter Coy ¥ | April 18,2013  'The Excel Depression

By PAUL KRUGMAN
000000

Published: April 18, 2013 & 470 Comments

In this age of information, math errors can lead to disaster. NASA’s i FACEBOOK
Mars Orbiter crashed because engineers forgot to convert to metric v TwiTTER
measurements; JPMorgan Chase’s “London Whale” venture went
bad in part because modelers divided by a sum instead of an

*§ GOOGLE+

| average. So, did an Excel coding error destroy the economies of the e
| Western world? EMAIL
o SHARE
@, Enlarge This Image  Lhe story so far: At the beginning of
& PRINT

2010, two Harvard economists,
Carmen Reinhart and Kenneth @ RepRINTS
Rogoff, circulated a paper, “Growth

in a Time of Debt,” that purported to identify a critical
“threshold,” a tipping point, for government
indebtedness. Once debt exceeds 90 percent of gross
domestic product, they claimed, economic growth drops
off sharply.

Ms. Reinhart and Mr. Rogoff had eredibilitv thanks to a
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CU and P. Muller - An Abstract Interpretation Framework for Data Usage (ESOP 2018)
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