Static Analyses for the
Properties, Programs,
and People of Tomorrow

HDR Defense
30 September 2025

Caterina Urban
Inria & Ecole Normale Supérieure | Université PSL



&
| -
©
©
D
0
4V
Y

[P

C
®
O
-
>
®
C
-
)
o
M
O

10N

€ 995+
€ 35.85 +

€ 2/7.95 +

€10 +
€ 40 +
€ 30 +
€10

€ 90

€ 4.85
€ 78.60

SOUNDNESS

© BCE ECB EZB EKT EKP 2001

S 510228338 @3 L
SRR AN
210z 283 38 8)3 853 13 d)3 823 9N3 913 8o

A\ LA

ABSTRACTION

A ‘0.0 ‘0.0.0’0 '0 .0|0‘|

X » e
W oY
SN

-
O
-

O

>
L®;]

O

-
-

-

Static Analysis by Abstract Interpretat

PROGRAM




Static Analysis by Abstract Interpretation

/ APPLICATION SHIFT

* from safety-critical (embedded) software
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COMMUNITY SHIFT
* from static analysis (or formal methods) experts
to domain experts (e.g., data scientists)
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Explainability




Input Data Usage

USED,
[ESOP 2018]

_ Verification D> Input Data Usage



IﬂpUt Data Usage[ESOP 2018]

A Certain Outcome is Not Possible with a Certain Input Value
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Global Prediction Stability : -
[OOPSLA 2020, SAS 2021, WFVML 2022 Liveness Non-Exploitability

Input Data Usage

USED,
[ESOP 2018]

/ \ [SAS 2025]
Partial Abstract Non-Interference

Quantitative Data Usage
[NFM 2024, SAS 2024]

R erene R ——

Data Leakage
[TASE 2024, SCP 2025]




Global Prediction Stability : -
[OOPSLA 2020, SAS 2021, WFVML 2022] Liveness Non-Exploitability

Input Data Usage

USED,
[ESOP 2018]

/ \ [SAS 2025]
Partial Abstract Non-Interference

Quantitative Data Usage
[NFM 2024, SAS 2024]

Data Leakage
[TASE 2024, SCP 2025]




Neural Network Surrogates

10 / 66
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Neural Network Surrogate

Runway Overrun Warning

. » X
x00 = float(input()) WEIGHT
x01 = float(input()) TEMPERATURE
x02 = float(input()) ALTITUDE
x03 = float(input()) SPEED
x04 = float(input()) WIND
x05 = float(input()) SLOPE
x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))
x20 = ReLU((1.803209)*x10 + (1.222249)*x11l + (2.725716)*x12 + (-3.489653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))
x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
x41 = ReLU((-0.552155)*x%30 + (-0.828226)*x31 + (-0.495998)%x32)

x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

RUNWAY LENGTH
x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864) LANDING

x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864) GO AROUND
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G IObaI Pred i Cti On Stabi I ity [collaboration with Airbus]

Prediction is Unaffected by Perturbations to Certain Inputs

-
]

“the risk of a runway overrun does HANDING GO AROUND

not change when only varying the
altitude at which it is measured (in a
certain range) and nothing else”

_ Verification > Global Prediction Stability




IﬂpUt Data Usage[ESOP 2018]

Neural Networks are Deterministic (and Always Terminating)
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Global Prediction Stability

Prediction is Unaffected by Perturbations to Certain Inputs
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Global Prediction Stability Static Analysis
3-Step Recipe

practical tools
targeting specitic programs

abstract semantics, abstract domains
algorithmic approaches to decide program properties
[P’

concrete semantics .
mathematical models of the program behavior o~ false alarm

_ Verification > Global Prediction Stability




Global Prediction Stability Static Analysis

3-Step Recipe

concrete semantics

mathematical models of the program behavior

_ Verification > Global Prediction Stability > Concrete Semantics



Concrete Semantics

9.95€

35.85€

27.95€

4.85€

HDR Defense Verification > Global Prediction Stability > Concrete Semantics 17/ 66



Concrete Semantics

(Maximal) Trace Semantics

= float(input())
= float(input())
= float(input())
= float(input())
= float(input())
= float(input())

ReLU((1.803209)%x10

= ReLU((1.958950)*x10
= ReLU((1.958103)*x10

= ReLU((1.735994)%x20
= ReLU((2.327110)%x20

ReLU((2.147212)%x20

= ReLU((2.296390)%x30
= ReLU((-0.552155)%x30 + (-0.828226)*x31 + (-0.495998)%x32)
ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

(1.222249)*x11
(2.388245)*x11
(2.273354)*x11

(0.666507)*x21
(2.685314)*x21
(2.285599)*x21

(1.980387)*x31

(2.725716)*x12
(2.245851)*x12
(0.662405)*x12

(3.192344)%x22
(1.424807)*x22
(2.665507)*x22

(2.945360)*x32

.'.

(-3.489653))
(-3.834811))
(-4.211086))

(-2.627086))
(-3.695113))
(-4.299974))

(-4.096463))

(-2.278012)*x40 + (0.180652)*x41l + (-16.663048)*x42 + (1864)
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)



Global Prediction Stability Verification

PES & |P]led, @i[[P]]LQ S

Collecting Semantics




Hierarchy of Semantics oorsiazo0
{[PT}

{[P]}!  Parallel Semantics

a,

1 P] .. Dependency Semantics

/ .




Hierarchy of Semantics oorsiazo0

{[P]}!  Parallel Semantics

IIP]]}  Collecting Semantics
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Hierarchy of Semantics oorsis 2020

{(P]}.
{[P]}!  Parallel Semantics
T\

| P] .. Dependency Semantics

IIP]]}  Collecting Semantics

_'USEDZ déf Voo': E\i — —
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Global Prediction Stability Verification
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Global Prediction Stability Static Analysis

[P

abstract semantics, abstract domains .

algorithmic approaches to decide program properties
[P

[P]]

A false alarm

HDR Defense Verification > Global Prediction Stability > Abstract Semantics 24 / 66



Abstract Semantics

Intuition

9.95€

35.85€

27.95€

4.85€

_ Verification > Global Prediction Stability > Abstract Semantics




Global Prediction Stability oorsia 20

Static Forward Analysis

x00
x01
x02
x03
x04
x05

x10
x11
x12

x20
x21
xX22

x30
x31
x32

x40
x41
x4 2

x50
x51

float (input())
float(input())
float (input())
float(input())
float(input())
float(input())

ReLU( (0.
ReLU( (0.
ReLU( (0.

ReLU( (1.
ReLU( (1.
ReLU((1.

ReLU( (1.
ReLU( (2.
ReLU( (2.

ReLU( (2.

ReLU((-0.552155)*x30 +
ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

(-2.278012)*x40 +

120875) *x00
113805)*x00
755487)*x00

803209)*x10
958950)*x10
958103)*x10

735994 ) *x20
327110)*x20
147212)*x20

296390)*x30

+ + +

+ + +

.|_
+
+

+

N SN N
o O O

(2
(2

(1.

.065404)*x01
.064486)*x01
.224640)*x01

.222249)*x11
.388245)*x11
.273354)*x11

.666507)*x21
.685314)*x21
.285599) *x21

980387)*x31

+ + +

+ + +

+

+
(2.

+

+

N SN N
o O O

(2.

(-0.828226)*x31 +

(0.180652)*x41 +

.097862)*x02
.090701)*x02
.344943)*%02

.725716)*x12
.245851)%x12
.662405)*x12

.192344)*x22
.424807)*x22

665507 ) *x22

+ + +

o

+
+
+

(2.030051)*x03 + (0.101956)*x04 +
(2.123338)*x03 +

(0.076374)*x04 +

(D iteratively partition
the input space

(-2.103565)*x05 +
(-1.651132)*x05 +

(1.623834))
(-0.828711))

(2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

.489653))
.834811))
.211086))

= w W

(_
(_
(_

.627086))
.695113))
.299974))

= W N

(_
(_
(_

945360)*x32 + (-4.096463))

(-0.495998)*x32)

(-16.663048)*x42 + (1864)

(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

_ Verification > Global Prediction Stability > Abstract Semantics

(@) proceed forwards
in parallel
from all partitions

@ check output:
- unique prediction — /

@ group other partitions by activation pattern



RelLU(x)
4

Global Prediction Stability

Static Forward Analysis

» X

x00 = float(input())
x01 = float(input()) :

x02 = float(input())
x03 = float(input())

x04 = float(input()) XO4 K)1]
x05 = float(input()) x05: [-1, O]

@ @

Inactive Active

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.0 62)*x02 + 51)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11l = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.0 01)*x02 + . 38)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.3 43)*x02 + (2. 76)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))
x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.7 16)*x12 + (-3. 653))
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.2 51)*x12 + (-3. 811))
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.6 05)*x12 + (-4. 086))
30 ReLU((1.735994)*x20 + (0.666507)*x21 + (3.1 44)*x22 + (-2 086)) e EUG I P
X = Re X X X -2. .-
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.4 07)*x22 + (-3. 113)) U EE TR R
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.6 07)*x22 + (-4. 974))
x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.9 60)*x32 + (-4. 463))
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (- 95998)*x32)
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.6R5429)*x32 + (5 4773))
x50 = (-2.278012)#*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

_ Verification > Global Prediction Stability > Abstract Semantics



Global Prediction Stability oorsia 20

Static Backward Analysis

x00
x01
x02
x03
x04
x05

x10
x11
x12

x20
x21
xX22

x30
x31
x32

x40
x41
x4 2

x50
x51

float (input())
float(input())
float (input())
float(input())
float(input())
float(input())

ReLU( (0.
ReLU( (0.
ReLU( (0.

ReLU( (1.
ReLU( (1.
ReLU((1.

ReLU( (1.
ReLU( (2.
ReLU( (2.

ReLU( (2.

ReLU( (-0.552155)*x30 +

120875) *x00
113805)*x00
755487)*x00

803209)*x10
958950)*x10
958103)*x10

735994 ) *x20
327110)*x20
147212)*x20

296390)*x30

+ + +

+ +

+

+

+
+

+

N SN N
o O O

.065404)*x01
.064486)*x01
.224640)*x01

.222249)*x11
.388245)*x11
.273354)*x11

.666507)*x21
.685314)*x21
.285599) *x21

.980387)*x31
(-0.828226)*x31 +

+ + +

+ +

+

+

+
+

+

(0.
(0.
(0.

(2.
(2.
(0.

(3.
(1.
(2.

(2.

097862)*x02
090701)*x02
344943)*x02

725716) *x12
245851) *x12
662405)*x12

192344 ) *x22
424807)*%x22
665507 ) *x22

945360) *x32

+ + +

o

+

+

+
+

+

(2.030051)*x03 + (0.101956)*x04 +
(2.123338)*x03 +

(-2.103565)*x05 +
(-1.651132)*x05 +

(1.623834)

)
(0.076374)*x04 + (-0.828711))

(2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

= w W

(_
(_
(_

= W N

(_
(_
(_

(-4 .
(-0.495998)*x32)

.489653))
.834811))
.211086))

.627086))
.695113))
.299974))

096463))

ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

(-2.278012)*x40 +

(0.180652)*x41 +

(-16.663048)*x42 + (1864)
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

_ Verification > Global Prediction Stability > Abstract Semantics

(@) proceed backwards
in parallel for each
activation pattern

@ start from an abstraction
for each possible
prediction outcome




Global Prediction Stability oorsia 20

Static Backward Analysis

x00 = float(input()) ////

x01 = float(input()) (1) check for disjunction

x02 = float(input()) in corresponding input partitions:
x03 = float(input()) disjoint —

x04 = float(input())

otherwise —
x05 = float(input()) ‘

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))
x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653)) g )
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811)) &
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))
x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086)) 5 3
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113)) y
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974)) 3
N /3
= ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463)) ¥ -
= ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32) 0 OO

= ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

= (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

_ Verification > Global Prediction Stability > Abstract Semantics




Global Prediction Stability Verification

- S «Viel: VA.Be [P]": N
—
Abstract Semantics
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_ Verification > Global Prediction Stability > Abstract Semantics 30 / 66



Global Prediction Stability Static Analysis
3-Step Recipe

| e | [P
practical tools -
targeting specific programs .~

[P

false alarm

&

;
_ Verification > Global Prediction Stability > Implementation _



Global Prediction Stability oorsia 20

Static Forward Analysis

x00
x01
x02

float (input())
float(input())
float (input())
float(input())
float(input())
float(input())

ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 +
ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 +
ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 +
ReLU((1.803209)*x10 + (1.222249)*x11 + (2.725716)*x12 + (-3.489653))
ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))
ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))
ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086))
ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113))
ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974))

ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)%x32)
ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

(-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

_ Verification > Global Prediction Stability > Implementation

(D iteratively partition
the input space

(0.101956)*x04 + (-2.103565)*x05 + (1.623834))
(0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
(2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

(@) proceed forwards
in parallel
from all partitions

@ check output:
- unique prediction — /

(@) group other partitions by activation pattern



Scalability-vs-Precision Tradeoff

Analyzed Input Space Percentage

Intervals

Intervals

_ Verification > Global Prediction Stability > Implementation



Partitioning Strategy

Input Range

-1,
v

x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1]

_ Verification > Global Prediction Stability > Implementation _




Partitioning Strategy

ReCIPH wrvML 2022

x00: [-1, O]

v

x01: [-1, O] x01: [0, 1] x01: [-1, 0] x01: [0, 1]

_ Verification > Global Prediction Stability > Implementation



Scalability-vs-Precision Tradeoff

Analyzed Input Space Percentage

Product

Intervals

Input Range Partitioning

90,6 % 90,6 %
46,9 % 90,6 % 90,6 %
76,9 % 100,0 % 100,0 %
84,4 % 100,0 % 100,0 %

Execution Time

Product
Input Range Partitioning ReCIPH

Intervals

_ Verification > Global Prediction Stability > Implementation



Scalability wrt Considered Input Space
Global Prediction Stability (100% of the Input Space)

Symbolic

RelLUs Analyzed Input Space  Time
80 10h 25m 2s
320 24.2 % 9h 41m 36s

1280 0% > 13h

Local Prediction Stability (1% of the Input Space)

Symbolic
ReLUs Analyzed Input Space  Time
80 l 3m 41s
320 1 % 21m 9s
1280 1% 3h 31m 45s

_ Verification > Global Prediction Stability > Implementation



Global Prediction Stability

[OOPSLA 2020, SAS 2021, WFVML 2022] Liveness Non-Exploitability

Input Data Usage

USED,
[ESOP 2018]

Data Leakage
[TASE 2024, SCP 2025]

[SAS 2025]

Partial Abstract Non-Interference
Quantitative Data Usage

INFM-2024, SAS 2024]




Machine Learning Pipeline

data preparation model training model deployment predictions

where where
data leakage data leakage
IS introduced Is discovered



(Absence of) Data Leakage

9 9 @

9 9 9
INPUT DATA INPUT DATA

9 9 9

9 9 9

A ROW CHANGE IN INPUT... A ROW CHANGE IN INPUT...

0 9 3

MIN-MAX 0 TRAIN DATA 3 9
NORMALIZATION 0
...AFFECTS ONLY THE TRAIN DATA

0

TRAIN DATA 0 MIN-MAX
H BB NORMALIZATION



Hierarchy of Semantics sz 20

OVERLAP = HP]} Data Leakage Semantics
DATA LEAKAGE A
D OVERLAF
) DAILA A A a.l]

.

.

1 P] .. Dependency Semantics
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Data Leakage Static Analysis
4-Step Recipe

practical tools o - practical tools
targeting specific p =’ targeting specific programs

abstract semantics, abstract domains
algorithmic approaches to decide program properties

concrete semantics
mathematical models of the program behavior
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Global Prediction Stability

[OOPSLA 2020, SAS 2021, WFVML 2022] Liveness Non-Exploitability

Input Data Usage

USED,
[ESOP 2018]

Data Leakage
[TASE 2024, SCP 2025]

[SAS 2025]

Partial Abstract Non-Interference
Quantitative Data Usage

INFM 2024, SAS 2024]

_ Verification > Quantitative Data Usage Caterina Urban




Quant

tative Data Usage[SAs 2024]

P INPUT VARIABLES A MAYBE ZERO
ROGRAM

SAFE Al NUMERICAL Al || DANGEROUS IMPACT
Add S1, 83, S5 no, N4, Ne S1 S$3, S5, M2, M4, Ng
Amontifier S1 N2, N3, 14 S1 N2, N3, N4
Amontmul S1 n2,mMn3, 74, N5 S1 n2,mMn3, 74, N5
Amontredc S1,S3, S6 na2,mn4, N5 S1,S3, S6 n2,mMn4, N5
Amontsqr S1 n2,mMn3, 714 S1 n2,mMn3, 14
Bitfield S1 na, N3, N4, N5 S1 N2, N3, N4, N5
Bitsize S1 no S1 12
Cdiv S1, S3 no, N4, N5 S1, 83 N2, N4, N5
Cdiv_exact S1,S3 N2, N4, N5 S1 N2, S3, M4, N5
Cld S1 no S1 no
Clz S1 no S1 no
Cmadd S1, 84 n2, N3, N5 S1, 84 N2, N3, N5
Cmnegadd S1, 84 n2, N3, N5 S1,S4 N2, N3, N5
Cmod S1 N2, N3 S1 N2, N3
Cmul S1, 84 n2, N3, N5 S1, 84 N2, N3, N5
Coprlme 51,53 n2,mMn4, N5 51,53 n2,MN4, 15
Copy S1, 83 N2, N4 S1,83 N2, N4
Copy_row_from_table 83, S84 n1, N2, N5 83, 84 ni, N2, N5
Copy_row_from_table_16_neon S3 n1,M2, N4 S3 n1,MN2, N4
Copy_row_from_table_32_neon 83 n1, M2, N4 S3 n1,MN2, N4
Copy_row_from_table_8n_neon S3, S84 ni, N2, N5 S3, 84 n1, N2, N5
Ctd S1 9o S1 Mo
Ctz S1 72 S1 N2
Demont S1 N2, N3, N4 S1 N2, N3, N4
Digit S1 N2, N3 S1 na, N3
Digitsize S1 N2 S1 N2
Divmodl10 S1 no S1 no
Emontredc S1 N2, N3, N4 S1 N2, N3, N4
Eq S1, 83 N2, N4 S1,S3 N2, N4
Even S1 no S1,M2
Ge S1, 83 N2, N4 S1, 83 N2, M4
Gt S1, 83 N2, N4 S1, 83 N2, N4
Iszero S1 12 S1 no
Le S1, S3 N2, N4 S1, 83 N2, N4
Lt S1, 83 N2, N4 S1, 83 N2, N4
Madd S1, 83, S5 N2, N4, Ne S1, 83, S5 N2, N4, Ne
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Global Prediction Stability : N
[OOPSLA 2020, SAS 2021, WFVML 2022] Liveness Non-Exploitability

Input Data Usage

USED,
[ESOP 2018]

/ \ [SAS 2025]
Partial Abstract Non-Interference

Quantitative Data Usage
[NFM 2024, SAS 2024]
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Data Leakage
[TASE 2024, SCP 2025]




Termination Resilience

Termination is Possible for AlljUntrusted Input Values

rangellc non-determinism

(i) = i
R ~USED; € Vv: 30" A, A
. def
non- determmlsm A2 — 0()(1) =V
—|C dﬁf 0 ?é J_

7 /
O O =
4, w .
/ . (\‘b&'\O(\
ga) — (((\\
X<
o™
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Termination Resilience

Triage of Non-Termination Alarms

Property Verified

Termination

Termination Resilience <« 359%
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Global Prediction Stability

[OOPSLA 2020, SAS 2021, WFVML 2022] Liveness Non-Exploitability

Input Data Usage

USED,
[ESOP 2018]

Data Leakage
[TASE 2024, SCP 2025]

[SAS 2025]

N Partial Abstract Non-Interference
Quantitative Data Usage

INFM 2024, SAS 2024]
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Partial Abstract Non-Interference

Outcome is Limitedly Affected by Perturbations to Certain Inputs

def

o — o _'USEDZ — VGG,: B = "1
’ —\ T def
_— o /
def
/ | -C = 6(0,,0.) < €
: 10
/ r
c,
— 5 - | |
"060
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Partial Abstract Non-Interference s:s o

Bounded Behavior Variations for Inputs Sharing a Similar Property

e-PartialANI = Vxy: /=

BE 5,(1(x),n(y)) = 0
def

—C = 0(p(f(x)), p(f(y) < €
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Partial Abstract Non-Interference s:s o

e-PartialANI = Vxy: =

\

. def
e-PartialCompleteness = Vx:

\

De-PartialANI = Voxy: =
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Input Data Usage [LPAR

USED,
[ESOP 2018]




Abductive Explanations (AXps)

Subset-Minimal Set of Inputs Sufficient for Determining Outcome

i O

N U OB o def
non-determinism 1 — 00(1) *V
B L def .
Ay = op(1) =V
. . def - ,
. def ,
/ .“ B -C =o0,=0,
9 “/ ¢ "/
Oy Ua)‘a\:\o(\ O
I, tQ o -
660 \@'(((\\ Ga)
o
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AXps for Termination vruq 204
Drop (i.e., Havoc) Variables While AXp Condition Holds

v

—

_ Explainability > Abductive Explanations > Abductive Explanations for Termination




AXps for Neural Network Predictions
Drop (i.e., Havoc) Inputs While AXp Condition Holds

x00 = float(input()) X00 [1,1]
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

rop W8Il { x01, x02, x03, x04, x05 } —

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + hmmnnma R 65)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + 32)*x05 + (-0.828711))
%12 = ReLU((0.755487)*x00 + (0.224640)*x01 + DrOp X01; { x02, x03, x04, x05 } 5)%x05 + (-0.686885))
x20 = ReLU((1.803209)*x10 + (1.222249)*x11 + DrO X02 {XO3 x04. x05 } N
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + F) " ’ -
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + -
x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + DrOp XOS' { XOZ’ X(,),4’ X05 }
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 +
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + rop XO4 { x02. x05 } —

)
x40 = ReLU((2.296390)*x30 + (1.980387)*x31
x41 = ReLU((-0.552155)*x30 + (-0. 828226)*x31 Drop XO5 { x0?2 } —> AXp = { x02 }
x42 = ReLU(( -2. 509773)*X30 + (1 199384)*}{31 + \deveazx/i 1)
x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)

_ Explainability > Abductive Explanations > Abductive Explanations for Neural Network Predictions



x00
x01
x02
x03
x04
x05

x10
x11
x12

x20
x21
xX22

x30
x31
x32

x40
x41
x4 2

x50
x51

_ Explainability > Abductive Explanations > Abductive Explanations for Neural Network Predictions

float (input())
float(input())
float (input())
float(input())
float(input())
float(input())

ReLU( (0.
ReLU( (0.
ReLU( (0.

ReLU( (1.
ReLU( (1.
ReLU((1.

ReLU( (1.
ReLU( (2.
ReLU( (2.

ReLU( (2.
ReLU( (-

120875) *x00
113805)*x00
755487)*x00

803209)*x10
958950)*x10
958103)*x10

735994 ) *x20
327110)*x20
147212)*x20

296390)*x30

+ + +

+ + +

.|_
+
+

+

0.552155)*x30 +

05: -1

.065404)*x01
.064486)*x01
.224640)*x01

.222249)*x11
.388245)*x11
.273354)*x11

.666507)*x21
.685314)*x21
.285599) *x21

.980387)*x31
(-0.828226)*x31 +

+ + +

+ + +

.|_
+
+

+

(0.
(0.
(0.

(2.
(2.
(0.

(3.
(1.
(2.

(2.

097862)*x02
090701)*x02
344943)*x02

725716) *x12
245851) *x12
662405)*x12

192344 ) *x22
424807)*%x22
665507 ) *x22

945360) *x32

INTERVALS
wWAXp = { x02, x03, x05 }

+ + +

o

+
+
+

+

(Weak) AXps for Neural Network Predictions
Drop (i.e., Havoc) Inputs While AXp

Condition Holds

v
X51

DEEPPOLY

SYMBOLIC
wAXp = { x00, x02, x03 }

= PRODUCT

wWAXp = { x02, x03, x05 }

(2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
(2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
(2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))

.489653))
.834811))
.211086))

= w W

(_
(_
(_

.627086))
.695113))
.299974))

= W N

(_
(_
(_

(-4.096463))

(-0.495998)*x32)

ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

(-2.278012)*x40 +

(0.180652)*x41 +

(-16.663048)*x42 + (1864)

(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)
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Abductive RelLU Explanations

Subset-Minimal Set of ReLUs Sufficient for Controlling Outcome

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

%10 = ReLU((0.120875)%x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)%x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)%x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)%x03 + (0.076374)%x04 + (-1.651132)%x05 + (-0.828711))
%12 = ReLU((0.755487)%x00 + (0.224640)*x01 + (0.344943)%x02 + (2.619876)*x03 + (0.346636)%x04 + (1.418635)*x05 + (-0.686885))

() x20 = ReLU((1.803209)*x10 + (1.222249)%x11 + (2.725716)*x12 + (-3.489653))

() x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811))

() %22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086))

%30 = ReLU((1.735994)%x20 + (0.666507)%x21 + (3.192344)%x22 + (-2.627086))
%31 = ReLU((2.327110)%x20 + (2.685314)%x21 + (1.424807)%x22 + (-3.695113))
%32 = ReLU((2.147212)%x20 + (2.285599)%x21 + (2.665507)%x22 + (-4.299974))

() x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463))
%41 = ReLU((-0.552155)%x30 + (-0.828226)*x31 + (-0.495998)%x32)
%42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773))

x50 = (=-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)
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Abductive RelLU Explanations

Subset-Minimal Set of ReLUs Sufficient for Controlling Outcome

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input()) - [-

ARXp ={ x10, x11 }

EXPLANATIONS IDENTIFY RELATIONSHIPS BETWEEN FEATURES

x10 = ReLU((0.120875)*x00 + (0.065404)*x01 + (0.097862)*x02 + (2.030051)*x03 + (0.101956)*x04 + (-2.103565)*x05 + (1.623834))
x11 = ReLU((0.113805)*x00 + (0.064486)*x01 + (0.090701)*x02 + (2.123338)*x03 + (0.076374)*x04 + (-1.651132)*x05 + (-0.828711))
x12 = ReLU((0.755487)*x00 + (0.224640)*x01 + (0.344943)*x02 + (2.619876)*x03 + (0.346636)*x04 + (1.418635)*x05 + (-0.686885))
%20 = ReLU((1.803209)*x10 + (1.222249)*x1l + (2.725716)*x12 + (-3.489653)) x03 x05
x21 = ReLU((1.958950)*x10 + (2.388245)*x11 + (2.245851)*x12 + (-3.834811)) SPEED SLOPE
x22 = ReLU((1.958103)*x10 + (2.273354)*x11 + (0.662405)*x12 + (-4.211086)) - - - pommgenes
x30 = ReLU((1.735994)*x20 + (0.666507)*x21 + (3.192344)*x22 + (-2.627086)) =
x31 = ReLU((2.327110)*x20 + (2.685314)*x21 + (1.424807)*x22 + (-3.695113)) —l | ]
x32 = ReLU((2.147212)*x20 + (2.285599)*x21 + (2.665507)*x22 + (-4.299974)) SRR RS daEu s pusaa RS s aEas s nEam At
I O Y EEE.ZIJIZQZIIIH XO]— _,'ZI‘I"'?ZIZT_"Z"._. XO3
x40 = ReLU((2.296390)*x30 + (1.980387)*x31 + (2.945360)*x32 + (-4.096463)) e e WEIGHT .gfﬁ%ﬁfﬁf;“lf“”" SPEED
x41 = ReLU((-0.552155)*x30 + (-0.828226)*x31 + (-0.495998)*x32) e Bafiisassas
x42 = ReLU((-2.509773)*x30 + (1.199384)*x31 + (-0.245429)*x32 + (5.024773)) T
x50 = (=-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864) e e
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Research Agenda

HDR Defense Research Agenda > Properties

Global Prediction Stability ¥ NS Exoloitalsii
[OOPSLA 2020. SAS 2021, WFVML 2022] Iveness Non-Exploitability

Data Leakage

[TASE 2024, SCP 2025]

[LPAR 2024]

Abductive Explanations
[ESOP 2018]

/ \ [SAS 20251
Partial Abstract Non-Interference

Quantitative Data Usage
INFMI-2024., SAS 2024]
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Research Agenda

n = int(input()) n = int(input())
i=20 i=0
while (1 < 10) { while (i1 < 10) {
i=1+1 i=1i4+1
} }
1if (1 == n) { 1if (1 == n) {
1 =1 1 =1
} } else {
1 =1
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Research Agenda

* reason about interactions
between independently
developed and evolving
software components

e deal with trust boundaries
and untrusted software
components
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Machine Learning Pipeline

pre-processing

T

Usage
Analysis
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inference

|

Fairness
Analysis
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predictions
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Global Prediction Stability

[OOPSLA 2020, SAS 2021, WFVML'2022] Liveness Non-Exploitability

... Termination Resilience

LPAR 2024] g
~Abductive Explanations
[ESOP 2018]

[SAS 2025]

# N Partial Abstract Non-Interference
Quantitative Data Usage .- Partial Completeness
[NFM-2024, SAS 2024] a2 TN




