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ABSTRACT

Several machine learning models, including neural networks, consistently mis-
classify adversarial examples—inputs formed by applying small but intentionally
worst-case perturbations to examples from the dataset, such that the perturbed in-
put results in the model outputting an incorrect answer with high confidence. Early
attempts at explaining this phenomenon focused on nonlinearity and overfitting.
We argue instead that the primary cause of neural networks’ vulnerability to ad-
versarial perturbation is their linear nature. This explanation is supported by new
quantitative results while giving the first explanation of the most intriguing fact
about them: their generalization across architectures and training sets. Moreover,
this view yields a simple and fast method of generating adversarial examples. Us-
ing this approach to provide examples for adversarial training, we reduce the test
set error of a maxout network on the MNIST dataset.

1 INTRODUCTION

Szegedy et al. (2014b) made an intriguing discovery: several machine learning models, including
state-of-the-art neural networks, are vulnerable to adversarial examples. That is, these machine
learning models misclassify examples that are only slightly different from correctly classified exam-
ples drawn from the data distribution. In many cases, a wide variety of models with different archi-
tectures trained on different subsets of the training data misclassify the same adversarial example.
This suggests that adversarial examples expose fundamental blind spots in our training algorithms.

The cause of these adversarial examples was a mystery, and speculative explanations have suggested
it is due to extreme nonlinearity of deep neural networks, perhaps combined with insufficient model
averaging and insufficient regularization of the purely supervised learning problem. We show that
these speculative hypotheses are unnecessary. Linear behavior in high-dimensional spaces is suf-
ficient to cause adversarial examples. This view enables us to design a fast method of generating
adversarial examples that makes adversarial training practical. We show that adversarial training can
provide an additional regularization benefit beyond that provided by using dropout (Srivastava et al.,
2014) alone. Generic regularization strategies such as dropout, pretraining, and model averaging do
not confer a significant reduction in a model’s vulnerability to adversarial examples, but changing
to nonlinear model families such as RBF networks can do so.

Our explanation suggests a fundamental tension between designing models that are easy to train due
to their linearity and designing models that use nonlinear effects to resist adversarial perturbation.
In the long run, it may be possible to escape this tradeoff by designing more powerful optimization
methods that can succesfully train more nonlinear models.

2 RELATED WORK

Szegedy et al. (2014b) demonstrated a variety of intriguing properties of neural networks and related
models. Those most relevant to this paper include:

• Box-constrained L-BFGS can reliably find adversarial examples.
• On some datasets, such as ImageNet (Deng et al., 2009), the adversarial examples were so

close to the original examples that the differences were indistinguishable to the human eye.
• The same adversarial example is often misclassified by a variety of classifiers with different

architectures or trained on different subsets of the training data.
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+ .007⇥ =

x sign(rxJ(✓,x, y))
x+

✏sign(rxJ(✓,x, y))
“panda” “nematode” “gibbon”

57.7% confidence 8.2% confidence 99.3 % confidence

Figure 1: A demonstration of fast adversarial example generation applied to GoogLeNet (Szegedy
et al., 2014a) on ImageNet. By adding an imperceptibly small vector whose elements are equal to
the sign of the elements of the gradient of the cost function with respect to the input, we can change
GoogLeNet’s classification of the image. Here our ✏ of .007 corresponds to the magnitude of the
smallest bit of an 8 bit image encoding after GoogLeNet’s conversion to real numbers.

Let ✓ be the parameters of a model, x the input to the model, y the targets associated with x (for
machine learning tasks that have targets) and J(✓,x, y) be the cost used to train the neural network.
We can linearize the cost function around the current value of ✓, obtaining an optimal max-norm
constrained pertubation of

⌘ = ✏sign (rxJ(✓,x, y)) .

We refer to this as the “fast gradient sign method” of generating adversarial examples. Note that the
required gradient can be computed efficiently using backpropagation.

We find that this method reliably causes a wide variety of models to misclassify their input. See
Fig. 1 for a demonstration on ImageNet. We find that using ✏ = .25, we cause a shallow softmax
classifier to have an error rate of 99.9% with an average confidence of 79.3% on the MNIST (?) test
set1. In the same setting, a maxout network misclassifies 89.4% of our adversarial examples with
an average confidence of 97.6%. Similarly, using ✏ = .1, we obtain an error rate of 87.15% and
an average probability of 96.6% assigned to the incorrect labels when using a convolutional maxout
network on a preprocessed version of the CIFAR-10 (Krizhevsky & Hinton, 2009) test set2. Other
simple methods of generating adversarial examples are possible. For example, we also found that
rotating x by a small angle in the direction of the gradient reliably produces adversarial examples.

The fact that these simple, cheap algorithms are able to generate misclassified examples serves as
evidence in favor of our interpretation of adversarial examples as a result of linearity. The algorithms
are also useful as a way of speeding up adversarial training or even just analysis of trained networks.

5 ADVERSARIAL TRAINING OF LINEAR MODELS VERSUS WEIGHT DECAY

Perhaps the simplest possible model we can consider is logistic regression. In this case, the fast
gradient sign method is exact. We can use this case to gain some intuition for how adversarial
examples are generated in a simple setting. See Fig. 2 for instructive images.

If we train a single model to recognize labels y 2 {�1, 1} with P (y = 1) = �
�
w>x+ b

�
where

�(z) is the logistic sigmoid function, then training consists of gradient descent on

Ex,y⇠pdata⇣(�y(w>x+ b))

where ⇣(z) = log (1 + exp(z)) is the softplus function. We can derive a simple analytical form for
training on the worst-case adversarial perturbation of x rather than x itself, based on gradient sign

1This is using MNIST pixel values in the interval [0, 1]. MNIST data does contain values other than 0 or
1, but the images are essentially binary. Each pixel roughly encodes “ink” or “no ink”. This justifies expecting
the classifier to be able to handle perturbations within a range of width 0.5, and indeed human observers can
read such images without difficulty.

2 See https://github.com/lisa-lab/pylearn2/tree/master/pylearn2/scripts/
papers/maxout. for the preprocessing code, which yields a standard deviation of roughly 0.5.
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Robust Training
Minimizing the Worst-Case Loss for Each Input

model parameters

loss function (e.g, cross-entropy)
Robust Loss

<latexit sha1_base64="xPldkxPevPOP8gzw/u0qMygyq9c="></latexit>

min
✓

E
(x,y)2D


max

x02C(x)
L(f(✓,x0),y)

�

neural network

perturbation domain

expected value

data point

data label
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Machine Learning Community

Adversarial Training
Minimizing a Lower-Bound on the Worst-Case Loss

Formal Methods Community

Certified Training
Minimizing an Upper-Bound on the Worst-Case Loss

Robust Training
Minimizing the Worst-Case Loss for Each Input

Robust Loss

<latexit sha1_base64="xPldkxPevPOP8gzw/u0qMygyq9c="></latexit>

min
✓

E
(x,y)2D


max

x02C(x)
L(f(✓,x0),y)

�

Adversarial Training

<latexit sha1_base64="sn97gYEAxjCZ94xTjQVQHVwrrh0="></latexit>

L⇤(f(✓,x), y)
<latexit sha1_base64="CGAPcXk0pAintNlPQXIGSqgS6a8="></latexit>

L(f(✓,xadv), y)
<latexit sha1_base64="o/pD1ePWuJMLZTSru1nzwu1vAxs="></latexit>�

[Madry et al. 2018]

<latexit sha1_base64="WbJ1sFWF/X2ePTxAr4ni3xgjy4s="></latexit>

Lower bound ! adversarial training

≥

Verified Training

<latexit sha1_base64="sn97gYEAxjCZ94xTjQVQHVwrrh0="></latexit>

L⇤(f(✓,x), y)
<latexit sha1_base64="C3jJfKGBCWKGhIOpeMyemHeZJqw="></latexit>

Lver(f(✓,x), y)
<latexit sha1_base64="JY3ZGyd+IwB1XTxlrZ960JqljGU="></latexit>

[Wong and Kolter 2018, Gowal et al. 2018, Zhang et al. 2020, Shi et al. 2021]

<latexit sha1_base64="urA8encBSQDmX0CJRr/J+3T56z4="></latexit>

Upper bound ! certified training

Robust Loss

<latexit sha1_base64="xPldkxPevPOP8gzw/u0qMygyq9c="></latexit>

min
✓

E
(x,y)2D


max

x02C(x)
L(f(✓,x0),y)

�

≤



12

Robust Training
Certified Training

Formal Methods Community
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Figure 9: Standard (Std.) and robust cross-entropy loss, computed with BOX (Box) bounds for an adversarially
(left) and IBP (right) trained network over subselection ratio �. Note the logarithmic y-scale and different axes.

Table 7: Comparison of the standard (Acc.), adversarial (Adv. Acc), and certified (Cert. Acc.) accuracy for
different certified training methods on the full CIFAR-10 test set. We use MN-BAB (Ferrari et al., 2022) to
compute all certified and adversarial accuracies.

✏1 Training Method Source Acc. [%] Adv. Acc. [%] Cert. Acc. [%]

2/255

COLT Balunovic & Vechev (2020) 78.42 66.17 61.02
CROWN-IBP Zhang et al. (2020)† 71.27 59.58 58.19
IBP Shi et al. (2021) - - -
SABR this work 79.52 65.76 62.57

8/255

COLT Balunovic & Vechev (2020) 51.69 31.81 27.60
CROWN-IBP Zhang et al. (2020)† 45.41 33.33 33.18
IBP Shi et al. (2021) 48.94 35.43 35.30
SABR this work 52.00 35.70 35.25

- No network published.
† Published network does not match reported performance.

D ADDITIONAL EXPERIMENTAL RESULTS

0.0 0.2 0.4 0.6 0.8 1.0
�

100

101
Loss

Box Std

Box Adex

Std Adex

IBP

SABR

Figure 10: Comparison of the robust cross-entropy
losses computed with BOX (Box) centered around un-
perturbed and adversarial examples for an IBP and
SABR trained network over subselection ratio �.

Loss Analysis In Fig. 9, we show the error
growth of an adversarially trained (left) and IBP
trained model over increasing subselection ra-
tios �. We observe that errors grow only slightly
super-linear rather than exponential for the ad-
versarially trained network. We trace this back
to the large portion of crossing ReLUs (Table 4),
especially in later layers, leading to the layer-
wise growth being only linear. For the IBP
trained model, in contrast, we observe exponen-
tial growth across a wide range of propagation
region sizes, as the heavy regularization leads to
a small portion of active and unstable ReLUs.
In Fig. 10, we compare errors for BOX centred
around the unperturbed sample (BOX Std) and
around a high loss point computed with an adversarial attack (BOX Adex). We observe that while
the loss is larger around the adversarial centres, especially for small propagation regions, this effect
is small compared to the difference between training or certification methods.

D.1 EFFECT OF VERIFICATION METHOD ON OTHER CERTIFIED DEFENSES

In this section we compare different certified defenses when evaluated using the same, precise veri-
fier MN-BAB (Ferrari et al., 2022). While COLT (Balunovic & Vechev, 2020) and IBP-R (Palma
et al., 2022) trained networks were verified using similarly expensive and precise verification meth-
ods as MN-BAB (MILP (Tjeng et al., 2019) and �-CROWN (Wang et al., 2021), respectively),
the IBP and CROWN-IBP trained networks were originally verified using much less precise BOX
propagation. We compare standard (Acc.), empirical adversarial (Adv. Acc.), and certified (Cert.
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Using formal methods  
interpretability-aware  
robustness verification

Using formal methods  
for robustness verification
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Brightness Change
Patch Placement
Object Translation

Goal: Identifying Safe Ranges of Perturbation Parameters
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Figure 2: Image-specific class saliency maps for the top-1 predicted class in ILSVRC-2013

test images. The maps were extracted using a single back-propagation pass through a classification

ConvNet. No additional annotation (except for the image labels) was used in training.
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Figure 2: Image-specific class saliency maps for the top-1 predicted class in ILSVRC-2013

test images. The maps were extracted using a single back-propagation pass through a classification

ConvNet. No additional annotation (except for the image labels) was used in training.
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Encoding Semantic Perturbations
Mohapatra & al. @ CVPR 2020

24

ification methods more inclusive, we propose Semantify-NN,
a model-agnostic and generic robustness verification against
semantic perturbations. Semantify-NN is model-agnostic be-
cause it can apply to any given trained model by simply
inserting our designed semantic perturbation layers (SP-
layers). It is also generic since after adding SP-layers, one
can apply any ℓp-norm based verification tools for certifying
semantic perturbations. In other words, our proposed SP-
layers work as a carefully designed converter that transforms
semantic threat models to ℓp-norm threat models. As will be
evident in the experiments, Semantify-NN yields substantial
improvement over ℓp-norm based verification methods that
directly convert semantic perturbations to the equivalent ℓp
norm perturbations in the RGB space.

Our main contributions are summarized as below:

• We propose Semantify-NN, a model-agnostic and generic
robustness verification toolkit for semantic perturbations.
Semantify-NN can be viewed as a powerful extension
module consisting of novel semantic perturbation layers

(SP-layers) and is compatible to existing ℓp-norm based
verification tools. The results show that Semantify-NN can
support robustness verification against a wide range of
semantic perturbations.

• We elucidate the design principles of our proposed
SP-layers for a variety of semantic attacks, including
hue/saturation/lightness change in color space, brightness
and contrast adjustment, rotation, translation and occlu-
sion. We also propose to use input space refinement and
splitting methods to further improve the performance of
robustness verification. In addition, we illustrate the need
and importance of robustness verification for continuously
parameterized perturbations.

• We propose an efficient refinement technique, input split-

ting, that can further tighten the semantic certificate deliv-
ered by Semantify-NN. Our extensive experiments evalu-
ated on the rich combinations of three datasets (MNIST,
CIFAR-10 and GTSRB) and five different network ar-
chitectures (MLPs and CNNs) corroborate the superior
verification performance of Semantify-NN over naive ℓp-
norm based verification methods. In particular, our method
without further refinement can already achieve around 2-3
orders of magnitude larger (tighter) semantic robustness
certificate than the baselines that directly uses the same
ℓp-norm verification methods to handle semantic perturba-
tions. With our input splitting technique, the semantic ro-
bustness certificate can be further improved by 100-300%
.

2. Background and Related Works.

ℓp-norm based verification For ℓp-norm bounded threat
models, current robustness verification methods are mainly

Figure 1: Schematic illustration of our proposed Semantify-

NN robustness verification framework. Given a semantic
attack threat model, Semantify-NN designs the corresponding
semantic perturbation layers (SP-layers) and inserts them
to the input layer of the original network for verification.
With SP-layers, Semantify-NN can use any ℓp-norm based
verification method for verifying semantic perturbations.

based on solving a convex relaxation problem [11, 22, 4],
devising tractable linear bounds on activation functions and
layer propagation [20, 23, 19, 17, 3, 18]. We refer readers to
the prior arts and the references therein for more details. The
work in [19] considers brightness and contrast in the linear

transformation setting, which still falls under the ℓp norm
threat model. The work in [18] has scratched the surface
of semantic robustness verification by considering rotations
attacks with the ℓp-norm based methods. However, we show
that with our carefully designed refinement techniques, the
robustness certificate can be significantly improved around
50-100% in average. Moreover, we consider a more gen-
eral and challenging setting than [19] where the color space
transformation can be non-linear and hence directly applying
ℓp-norm based method could result in a very loose semantic
robustness certificate. A recent work [1] considers geomet-
ric image transformations (i.e. spatial transformations such
as rotation, translation, scaling, shearing), brightness and
contrast, and interpolation, and their technique is based on
sampling and requires solving a linear programming prob-
lem. In contrast, our framework is more general and efficient,
because the main idea of our work is to describe non-linear
semantic transformations with SP-Layers and apply a novel

245
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(A Very Small) Example
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(A Very Small) Example
Classification Robustness
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(A Very Small) Example
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(A Very Small) Example
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(A Very Small) Example
Saliency Map Robustness
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(A Very Small) Example
Naïve Breadth-First Search
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 x1
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 x1
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separation curves
support vectors
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 x1

x2v1 = (−0.5,1)

v2 = (0.5, − 1)

CSVM(x) = sgn (SVM(x)) = sgn (−1 * 0.5(v1 ⋅ x) + 1 * 0.5(v2 ⋅ x))

↦ − 1
↦ 1

= sgn (0.5x1 − x2)

weights
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Abstract Feature Importance (AFI) X X X X
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Feature Importance
Measuring Contribution of Input Features to Prediction
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Local Global
Model- Performance Effect

Specific Agnostic -Based

Permutation Feature Importance (PFI) X X X

Partial Dependence (PD) Plots X X X

Individual Conditional Expectation (ICE) Plots X X X

Accumulated Local Effects (ALE) Plots X X X
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   Permutation Feature Importance (PFI)

   Local Interpretable Model-Agnostic Explanations (LIME)

  SHapley Additive exPlanations (SHAP)

  Abstract Feature Importance (AFI)

• requires defining a meaningful optimal neighborhood: 
sometimes unstable and easily manipulable explanations


• assumes that the decision boundary is linear at the local 
level, but there is no theoretically guarantee that this is the case

• yields a formally correct by construction approximation

• does not depend from a dataset nor the accuracy of the model

• extremely fast to compute, whatever the number of features

• supports both linear and non-linear kernel functions

• result may greatly vary depending on the dataset 
• resource intensive when the number of feature is large

• misleading result when features are correlated 
• quality of the result heavily depends on the model accuracy

• Shapley values estimations depend on the dataset 
• assumes that features are independent 
• has a very high computational cost, even for small models

“Make Sense” but Give No Guarantees
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Image taken (and modified) from http://safeai.ethz.ch

input abstraction output abstraction

http://safeai.ethz.ch
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Reduced Affine Form (RAF) Abstraction
ℝn { , }

SVM(x) ℝ sgn(SVM(x))

CSVM(x)

SVM♯(x♯)

C♯
SVM(x♯)

{ , }(RAFn)n RAFn

 x1

x2

RAFn
def= {a0 +

n

∑
i=1

aiϵi + arϵr ∣ a0, a1, . . . an ∈ ℝ, ar ∈ ℝ≥0} ∪ { ⊤RAF }

RAFn
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Example
ℝn { , }

SVM(x) = − 0.5(v1 ⋅ x) + 0.5(v2 ⋅ x) ℝ

(RAFn)n RAFn
SVM♯(x♯)

 x1

x2
v1 = (−0.5,1)

v2 = (0.5, − 1)

 x1

x2

(−0.5ϵ1, 0.75 − 0.25ϵ2)
SVM♯((−0.5ϵ1, 0.75 − 0.25ϵ2))
= −0.5(−0.5(−0.5ϵ1)+1(0.75 − 0.25ϵ2))+0.5(0.5(−0.5ϵ1)−1(0.75 − 0.25ϵ2))

−0.75 − 0.25ϵ1 + 0.25ϵ2

= −0.5(0.75 + 0.25ϵ1 − 0.25ϵ2))+0.5(−0.75 − 0.25ϵ1 + 0.25ϵ2))

= − 0.75 − 0.25ϵ1 + 0.25ϵ2

{ , }

sgn (0.5x1−1x2)
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ℝn { , }
SVM(x) ℝ sgn(SVM(x))

CSVM(x)

SVM♯(x♯)

C♯
SVM(x♯)

{ , }(RAFn)n RAFn

 x1

x2

RAFn
def= {a0 +

n

∑
i=1

aiϵi + arϵr ∣ a0, a1, . . . an ∈ ℝ, ar ∈ ℝ≥0} ∪ { ⊤RAF }

RAFn

Abstract Feature Importance (AFI)
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Example
ℝn { , }

SVM(x) = − 0.5(v1 ⋅ x) + 0.5(v2 ⋅ x) ℝ
sgn (0.5x1−1x2)

{ , }(RAFn)n RAFn
SVM♯(x♯)

 x1

x2
v1 = (−0.5,1)

v2 = (0.5, − 1)

 x1

x2

(ϵ1, ϵ2) 0.5ϵ1−1ϵ2
SVM♯((ϵ1, ϵ2))
= −0.5(−0.5ϵ1+1ϵ2)+0.5(0.5ϵ1−1ϵ2)
= 0.25ϵ1 − 0.5ϵ2 + 0.25ϵ1 − 0.5ϵ2

= 0.5ϵ1 − ϵ2



AFI vs PFI
German Dataset

54

18 Pal, Ranzato, Urban, and Zanella

Table 3: Comparison of AFI and PFI on German.
Grade for each feature

Linear
Baseline (13.55s) 5 5 5 6 6 7 7 7 7 8 Distance
AFI (0.01s) 5 5 5 6 6 7 8 7 7 8 1.0
PFI (4.07s) 5 5 6 7 7 9 6 6 7 7 3.16

RBF
Baseline (17.98s) 5 5 5 6 6 7 7 7 8 8 Distance
AFI (0.02s) 5 6 5 6 6 8 7 7 8 7 1.73
PFI (6.23s) 6 7 5 6 7 8 7 6 7 5 4.24

Polynomial
Baseline (15.83s) 5 5 5 6 7 7 7 7 7 8 Distance
AFI (0.01s) 7 6 7 7 5 7 6 6 5 8 4.47
PFI (4.15s) 6 7 9 7 6 7 5 6 6 6 5.74

Table 4: Distances of AFI and PFI from several baselines for different SVMs.
Baseline N = 2k N = 10k N = 2k N = 10k N = 2k N = 5k N = 10k N = 2k N = 5k N = 10k

✏ = 0.2 ✏ = 0.2 ✏ = 0.4 ✏ = 0.4 ✏ = 0.6 ✏ = 0.6 ✏ = 0.6 ✏ = 0.8 ✏ = 0.8 ✏ = 0.8

Adult
Linear

AFI (0.27s) 0.0 0.0 1.0 0.0 1.0 1.41 1.0 1.0 1.41 1.0
PFI (10009s) 2.45 2.45 2.24 2.45 2.24 1.41 2.24 2.24 1.41 2.24

Adult
RBF

AFI (0.48s) 1.0 1.41 1.41 1.41 1.73 1.73 1.41 1.41 1.41 1.41
PFI (25221s) 1.73 2.45 2.45 2.0 2.65 2.65 2.45 2.45 2.45 2.45

Adult
Polynomial

AFI (0.44s) 1.0 1.0 0.0 1.41 0.0 0.0 0.0 0.0 0.0 0.0
PFI (9985s) 1.0 1.0 1.41 1.0 1.41 1.41 1.41 1.41 1.41 1.41

Compas
Linear

AFI (0.22s) 1.41 1.41 1.73 1.73 1.41 1.73 1.41 1.41 1.41 1.73
PFI (1953s) 1.73 1.73 2.0 2.0 2.24 2.0 2.24 2.24 2.24 2.83

Compas
RBF

AFI (0.27s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83
PFI (6827s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83

Compas
Polynomial

AFI (0.22s) 4.24 4.24 4.12 4.12 4.24 4.24 4.24 4.24 4.24 4.24
PFI (2069s) 2.45 2.45 3.0 3.0 3.74 3.74 3.74 3.74 3.74 3.74

German
Linear

AFI (0.01s) 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.41 1.73 1.41
PFI (4.07s) 3.16 3.46 3.16 3.16 3.16 3.16 3.16 3.6 3.74 3.0

German
RBF

AFI (0.02s) 1.73 1.0 1.73 1.73 2.0 1.41 1.73 1.73 2.0 2.24
PFI (6.23s) 4.0 3.46 4.24 4.24 4.36 3.61 4.24 4.24 4.36 4.47

German
Polynomial

AFI (0.01s) 4.90 4.12 4.47 3.87 3.87 4.24 3.46 3.46 3.46 3.46
PFI (4.15s) 5.74 5.10 5.74 4.69 4.69 5.0 4.58 4.58 4.58 4.58

gap between these bounds is zero for linear SVMs and narrow for RBF kernels trained on
the Adult and Compas datasets: in these cases, our RAF+OH abstraction turns out to be
(very) precise and the counterexample search heuristics is strong. On the other hand, the
gap is much wider in the remaining cases, notably for SVMs with polynomial kernels,
mostly due to a lower precision of the abstraction. Using partitioning (i.e., step (S4) of
Definition 3.12) up to 3.125% of the original perturbation size, we get similar upper
bounds, thus hinting the presence of a few additional counterexamples. Only partitioning
up to 0.1% of the original input size, we could find substantially more counterexamples.

Global Feature Importance. We compare our abstract feature importance AFI, used as a
global feature importance measure, with the popular global measure PFI, as implemented
in the Python sklearn.inspection package with n_repeat = 10. For the sake of comparison
with an outside baseline, we uniformly sampled N points in the input space of the SVMs
and determined how often a NOISE perturbation for a single numerical input feature
changed the SVM classification: the more often the classification changed, the more
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Table 3: Comparison of AFI and PFI on German.
Grade for each feature

Linear
Baseline (13.55s) 5 5 5 6 6 7 7 7 7 8 Distance
AFI (0.01s) 5 5 5 6 6 7 8 7 7 8 1.0
PFI (4.07s) 5 5 6 7 7 9 6 6 7 7 3.16

RBF
Baseline (17.98s) 5 5 5 6 6 7 7 7 8 8 Distance
AFI (0.02s) 5 6 5 6 6 8 7 7 8 7 1.73
PFI (6.23s) 6 7 5 6 7 8 7 6 7 5 4.24

Polynomial
Baseline (15.83s) 5 5 5 6 7 7 7 7 7 8 Distance
AFI (0.01s) 7 6 7 7 5 7 6 6 5 8 4.47
PFI (4.15s) 6 7 9 7 6 7 5 6 6 6 5.74

Table 4: Distances of AFI and PFI from several baselines for different SVMs.
Baseline N = 2k N = 10k N = 2k N = 10k N = 2k N = 5k N = 10k N = 2k N = 5k N = 10k

✏ = 0.2 ✏ = 0.2 ✏ = 0.4 ✏ = 0.4 ✏ = 0.6 ✏ = 0.6 ✏ = 0.6 ✏ = 0.8 ✏ = 0.8 ✏ = 0.8

Adult
Linear

AFI (0.27s) 0.0 0.0 1.0 0.0 1.0 1.41 1.0 1.0 1.41 1.0
PFI (10009s) 2.45 2.45 2.24 2.45 2.24 1.41 2.24 2.24 1.41 2.24

Adult
RBF

AFI (0.48s) 1.0 1.41 1.41 1.41 1.73 1.73 1.41 1.41 1.41 1.41
PFI (25221s) 1.73 2.45 2.45 2.0 2.65 2.65 2.45 2.45 2.45 2.45

Adult
Polynomial

AFI (0.44s) 1.0 1.0 0.0 1.41 0.0 0.0 0.0 0.0 0.0 0.0
PFI (9985s) 1.0 1.0 1.41 1.0 1.41 1.41 1.41 1.41 1.41 1.41

Compas
Linear

AFI (0.22s) 1.41 1.41 1.73 1.73 1.41 1.73 1.41 1.41 1.41 1.73
PFI (1953s) 1.73 1.73 2.0 2.0 2.24 2.0 2.24 2.24 2.24 2.83

Compas
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AFI (0.27s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83
PFI (6827s) 2.0 2.0 2.65 2.65 2.83 2.83 2.83 2.83 2.83 2.83

Compas
Polynomial

AFI (0.22s) 4.24 4.24 4.12 4.12 4.24 4.24 4.24 4.24 4.24 4.24
PFI (2069s) 2.45 2.45 3.0 3.0 3.74 3.74 3.74 3.74 3.74 3.74

German
Linear

AFI (0.01s) 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.41 1.73 1.41
PFI (4.07s) 3.16 3.46 3.16 3.16 3.16 3.16 3.16 3.6 3.74 3.0

German
RBF

AFI (0.02s) 1.73 1.0 1.73 1.73 2.0 1.41 1.73 1.73 2.0 2.24
PFI (6.23s) 4.0 3.46 4.24 4.24 4.36 3.61 4.24 4.24 4.36 4.47

German
Polynomial

AFI (0.01s) 4.90 4.12 4.47 3.87 3.87 4.24 3.46 3.46 3.46 3.46
PFI (4.15s) 5.74 5.10 5.74 4.69 4.69 5.0 4.58 4.58 4.58 4.58

gap between these bounds is zero for linear SVMs and narrow for RBF kernels trained on
the Adult and Compas datasets: in these cases, our RAF+OH abstraction turns out to be
(very) precise and the counterexample search heuristics is strong. On the other hand, the
gap is much wider in the remaining cases, notably for SVMs with polynomial kernels,
mostly due to a lower precision of the abstraction. Using partitioning (i.e., step (S4) of
Definition 3.12) up to 3.125% of the original perturbation size, we get similar upper
bounds, thus hinting the presence of a few additional counterexamples. Only partitioning
up to 0.1% of the original input size, we could find substantially more counterexamples.

Global Feature Importance. We compare our abstract feature importance AFI, used as a
global feature importance measure, with the popular global measure PFI, as implemented
in the Python sklearn.inspection package with n_repeat = 10. For the sake of comparison
with an outside baseline, we uniformly sampled N points in the input space of the SVMs
and determined how often a NOISE perturbation for a single numerical input feature
changed the SVM classification: the more often the classification changed, the more
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Table 5: Local Comparison of AFI and LIME.
Distance between Adult Compas German
LIME and ... Lin. RBF Poly Lin. RBF Poly Lin. RBF Poly
AFI (✏ = 0.1) 2.42 2.04 2.98 1.67 1.06 3.05 2.62 2.03 5.31
AFI (✏ = 0.2) 1.68 1.32 2.67 1.63 0.17 2.73 2.21 2.00 5.41
AFI (✏ = 0.3) 1.39 0.51 2.58 1.57 0.14 2.62 1.92 2.05 5.45
AFI (Global) 1.37 0.01 1.01 1.57 0.13 3.16 1.90 1.89 5.53

Table 6: Time Comparison (in sec) of AFI, PFI, LIME.

Dataset Linear Polynomial RBF
AFI PFI LIME AFI PFI LIME AFI PFI LIME

Adult 0.27 1·104 3.78 0.45 1·104 6.21 0.48 2·104 9.82
Compas 0.22 2·103 2.72 0.22 2·103 2.89 0.27 6·103 8.97
German 0.01 4.07 0.198 0.01 4.15 0.355 0.02 6.23 0.223

important is the input feature. As a representative example, we show in Table 3, a
comparison for the SVMs trained on the German dataset. In lines ‘Baseline’, ‘AFI’ and
‘PFI’, we show the feature grades, as defined in Section 3.1, of the 10 non-categorical
(7 numerical plus 3 binary) input features of German based on the importance scores
measured by, respectively, baseline, AFI and PFI. The baseline has been computed by
considering N = 10000 samples and a NOISE perturbation with magnitude ✏ = 0.4.
We also indicate in parenthesis the time needed (in seconds) to compute these scores,
where for our AFI measure, we used the RAF+OH abstraction. In column ‘Distance’ we
show the Euclidean distance between the feature grades computed by AFI and PFI w.r.t.
the baseline. We can observe that AFI better correlates with model variance to feature
perturbations than PFI. In fact, the correlation is almost perfect for the linear SVM. For
nonlinear SVMs, the abstraction RAF+OH loses more precision, so that the correlation
decreases, nevertheless the distance to the baseline is still smaller than for PFI. Note that
AFI is computed in a negligible fraction of time w.r.t. PFI.
Table 4 compares the Euclidean distance between the feature grades computed by AFI
and PFI w.r.t. different choices of the number of samples N and magnitudes ✏ used for
computing the baseline of SVMs trained on the Adult, Compas, and German datasets.
For each AFI-baseline and PFI-baseline pair, the smaller distance is made bold and the
larger has a faded shade. The data indicates AFI is closer to the baseline than PFI in
most cases, except for the polynomial SVM trained on Compas: for this case, the likely
reason is the low precision of our polynomial SVM abstraction, as also hinted by the
low verified individual fairness scores in the entries for Compas/Polynomial/RAF+OH
in Table 2.

Local Feature Importance. In Table 5, we present a comparative analysis between
our measure AFI, used as a local feature importance measure, and the extensively used
local feature importance measure LIME as implemented in the Python lime.lime_tabular
package [39], for SVMs trained on the three different datasets. The local neighborhood
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Robust Training
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Expressivity via Convex Combinations
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Accuracy % Balanced
Accuracy %

Individual Fairness fair) %
��� ����� ��������� ���������������������Dataset

RF FATT RF FATT RF FATT RF FATT RF FATT RF FATT
Adult 82.76 80.84 70.29 61.86 91.71 100.00 85.44 95.21 77.50 95.21 84.75 94.12
Compas 66.57 64.11 66.24 63.83 48.01 100.00 35.51 85.98 30.87 85.98 - -
Crime 80.95 79.45 80.98 79.43 86.22 100.00 31.83 75.19 32.08 75.19 - -
German 76.50 72.00 63.62 52.54 91.50 100.00 92.00 99.50 90.00 99.50 91.50 99.50
Health 85.29 77.87 83.27 73.59 7.84 99.99 47.66 97.04 2.91 97.03 - -
Average 78.41 74.85 72.88 66.25 65.06 100.00 58.49 90.58 46.67 90.58 88.13 96.81

Table 1: RF and FATT Comparison
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Figure 4: Distribution of Accuracy (left) and Fairness (right)

Model Size Average Veri�cation Time per Sample (ms)
��� ����� ��������� ���������������������Dataset

RF FATT RF FATT RF FATT RF FATT RF FATT
Adult 1427 43 0.03 0.02 0.03 0.02 0.03 0.02 0.03 0.02
Compas 147219 75 0.36 0.07 0.47 0.07 0.61 0.07 - -
Crime 14148 11 0.12 0.07 2025.13 0.07 2028.47 0.07 - -
German 5743 2 0.06 0.03 0.06 0.02 0.07 0.03 0.06 0.02
Health 2558676 84 1.40 0.06 0.91 0.05 3.10 0.06 - -

Table 2: Model Sizes and Veri�cation Times

FATT Natural CART CART with HintsDataset Accuracy % Fairness % Size Accuracy % Fairness % Size Accuracy % Fairness % Size
Adult 80.84 95.21 43 85.32 77.56 270 84.77 87.46 47
Compas 64.11 85.98 75 65.91 22.25 56 65.91 22.25 56
Crime 79.45 75.19 11 77.69 24.31 48 77.44 60.65 8
German 72.00 99.50 2 75.50 57.50 115 73.50 86.00 4
Health 77.87 97.03 84 83.85 79.98 2371 82.25 93.64 100
Average 74.85 90.58 43 77.65 52.32 572 76.77 70.00 43

Table 3: Decision Trees Comparison
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