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Neural Network Verification
LOCAL ROBUSTNESS
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fx ∈ ℝd
yf(x)

(x, , , f)𝒜 ϵ !
v

1 ∀x′ ∈ ℬϵ
𝒜 : yf(x′ ) = yf(x)

-1 ∃x′ ∈ ℬϵ
𝒜 : yf(x′ ) ≠ yf(x)

0 "

Bϵ
𝒜(x) def= {x′ ∈ ℝd x′ 𝒜 = x𝒜 ∧ x′ 𝒜 − x𝒜 ∞

≤ ϵ}



∀i ∈ ℰ :

v

-1(x, , , f)ℰ ∪ {i} ϵ !

Optimal Robust Explanations
ABDUCTIVE EXPLANATIONS (AXps)
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fx ∈ ℝd
yf(x)

(x, , , f)ℰ ϵ 1!

ℰ

Useful Semantic Ideal, but Unrealistic in Practice



∀i ∈ ℰ :

v

-1 or 0(x, , , f)ℰ ∪ {i} ϵ !

Optimal Robust Explanations
WEAK ABDUCTIVE EXPLANATIONS
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fx ∈ ℝd
yf(x)

(x, , , f)ℰ ϵ 1!

ℰ

 is a COUNTERFACTUALi

 is an UNKNOWNi



Optimal Robust Explanations
WEAK ABDUCTIVE EXPLANATIONS

6



Computing Optimal Robust Explanations
FINDING COUNTERFACTUALS RAPIDLY BECOMES INFEASIBLE
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Model
MNIST, ϵ=0.25 CIFAR-10, ϵ=8/255

Counterfactuals Unknowns Time Counterfactuals Unknowns Time

CNN-3 0.00 247.80 45m 0.00 461.00 2h 30m

Model
MNIST, ϵ=0.25 CIFAR-10, ϵ=16/255

Counterfactuals Unknowns Time Counterfactuals Unknowns Time

CNN-7 0.00 452.00 3h 59m 0.00 730.67 7h 5m
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Verifier-Optimal Robust Explanations
WEAK ABDUCTIVE EXPLANATIONS
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-1(x, , , f)∀i ∈ 𝒞 : 𝒞 ∪ 𝒰 ∪ 𝒰 ∪ {i} ϵ !
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(x, , , f)𝒞 ∪ 𝒰 ϵ

(x, , , f)𝒞 ∪ 𝒰 ∪ 𝒰 ϵ

4

fx ∈ ℝd
yf(x)
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OUR 1ST CONTRIBUTION

10



Computing Verifier-Optimal Robust Explanations
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DROP (I.E., FREE) INPUT DIMENSIONS WHILE AXp CONDITION HOLDS
LOCAL ROBUSTNESS IN Bϵ

𝒞 ∪ 𝒰(x)ADD TO 𝒞 ∪ 𝒰 ϵ
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Computing Robust Explanations
CNN-3
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Robust 
Explanations

MNIST, ϵ=0.25 CIFAR-10, ϵ=8/255

Counterfactuals  Unknowns  Time Counterfactuals  Unknowns  Time

Optimal 0.00 247.80 45m 0.00 461.00 2h 30m

Verifier-
Optimal 129.10 125.50 19m 209.30 253.10 21m

129.10 +  
125.50 =  
254.60

209.30 +  
253.10 =  
462.40

| |𝒞 | |𝒞| |𝒰 | |𝒰



Computing Robust Explanations
CNN-7
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Robust 
Explanations

MNIST, ϵ=0.25 CIFAR-10, ϵ=8/255

Counterfactuals  Unknowns  Time Counterfactuals  Unknowns  Time

Optimal 0.00 452.00 3h 59m 0.00 730.67 7h 5m

Verifier-
Optimal 142.33 315.00 2h 13m 464.00 269.33 1h 54m

142.33 +  
315.00 =  
457.33

464.00 +  
269.33 =  
733.33

| |𝒞 | |𝒞| |𝒰 | |𝒰



FaVeX
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OUR 2ND CONTRIBUTION
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BATCH QUERIES



FaVeX
OUR 2ND CONTRIBUTION

15

(x, , , f)𝒜 ϵ !
1

-1
0

v
(x, A, 0.6, f, →)

(x, A, 0.6, f, {x̂13 ↑ 0})

x̂13 ↑ 0

(x, A, 0.6, f, {x̂13 < 0})

(x, A, 0.6, f, {x̂13 < 0, x̂11 ↑ 0})

x̂11 ↑ 0

(x, A, 0.6, f, {x̂13 < 0, x̂11 < 0})

x̂11 < 0

x̂13 < 0

Q

Q1

Q1
2 Q2

2

Q2

(x, , , f, )𝒜 ϵ ∅

(x, , , f, {ReLU( ) > 0})𝒜 ϵ xij (x, , , f, {ReLU( ) = 0})𝒜 ϵ xij

(x, , , f, {ReLU( ) = 0, ReLU( ) > 0})𝒜 ϵ xij xkl (x, , , f, {ReLU( ) = 0, ReLU( ) = 0})𝒜 ϵ xij xkl

Q

Q1 Q2

Q21 Q22

ReLU( )xi, j > 0 ReLU( )xi, j = 0

ReLU( )xkl > 0 ReLU( )xkl = 0

BRANCH-AND-BOUND (BAB)
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(x, A, 0.6, f, →)

(x, A, 0.6, f, {x̂13 ↑ 0})

x̂13 ↑ 0

(x, A, 0.6, f, {x̂13 < 0})

(x, A, 0.6, f, {x̂13 < 0, x̂11 ↑ 0})

x̂11 ↑ 0

(x, A, 0.6, f, {x̂13 < 0, x̂11 < 0})

x̂11 < 0

x̂13 < 0

Q

Q1

Q1
2 Q2

2

Q2

(x, , , f, )𝒜 ϵ ∅

(x, , , f, {ReLU( ) > 0})𝒜 ϵ xij (x, , , f, {ReLU( ) = 0})𝒜 ϵ xij

(x, , , f, {ReLU( ) = 0, ReLU( ) > 0})𝒜 ϵ xij xkl (x, , , f, {ReLU( ) = 0, ReLU( ) = 0})𝒜 ϵ xij xkl

1 -1!

(x, A, 0.6, f, →)

(x, A, 0.6, f, {x̂13 ↑ 0})

x̂13 ↑ 0

(x, A, 0.6, f, {x̂13 < 0})

(x, A, 0.6, f, {x̂13 < 0, x̂11 ↑ 0})

x̂11 ↑ 0

(x, A, 0.6, f, {x̂13 < 0, x̂11 < 0})

x̂11 < 0

x̂13 < 0

Q

Q1

Q1
2 Q2

2

Q2

(x, , , f, )𝒜′ ϵ ∅

(x, , , f, {ReLU( ) > 0})𝒜′ ϵ xij (x, , , f, {ReLU( ) = 0})𝒜′ ϵ xij

(x, , , f, {ReLU( ) = 0, ReLU( ) > 0})𝒜′ ϵ xij xkl (x, , , f, {ReLU( ) = 0, ReLU( ) = 0})𝒜′ ϵ xij xkl

INCREMENTAL BAB VERIFICATION
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Full-Space Search Reduced Space Search

A. De Palma and G. Dolcetti and C. Urban 23:15

Full-Space Search
Bω

A→B(x)

x
x↑

Restricted-Space Search
subset of Bω

A→B(x)

x

z
x↑

Figure 7 Illustration of full-space vs. restricted-space’ counterfactual search. Full-space search
(left) explores the entire perturbation region Bω

A→B(x). Restricted-space search (right) begins from
the output z of the previous search (which may not be a counterfactual) and varies only the newly
added feature(s), thus exploring a much smaller subset of Bω

A→B(x).

6 Implementation455

Our implementation2 is based on the popular deep learning library PyTorch [47].456

6.1 Verifier457

We adopt the OVAL branch-and-bound framework [6, 4, 11, 10] as the backbone for our458

verifier, using a fixed timeout of either 300 seconds per query, or 60 seconds, depending on459

the benchmark. Note that while branch-and-bound is complete in principle, the timeout460

makes it incomplete in practice (cf. end of Section 3.1), as it is unlikely that the exponential461

worst-case runtime will be hit during the allotted timeout on non-trivial networks [32].462

Bounding Phase. The bounding phase of branch-and-bound requires two components:463

one tries to prove robustness by operating on a network over-approximation. If the over-464

approximation is robust, then no counterexampe can exist. This corresponds to computing465

a lower bound on the worst-case logit di!erence (cf. Section 3.1). We mainly rely on a466

popular dual-based algorithm, named ω-ε-CROWN [62], that solves a dual instance of a467

network relaxation that replaces the ReLU activations by over-approximating triangles [16].468

This algorithm is both employed to bound the logit di!erences themselves, and to build469

each network pre-activation (a necessary preliminary step). In line with previous work, we470

only compute pre-activation bounds once at the branch-and-bound root (i.e., before any471

splitting) [11]. On smaller networks, we employ a framework configuration that may resort472

to a tighter network over-approximation for the bounds to the logit di!erences if needed [10].473

We solve up to 2000 branch-and-bound sub-problems in parallel at any time, leveraging GPU474

acceleration through PyTorch. The other component, based on the evaluation of concrete475

points, seeks to find a counterexampe violating robustness, upper bounding the worst-case476

logit di!erence. In practice, we first run a relatively inexpensive adversarial attack based on a477

local optimizer, a 10-step Projected Gradient Descent [41] (PGD-10) using the minimal logit478

di!erence as loss function, before entering the branch-and-bound loop. Within branch-and-479

bound, concrete points to evaluate are collected as a by-product of the over-approximations,480

and a more expensive local optimizer [13] (500-step MI-FGSM) is repeatedly run.481

Branching Phase. In all cases, we use the ReLU splitting partitioning strategy, which oper-482

ates by splitting ambiguous ReLUs (i.e., their pre-activation can take both negative and posi-483

2 The tool will be made publicly available as open-source software upon acceptance.

CVIT 2016
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6 Implementation455

Our implementation2 is based on the popular deep learning library PyTorch [47].456

6.1 Verifier457

We adopt the OVAL branch-and-bound framework [6, 4, 11, 10] as the backbone for our458

verifier, using a fixed timeout of either 300 seconds per query, or 60 seconds, depending on459

the benchmark. Note that while branch-and-bound is complete in principle, the timeout460

makes it incomplete in practice (cf. end of Section 3.1), as it is unlikely that the exponential461

worst-case runtime will be hit during the allotted timeout on non-trivial networks [32].462

Bounding Phase. The bounding phase of branch-and-bound requires two components:463

one tries to prove robustness by operating on a network over-approximation. If the over-464

approximation is robust, then no counterexampe can exist. This corresponds to computing465

a lower bound on the worst-case logit di!erence (cf. Section 3.1). We mainly rely on a466

popular dual-based algorithm, named ω-ε-CROWN [62], that solves a dual instance of a467

network relaxation that replaces the ReLU activations by over-approximating triangles [16].468

This algorithm is both employed to bound the logit di!erences themselves, and to build469

each network pre-activation (a necessary preliminary step). In line with previous work, we470

only compute pre-activation bounds once at the branch-and-bound root (i.e., before any471

splitting) [11]. On smaller networks, we employ a framework configuration that may resort472

to a tighter network over-approximation for the bounds to the logit di!erences if needed [10].473

We solve up to 2000 branch-and-bound sub-problems in parallel at any time, leveraging GPU474

acceleration through PyTorch. The other component, based on the evaluation of concrete475

points, seeks to find a counterexampe violating robustness, upper bounding the worst-case476

logit di!erence. In practice, we first run a relatively inexpensive adversarial attack based on a477

local optimizer, a 10-step Projected Gradient Descent [41] (PGD-10) using the minimal logit478

di!erence as loss function, before entering the branch-and-bound loop. Within branch-and-479

bound, concrete points to evaluate are collected as a by-product of the over-approximations,480

and a more expensive local optimizer [13] (500-step MI-FGSM) is repeatedly run.481

Branching Phase. In all cases, we use the ReLU splitting partitioning strategy, which oper-482

ates by splitting ambiguous ReLUs (i.e., their pre-activation can take both negative and posi-483

2 The tool will be made publicly available as open-source software upon acceptance.
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output of the previous counterfactual search



Computing Verifier-Optimal Robust Explanations
CNN-3
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Verifier-Optimal 
Explanations

MNIST, ϵ=0.25 CIFAR-10, ϵ=8/255
Time Time

Single Queries 129.10 125.50 19m 209.30 253.10 21m

FaVeX 160.30 94.40 10m 210.40 251.70 19m

| |𝒞 | |𝒞| |𝒰 | |𝒰



Computing Verifier-Optimal Robust Explanations
CNN-7
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Verifier-Optimal 
Explanations

MNIST, ϵ=0.25 CIFAR-10, ϵ=16/255
Time Time

Single Queries 142.33 315.00 2h 13m 464.00 269.33 1h 54m

FaVeX 207.33 249.33 1h 14m 467.00 266.33 1h 49m

| |𝒞 | |𝒞| |𝒰 | |𝒰



Computing Verifier-Optimal Robust Explanations
TRAVERSAL STRATEGIES
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Model Traversal
MNIST, ϵ=0.25 CIFAR-10, ϵ=8/255

Time Time

CNN-3

VeriX 160.50 122.30 16m 437.20 328.30 32m
VeriX+ 155.20 92.20 10m 262.00 206.90 15m
⍺-FAVEX 181.20 108.70 12m 210.40 251.70 19m

FaVeX-IBP 160.30 94.40 10m 250.90 215.50 16m

Model Traversal
MNIST, ϵ=0.25 CIFAR-10, ϵ=16/255

Time Time

CNN-7

VeriX 123.33 423.67 2h 9m 728.67 216.33 1h 23m
VeriX+ 196.67 232.67 1h 13m 522.00 213.67 1h 25m
⍺-FAVEX 234.67 317.67 1h 29m 467.00 266.33 1h 49m

FaVeX-IBP 207.33 249.33 1h 14m 512.67 216.67 1h 25m

| |∈ | |∈| |ℝ | |ℝ

| |∈ | |∈| |ℝ | |ℝ
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Verifier-Optimal Robust Explanations
WEAK ABDUCTIVE EXPLANATIONS
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-1(x, , , f)∈i ℝ 𝒜 : 𝒜 ′ ∧ ′ ∧ ′ {i} ϵ !

!

!

1

0

(x, , , f)𝒜 ′ ∧ ϵ

(x, , , f)𝒜 ′ ∧ ′ ∧ ϵ

4

fx ℝ −d
yf(x)

𝒜
v

∧

Verifier-Optimal Robust Explanations
OUR 1ST CONTRIBUTION
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Robust Explanations
MNIST, ϵ=0.25 CIFAR-10, ϵ=8/255

Time Time

Optimal 0.00 452.00 3h 59m 0.00 730.67 7h 5m
Verifier-Optimal 
(Single Queries) 142.33 315.00 2h 13m 464.00 269.33 1h 54m

Verifier-Optimal 
(FaVeX) 207.33 249.33 1h 14m 467.00 266.33 1h 49m

| |∈ | |∈| |ℝ | |ℝ


