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Runway Excursions during Landing
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Jeju Air Flight 2216

Jeju Air Crash (December 29th, 2024)

Jeju Air Flight 2216 was a scheduled
international passenger flight operated by Jeju Air
from Suvarnabhumi Airport in Bangkok,
Thailand, to Muan International Airport in Muan
County, South Korea. On 29 December 2024, the
Boeing 737-800 operating the flight was
approaching Muan, when a bird strike occurred.
The pilots issued a mayday alert, performed a go-
around, and on the second landing attempt, the
landing gear did not deploy and the airplane belly
landed well beyond the normal touchdown zone.
It overran the runway and crashed into a berm
encasing a concrete structure that supported an

antenna array for the instrument landing system. | Date 29 December 2024
e e e

Jeju Air Flight 2216

HL8088, the aircraft involved in the accident,
pictured in 2023

Accident




Regulation (EU) 2020/1159

L 25714 EN Official Journal of the European Union 6.8.2020

COMMISSION IMPLEMENTING REGULATION (EU) 2020/1159
of 5 August 2020

amending Regulations (EU) No 1321/2014 and (EU) No 2015/640 as regards the introduction of new
additional airworthiness requirements

26.205 Runway overrun awareness and alerting systems

(@) Operators of large aeroplanes used in commercial air transport shall ensure that every aeroplane for which the first
individual certificate of airworthiness was issued on or after 1 January 2025, is equipped with a runway overrun
awareness and alerting system.

—
Having regard to Regulation (EU) 2018/1139 of the European Parliament and of the Council of 4 July 2018 on common

rules in the field of civil aviation and establishing a European Union Aviation Safety Agency, and amending Regulations
(EC) No 2111/2005, (EC) No 1008/2008, (EU) No 996/2010, (EU) No 376/2014 and Directives 2014/30/EU
and 2014/53/EU of the European Parliament and of the Council, and repealing Regulations (EC) No 552/2004 and (EC)
No 216/2008 of the European Parliament and of the Council and Council Regulation (EEC) No 3922/91 ('), and in



Neural Network Surrogates
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Runway Overrun Warning

Safety of Neural Network Surrogate

LANDING GO AROUND




Runway Overrun Warning
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Runway Overrun Warning

x00
x01
x02
x03
x04
x05

x50
x51

float (input())
float(input())
float(input())
float(input())
float(input())
float (input())

ReLU((0.120875
ReLU((0.113805
ReLU( (0.755487

ReLU((1.803209
ReLU( (1.958950

=

ReLU(

ReLU (
ReLU(
ReLU (

ReLU(
ReLU (
ReLU (

(-2.278012)*x40 +

.958103

. 735994
.327110
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0.552155
2.509773

.065404
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.222249
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.666507
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.980387
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1.199384

(0.180652)*x41 +

.097862
.090701
.344943

. 725716
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.662405

.192344
.424807
.665507

.945360
0.495998
0.245429

(-16.663048)*x42 +
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

2.030051
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w
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.299974
.096463
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p

0.101956
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Static Analysis

= Abstract Interpretation-Based



Abstract Interpretation
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Abstract Interpretation

practical tools
targeting specific programs

concrete semantics
mathematical models of the program behavior
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Abstract Interpretation

concrete semantics

mathematical models of the program behavior
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Robustness

Safety

Hypersafety
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Robustness

Safety
GO AROUND ,
LANDING GO AROUND
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Local Robustness Verification

P(x) def IX'| 6(x,X") < e}: perturbation region

e prediCtiOﬂ Of M fOI’ X

% % {t |1, € P(X) = ¢, =M&x)}

Ry is the set of all executions that are robust to perturbations of x

Theorem

ME Ry o [M] C Ry MER <[M]CIM]*CR

19



x00
x01
x02
x03
x04
x05

x50
x51

float (input())
float(input())
float(input())
float(input())
float(input())
float (input())

ReLU((0.120875
ReLU((0.113805
ReLU( (0.755487

ReLU((1.803209
ReLU( (1.958950

=

ReLU(

ReLU (
ReLU(
ReLU (

ReLU(
ReLU (
ReLU (

(-2.278012)*x40 +

.958103

. 735994
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296390

0.552155
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.065404
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(0.180652)*x41 +

Local Robustness Verification

e =0.25

.097862
.090701
.344943
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.245851
.662405

.192344
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.945360
0.495998
0.245429

(-16.663048)*x42 +
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

2.030051
2.123338
2.619876

w
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Abstract Interpretation
3-Step Recipe

practical tools
targeting specific programs

abstract semantics, abstract domains

algorithmic approaches to decide program properties

concrete semantics
mathematical models of the program behavior
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x00
x01
x02
x03
x04
x05

float(input())
float (input())
float(input())
float(input())
float(input())
float(input())

ReLU((0.120875
ReLU((0.113805
ReLU( (0.755487

ReLU((1.803209
ReLU( (1.958950
ReLU((1.958103

=t

ReLU (
ReLU (
ReLU (

ReLU (
ReLU (
ReLU (

2

. 735994
327110
147212

296390

-0.552155
-2.509773

.065404
.064486
.224640

.222249
.388245
.273354

.666507
.685314
.285599

.980387
-0.828226
1.199384

.097862
.090701
.344943

. 725716
.245851
.662405

.192344
.424807
.665507

.945360
-0.495998
-0.245429

2.030051
2.123338
2.619876

.489653
.834811
.211086

.627086
.695113
.299974

.096463

' S’

)

5.024773))

Local Robustness Verification

0.101956
0.076374
0.346636

(@) start from an abstraction
of all possible inputs

-2.103565 1.623834))

~-1.651132 -0.828711))

1.418635 -0.686885))
forwards

() check output for inclusion
In expected output:
included — safe
otherwise — Faalarm
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Local Robustness Verification X, [a, b]

a,b e A

x00 = float(input()) x00: [0.5, 1]
x01 = float(input()) x01: [0.75, 1.25]
x02 = float(input()) P jx02: [-0.75, -0.25]
x03 = float(input()) (X) x03: [0.5, 1]
x04 = float(input()) . [-0. ]
x05 = float(input()) x05: [0.5, 1]
ReLU((0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834))
ReLU( (0.113805 0.064486 0.090701 2.123338 0.076374 1.651132 0.828711))
ReLU( (0.755487 0.224640 0.344943 2.619876 0.346636 1.418635 0.686885))
ReLU( (1.803209 1.222249 2.725716 3.489653
ReLU( (1.958950 2.388245 2.245851 3.834811
ReLU((1.958103 2.273354 0.662405 4.211086
ReLU( (1.735994 0.666507 3.192344 2.627086
ReLU( (2.327110 2.685314 1.424807 3.695113
ReLU( (2.147212 2.285599 2.665507 4.299974
ReLU( (2.296390 1.980387 2.945360 4.096463))
ReLU( (-0.552155 0.828226 0.495998 )
ReLU( (-2.509773 1.199384 0.245429 5.024773))
x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500) _
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500) 1VI()()-X5O"X51[:[O’C°]

23



Local Robustness Verification X, [a, b]

a,b e R

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())

P(x):

x01:[0.75, 1.25]

x02: [-0.75, -0.25]
x03: [0.5, 1]

]

x05 = float(input()) x05: [0.5, 1]
0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834
x10 -> [0.52, 2.78]
ReLU ( )
ReLU((0.113805 0.064486 0.090701 2.123338 0.076374 1.651132 0.828711))
x11 -> [0, 0.64]
ReLU((0.755487 0.224640 0.344943 2.619876 0.346636 1.418635 0.686885))

x12 -> [1.45, 4.30]

(-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500) _
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500) M(X): iR

>
U0
i



x01:[0.75, 1.25]

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())

mx02: [-0.75, -0.25]
P(X): wgp [0.5, 1]
]

x05 = float(input()) x05: [0.5, 1]
ReLU((0.120875 0.065404 0.097862
ReLU((0.113805 0.064486 0.090701
ReLU((0.755487 0.224640 0.344943

x10 -> [0.52, 2.78]  x11 ->[0,0.64]  x12 -> [1.45, 4.30]
ReLU((1.803209 1.222249 2.725716
ReLU((1.958950 2.388245 2.245851
ReLU((1.958103 2.273354 0.662405

x20 -> [1.39, 14.03]
x30 -> [0.08, 47.95]

x21 -> [0.43, 12.80]
x31 -> [0.71, 71.23]

ReLU((2.296390 1.980387 2.945360
ReLU( (-0.552155 0.828226 0.495998
ReLU( (-2.509773 1.199384 0.245429
x40 -> [0, 452.83] x41->[0,0]  x42 -> [0, 90.26]
x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 +
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 +

x22 -> [0, 5.54]
x32 -> [0, 69.86]

(

Local Robustness Verification

2.030051 0.101956 2.103565
2.123338 0.076374 1.651132
2.619876 0.346636 1.418635
3.489653))
3.834811))
4.211086))
4.096463))
)
5.024773))
(2500) .
2200) I7L6:9H-71 .23, 5000.0] C [0, =]

J

a,b e R

1.623834))
0.828711
0.686885))

x; ;> la, b]

)
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Local Robustness Verification E;;

X i >

/ la,b] a,b & A

x00 = float(input())
01 = float(input())

£02 = float(input()) P(x) 0 X004 JxUl wao- 1 V2 x03: § ¥ x04: 4 104 x05: { *%

203 = float(input()) P(X): 0k " [0.75,1.25] )| [-0.75, — 0.25] ") [0.5,1] "] [-0.5,0] | [0.5,1]

x04 = float(input())

x05 = float(input())

[0.5,1]

ReLU((0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834))
ReLU((0.113805 0.064486 0.090701 2.123338 0.076374 1.651132 0.828711))
ReLU((0.755487 0.224640 0.344943 2.619876 0.346636 1.418635 0.686885))
ReLU((1.803209 1.222249 2.725716 3.489653

ReLU((1.958950 2.388245 2.245851 3.834811

ReLU((1.958103 2.273354 0.662405 4.211086

ReLU((1.735994 0.666507 3.192344 2.627086

ReLU((2.327110 2.685314 1.424807 3.695113

ReLU((2.147212 2.285599 2.665507 4.299974

ReLU((2.296390 1.980387 2.945360 4.096463))

ReLU((-0.552155 0.828226 0.495998 )

ReLU((-2.509773 1.199384 0.245429 5.024773))

x50 = (=2.278012)*x40 + (0.180652)%x41 + (-16.663048)%x42 + (2500) . T
%51 = (2.278012)%x40 + (-0.180652)%x41 + (16.663048)*x42 + (-2500) X50'X51 C [0, oo]



Local Robustness Verification E;;

X ;>

/ la,b] a,b & A

x00 = float(input())

x01 = float(input()) <00 01 AP x03 x04 x05
x02 = float(input()) ] : : . ; : :

%03 = float(input()) XOO'{[O.S,I] X01'{[0.75,1.25] XOQ'{[—0.75,—0.25] XOS'{[O.S,l] XO4'{[—O.5,O] XO5'{[0.5,1]
x04 = float(input())

x05 = float(input())

0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834
. {(0.120875) *x00 + (0.065404) * x01 + (0.097862) * x02 4+ (2.030051) * x03 4+ (0.101956) * x04 + (=2.103565) * x05 + (1.623834)

[0.52, 2.78]

ReLU ( )
X - >
x10: l,]
[0.52, 2.78]
X : = Rel U
L] X: .
[a, b]  ’ l,]
x50 = (=-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500) 'xij =
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500) X5O'X51 C [0, o0]



Local Robustness Verification E;;

X i >

/ la,b] a,b & A

x00 = float(input())

x01 = float(input())

x02 = float(input()) P .00 x00 01 x01 02 x02 03 x03 04 x04 %05- x05

%03 = float(input()) (X)) ATt " [0.75,1.25] "\ [=0.75, — 0.25] "1 [0.5,1] "\ [=0.5,0] "1 [0.5,1]

x04 = float(input())

x05 = float(input())
ReLU((0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834))
ReLU((0.113805 0.064486 0.090701 2.123338 0.076374 1.651132 0.828711))
ReLU((0.755487 0.224640 0.344943 2.619876 0.346636 1.418635 0.686885))

.. x11 ..

19 {[0.52, 2781 XM {[o, 0.641 1% {[1.45, 4.30)

ReLU((2.296390 1.980387 2.945360 4.096463))
ReLU((-0.552155 0.828226 0.495998 )
ReLU((-2.509773 1.199384 0.245429 5.024773))

{60.23*x00+ . —11.6*x054+50.67 *x11 + 18 *x22 — 96.25 {
x40: x41:

[47.02, 398.89)] 0,0 * { [0, 3.82]

(-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500) VY6 M50 - x51: { — 33.32 % x42 + 5438.52
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500) (X) "\ [3078.07, 4785.79] C [0,0]

x50
x51

29
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Safety Verification

I: input specification

O: output specification

Sd=ef{t\t0|=1=>tw|:0}

& is the set of all executions that satisfy the specification

MES o [[M]CS MES <M CM]FCS

31



Safety Verification

x00
x01
x02
x03
x04
x05

x50
x51

float (input())
float(input())
float(input())
float(input())
float(input())
float (input())

ReLU((0.120875
ReLU((0.113805
ReLU( (0.755487

ReLU((1.803209
ReLU((1.958950

=

ReLU(

ReLU (
ReLU(
ReLU (

ReLU(
ReLU (
ReLU (

(-2.278012)*x40 +

.958103

. 735994
.327110
147212

296390

0.552155
2.509773

.065404
.064486
.224640

.222249
.388245
.273354

.666507
.685314
.285599

.980387
0.828226
1.199384

(0.180652)*x41 +

.097862
.090701
.344943

. 725716
.245851
.662405

.192344
.424807
.665507

.945360
0.495998
0.245429

(-16.663048)*x42 +

2.030051
2.123338
2.619876

w

5.024773

(2500)

(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

.489653
.834811
.211086

.627086
.695113
.299974

.096463

p

)

LN RN
IA |IA
ol
— | —h

4
A [IA [IA
@)
ORDIN|=2|O
A [IA [IA {IA [IA[IA
—h

| |

—
XXX | X [X
o o
— —

0.101956 2.103565
0.076374 1.651132
0.346636 1.418635

O:

1.623834
0.828711
0.686885

)
)

)
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Abstract Interpretation
3-Step Recipe

practical tools
targeting specific programs

abstract semantics, abstract domains

algorithmic approaches to decide program properties

concrete semantics
mathematical models of the program behavior
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Safety Verification

xX00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

(@) start from an abstraction
of all possible inputs

ReLU( (0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834))
ReLU( (0.113805 0.064486 0.090701 2.123338 0.076374 1.651132 0.828711))
ReLU( (0.755487 0.224640 0.344943 2.619876 0.346636 1.418635 0.686885))
ReLU( (1.803209 222249 .725716 .489653

ReLU( (1.958950 .388245 .245851 3.834811))

ReLU( (1.958103 .273354 .662405 .211086)) forwards

ReLU( (1.735994 666507 .192344 .627086

ReLU( (2.327110 .685314 .424807 695113

ReLU( (2.147212 .285599 665507 299974

ReLU( (2.296390 1.980387 2.945360 4.096463)) B check e

ReLU( (-0.552155 0.828226 0.495998 ) check output for inclusion

ReLU( (-2.509773 1.199384 0.245429 5.024773)) in expected output:

included — safe

x50 (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500) otherwise — [ alarm

x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)




Safety Verification [E,

x00 = float(input())

x01 = float(input())

x02 = float(input())

x03 = float(input())

x04 = float(input())

x05 = float(input())
ReLU((0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834))
ReLU((0.113805 0.064486 0.090701 2.123338 0.076374 1.651132 0.828711))
ReLU((0.755487 0.224640 0.344943 2.619876 0.346636 1.418635 0.686885))

x10 xl1 x12
<10 {[o, 6.147 {[o, 3201 {[o, 5.02]

ReLU( (2.296390 1.980387 2.945360 4.096463))
ReLU( (-0.552155 0.828226 0.495998 )
ReLU( (-2.509773 1.199384 0.245429 5.024773))

x41:

[0, 1054.08] "1 10.0] [0, 191.11]

(-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500) o M50 - x51: (—4.56) * x40 + (—33.33) *x42 + 5000
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500) - "\ [-6171.35, 5000.0] = [0,00]

10 {x40 {(—0.552155)*x30+(—O.828226)*x31+(—O.495998)*x32 " {x42
X . :

x50
x51
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Safety Verification L. U]

X - >

K [a, D] a,b e R

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

{ [x00,x00] { [xO1,x01] { [x02,x02] { [x03,x03] { [x04,x04 ]
; x01: x02: x03: x04:

[—1,1] [—1,1] [—1,1] [—1,1] [—1,1]

ReLU((0.120875 .065404 .097862 2.030051 0.101956 2.103565 1.623834))
ReLU((0.113805 .064486 .090701 2.123338 0.076374 1.651132 0.828711))
ReLU((0.755487 .224640 .344943 2.619876 0.346636 1.418635 0.686885))
ReLU((1.803209 .222249 . 725716 3.489653

ReLU((1.958950 .388245 .245851 3.834811

ReLU((1.958103 .273354 .662405 4.211086

ReLU((1.735994 .666507 .192344 2.627086

ReLU((2.327110 .685314 .424807 3.695113

ReLU((2.147212 .285599 .665507 4.299974

ReLU((2.296390 .980387 .945360 4.096463))

ReLU((-0.552155 0.828226 0.495998 )

ReLU((-2.509773 1.199384 0.245429 5.024773))

x50 = (=-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

O R50 - x51 C [0, oo]



Safety Verification (ML, Uy

x00 = float(input())

x01 = float(input())

%02 = float(input()) . [x00,x00] 01 [x01,x01] - 0p- [x02,x02] 03 [x03,x03] 04 [x04,x04] 05 [x05,x05]
x03 = float(input()) I\ [-11] \[=1,1] \[=1,1] | [=1,1] | [=1,1] "\ [-1.1]
x04 = float(input())

x05 = float(input())

0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834

[(0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 + (2.030051) * x03 + (0.101956) * x04 + (—2.103565) * x05 + (1.623834),
(0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 + (2.030051) *x03 4+ (0.101956) * x04 + (—2.103565) * x05 + (1.623834)]
[—2.90, 6.14]

x50
x51

(-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500) _
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500) O Hx50 - x51 C [0, 0]
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Safety Verification (LU

x00 = float(input())

x01 = float(input())

%02 = float(input()) T [x00,x00] 01 [x01,x01] - 0p- [x02,x02] 03 [x03,x03] 04 [x04,x04] 05 [x05,x05]
x03 = float(input()) I\ [-11] \[=1,1] \[=1,1] | [=1,1] \ [=1,1] "\ [-1.1]
x04 = float(input())

x05 = float(input())

0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834

[(0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 + (2.030051) * x03 + (0.101956) * x04 + (—2.103565) * x05 + (1.623834),
x10”: 5 (0.120875) * x00 + (0.065404) * x01 + (0.097862) * x02 4+ (2.030051) * x03 + (0.101956) * x04 + (—2.103565) * x035 + (1.623834)]
[—2.90, 6.14]

ReLU ( )

[x10°,0.68 * x10"+ 1.97]
[—2.90, 6.14]

Xij Rel U

 »

x50 = (=-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500) _
(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500) @ Bx50 - x5+ C [0, o]

x51
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Safety Verification 1

Y a, b]

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())

Safety Verification

e
X; > ’
/ la,b] a,b e A

x05 = flOat(lHPUt()) x00 = float(input())
x01 float(input())
x02 float(input())

ReLU((0.120875 H x03 = float(input()) 365
x04 float(input())
ReLU( 0.113805 H x05 = float(input()) 132
ReLU( O ° 755487 H ReLU((0.120875 0.065404 0.097862 2.030051 0.101956 2.103565 1.623834)) ;5
ReLU((0.113805 0.064486 0.090701 2.123338 0.076374 1.651132 0.828711))
ReLU((0.755487 0.224640 0.344943 2.619876 0.346636 1.418635 0.686885))

[x10°,0.68 *x10"+ 1.9

%10 xl1 x12
A {[o, 6.14] X" {[o, 3291 X {[0, 5.02]

[—2.90, 6.14]

ReLU( (2.296390 1.980387 2.945360 4.096463))

ReLU((-0.552155 0.828226 0.495998 )

ReLU((-2.509773 1.199384 0.245429 5.024773))
ReLU( (2.296390 \ P {)[(301054 T {(—0.552155)*x30+(—0.828226) #x31 + (—0.495998) * x32

, . 0,0
ReLU( (-0.552155 i . .
x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)%x42 + (2500) i s (—4.56) * x40 + (—=33.33) *x42 + 5000

ReLU ( 2.509773 x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*%x42 + (-2500) O:3 "\ [-6171.35, 5000.0] C [0,00]

[x40,0.67 * x40’ + 313 .
[—467.10, 950.38] (LU, 115.65] \ [—192.2U, 102.U7]

x50 = (=2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

[x04,x04]

[—1,1]

O: st {[—1424.80, 9072.12] E [0,00]

wP l]ij]

a,be R

[x05,x035]
[__191]

x05

1.623834))
0.828711))
0.686885))
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Reduced Product Domain

max(:., 2.), min(0, 0 ) \_/ max(., <), min(0, 1)



Safety Verification

x00 = float(input())
x01 = float(input()) x00 x01 x02 x03 x04 x05
x02 = float(input()) | Bx00: < [x00,x00] x01: < [xO1,x01] x02: ¢ [x02,x02] x03: § [x03,x03] x04: < [x04,x04] x05: < [x05,x05]

x03 = float(input())
x04 = float(input()) [— 1,1} [— 1,1} [—1,1] [—1,1] [— 1,1} [—1,1]

x05 = float(input())

ReLU((0.120875 .065404 .097862 2.030051 0.101956 2.103565 1.623834))
ReLU((0.113805 .064486 .090701 2.123338 0.076374 1.651132 0.828711))
ReLU((0.755487 .224640 .344943 2.619876 0.346636 1.418635 0.686885))
ReLU((1.803209 .222249 . 725716 3.489653

ReLU((1.958950 .388245 .245851 3.834811

ReLU((1.958103 .273354 .662405 4.211086

ReLU((1.735994 .666507 .192344 2.627086

ReLU((2.327110 .685314 .424807 3.695113

ReLU((2.147212 .285599 .665507 4.299974

ReLU((2.296390 .980387 .945360 4.096463))

ReLU((-0.552155 0.828226 0.495998 )

ReLU((-2.509773 1.199384 0.245429 5.024773))

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (2500)
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-2500)

@ Hx50 - x51: { 670.04, 5000.0] T [0,00]




Safety Verification

UPII 9ot

¢ 1 5 :
. > . T p)
Hp () 2 g Q O O O

Efficient bound propagation (CROWN) GPU optimized relaxation (a-CROWN)  Parallel branch and bound (8-CROWN)
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Safety Verification

L2
A
(0, 2)
(_270) (270)
- L1
(Oa _2>
\

(a) Input shape

Z = X1 + T2

(0,2, —2)

(b) 1-RelLU

(1727 _2)
(2,1, —2)
(2707 _2)

Y1

Y2
*
(0,2, 2)
(0,0, 2)
. — 214 o (2,0,2)
(¢) 2-RelLU

(0,0, —2)

Y1

43



GO AROUND LANDING

Robustness

) LANDING
Safety -
GO AROUND |
‘ - ZE__‘

Hypersafety
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Runway Overrun Warning
HyperSafety of Neural Network Surrogate

-
]

;

LANDING GO AROUND




Hyperproperty Verification

1: Input abstraction

p: output abstraction

o d€f {T | V.t € T: nty) = nlt) = pt,) = p%)}

/ is the set of all executions that satisfy abstract non-interference with respect to 77 and p

Theorem

MEFXH o [M)|e X < {[M]) CH MEFX < {[M]) C[M]PCH
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x00
x01
x02
x03
x04
x05

x50
x51

float (input())
float(input())
float(input())
float(input())
float(input())
float (input())

120875
113805
755487

ReLU( (0.
ReLU( (0.
ReLU((O.

803209
958950
958103

ReLU( (1.
ReLU((1.
ReLU( (1.

735994
327110
147212

ReLU((1.
ReLU( (2.
ReLU( (2.

.296390
0.552155
2.509773

ReLU( (2
ReLU (
ReLU (

(-2.278012)*x40 +

0.065404
0.064486
0.224640

1.222249
2.388245
2.273354

0.666507
2.685314
2.285599

1.980387
0.828226
1.199384

(0.180652)*x41 +

0.097862
0.090701
0.344943

2.725716
2.245851
0.662405

3.192344
1.424807
2.665507

2.945360
0.495998
0.245429

(-16.663048)*x42 +

2.030051
2.123338
2.619876

O
3.
4

w

5.024773))

(1864)

(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

489653))
834811))

.096463

.211086))

.627086))
.695113))
.299974))

)

Abstract Non-Interference Verification

n:
00) = x0
(x01) = x01
ALTITUDE eI
(x03) = x0
(x04) = x0
x05) = x05
0.101956 2.103565 1.623834))
0.076374 1.651132 0.828711))
0.346636 1.418635 0.686885))

“the risk of a runway overrun does
not change when only varying the
altitude at which it is measured (in the
expected range) and nothing else”

p:
p(x50) = 1if x50 > x51 else 0

p(x51) = 1ifx51 > x50 else O
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Abstract Interpretation

practical tools
targeting specific programs

concrete semantics
mathematical models of the program behavior
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Abstract Interpretation

concrete semantics

mathematical models of the program behavior
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Dependency Semantics

[M] .,
o o . input
x01 = ( ()) O o
x02 = (input())
x03 = (input())
<04 = (s ().
x05 = floas o - $ $ &
e
) T |Vt € T: ity = n(ty) = p(t,) = pit,) }
............................ [ prediction
............................ -
0 e
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fp: INPUL

opn Q€T : |
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s o
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“ a). F ) n
' rediction

[M]].

{T | V¢t
reT:
N
0) = 1(1) = p(
p(t,) =
E(té))}
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Hyperproperty Verification

7 C TV € Tonty) = n(eg) = pl,) = p(t,) |

L emma

MEZ <VIel: VA Be [M].: p(Alyn p(Bl) =

x02 x02

A

= n(Ay) M n(By) =




Abstract Interpretation
3-Step Recipe

practical tools
targeting specific programs

abstract semantics, abstract domains

algorithmic approaches to decide program properties

concrete semantics
mathematical models of the program behavior
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Hyperproperty Verification.....

x00
x01
x02
x03
x04
x05

x50
x51

float (input())
float(input())
float(input())
float(input())
float(input())
float(input())

ReLU((0.120875
ReLU((0.113805
ReLU( (0.755487

ReLU((1.803209
ReLU((1.958950

-

ReLU(

ReLU (
ReLU(
ReLU (

ReLU(
ReLU (
ReLU (

(-2.278012)*x40 +

.958103

. 735994
.327110
147212

296390

0.552155
2.509773

.065404
.064486
.224640

.222249
.388245
.273354

.666507
.685314
.285599

.980387
0.828226
1.199384

(0.180652)*x41 +

.097862
.090701
.344943

. 725716
.245851
.662405

.192344
.424807
.665507

.945360
0.495998
0.245429

(-16.663048)*x42 +

2.030051
2.123338
2.619876

w

5.024773))

(1864)

(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

.489653
.834811
.211086

.627086
.695113
.299974

.096463

h

)

(1) start from a partition
of the input space

0.101956 2.103565 1.623834))

0.076374 1.651132 0.828711))

0.346636 1.418635 0.686885))
forwards

@ check output for:
- unique classification
outcome — / safe
- abstract activation pattern
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Static Forward Analysis

x00
x01
x02
x03
x04
x05

x50
x51

float (input())
float(input())
float(input())
float(input())
float(input())
float (input())

120875
113805
755487

ReLU( (0.
ReLU( (0.
ReLU((O.

ReLU (
ReLU (
ReLU(

ReLU (
ReLU(
ReLU (

ReLU(
ReLU (
ReLU (

(-2.278012)*x40 +

.803209
. 958950
.958103

. 735994
.327110
147212

296390

0.552155
2.509773

n:

1.980
0.8
1.19

(0.180652)*x41 +

H-

104 0. 0.101956 2.103565 1.623834
186 0. 0.076374 1.651132 0.828711
540 0. 0.346636 1.418635 0.686885
49 2.7 16 3.4P653))
45 2.248)51 3.4€Pps11))
354 0.66ERO5 4.2R086)) a
I 1/ g several partitions share the
. e 48 2- QpI80)) 1 same abstract activation pattern
314 1.42807 3.48R113)) [y P
599 2. 66807 4.8W974)) &
387 2.944P60 4.@Ps63))
8226 95998 )
)384 0.f9)5429 5./524773))
: ; —V
(-16.663048)*x42 + (1864) /?.X501[1,1]

(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

)
)

)
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Hyperproperty Verification.....

xX00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

/ (1) check for disjunction

In corresponding input partitions:
disjoint — safe

otherwise — alarm

ReLU((0.120875 .065404 .097862 2.030051 0.101956 2.103565 1.623834))
ReLU( (0.113805 .064486 .090701 2.123338 0.076374 1.651132 0.828711))
ReLU( (0.755487 .224640 .344943 2.619876 0.346636 1.418635 0.686885))
ReLU((1.803209 .222249 725716 3.489653))

ReLU( (1.958950 .388245 .245851 3.834811))

ReLU( (1.958103 .273354 .662405 4.211086)) backwards

ReLU( (1.735994 .666507 .192344 2.627086))

ReLU( (2.327110 .685314 .424807 3.695113))

ReLU((2.147212 .285599 .665507 4.299974

ReLU( (2.296390 .980387 . 945360 4.096463))

ReLU( (-0.552155 0.828226 0.495998 )

ReLU( (-2.509773 1.199384 0.245429 5.024773)) (:)snanfmwnENwabsnacﬁon

for each possible

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864) classification outcome

x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)




Static Backward Analysis

x00
x01
x02
x03
x04
x05

x50
x51

float (input())
float(input())
float(input())
float(input())
float(input())

float(input())

ReLU(
ReLU (
ReLU (

ReLU (
ReLU (
ReLU(

ReLU (
ReLU(
ReLU (

ReLU(
ReLU (
ReLU (

(-2.278012)*x40 +
(2.278012)*x40 +

0.
0.
0.

120875
113805
755487

.803209
. 958950
.958103

. 735994
.327110
147212

296390

0.552155
2.509773

(

.065404
.064486
.224640

.222249
.388245
.273354

.666507
.685314
.285599

.980387
0.828226
1.199384

(0.180652)*x41 +

0.
0.
0.

-

097862
090701
344943

. 725716
.245851
.662405

.192344
.424807
.665507

.945360
0.495998
0.245429

(-16.663048)*x42 +
0.180652)*x41 + (16.663048)*x42 + (-1864)

2.030051
2.123338
2.619876

OF
S
4

w

5.024773))

(1864)

489653
834811

.211086
.627086
.695113
.299974))

.096463

(—4.556024) * x40 + (0.361304) * x41 + (=33.326096) * x42 + (3728) > 0

)

)

0.101956 2.103565 1.623834))
0.076374 1.651132 0.828711))
0.346636 1.418635 0.686885))
x40
x41 iEii
x42 X42 x42 x42

0 00 00 90 & 88 00 00

(4.556024) * x40 4+ (33.326096) * x42 — 3728 > (
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Static Backward Analysis

x00
x01
x02
x03
x04
x05

x50
x51

float (input())
float(input())
float(input())
float(input())
float(input())
= float(input())

.120875
.113805
755487

ReLU (
ReLU (
ReLU( (0.

o

ReLU((1.803209
ReLU((1.958950
ReLU((1.958103

=

2.296390
0.552155
2.509773

ReLU (
ReLU (
ReLU (

(-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)
(16.663048)*x42 + (-1864)

(2.278012)*x40 +

(

0

1

2

1

0.180652)*x41 +

9 #‘ 00 99

0.
0.
.224640

065404
064486

.222249
Z%

388245

.273354

.980387
0.828226
1.199384

-

.097862
.090701
.344943

. 725716
.245851
.662405

.945360
0.495998
0.245429

2.030051 0.101956 2.103565 1.623834))
2.123338 0.076374 1.651132 0.828711))
2.619876 0.346636 1.418635 0.686885))

3.489653))

3.834811)) ‘»‘» ‘»‘»

4.211086))

4.096463))

5.024773)) ' ' . '

(—4.556024) * x40 + (0.361304) * x41 + (=33.326096) * x42 + (3728) > 0

(4.556024) * x40 4+ (33.326096) * x42 — 3728 > (
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Abstract Interpretation

practical tools

targeting specific programs




000 98~ <~~~ ~0O

Hyperproperty Verification.....

x00
x01
x02
x03
x04
x05

x50
x51

float (input())
float(input())
float(input())
float(input())
float(input())
float(input())

ReLU((0.120875
ReLU((0.113805
ReLU( (0.755487

ReLU((1.803209
ReLU((1.958950

-

ReLU(

ReLU (
ReLU(
ReLU (

ReLU(
ReLU (
ReLU (

(-2.278012)*x40 +

.958103

. 735994
.327110
147212

296390

0.552155
2.509773

.065404
.064486
.224640

.222249
.388245
.273354

.666507
.685314
.285599

.980387
0.828226
1.199384

(0.180652)*x41 +

.097862
.090701
.344943

. 725716
.245851
.662405

.192344
.424807
.665507

.945360
0.495998
0.245429

(-16.663048)*x42 +

2.030051
2.123338
2.619876

w

5.024773))

(1864)

(2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

.489653
.834811
.211086

.627086
.695113
.299974

.096463

h

)

(D iteratively partition
the input space

0.101956 2.103565 1.623834

0.076374 1.651132 0.828711

0.346636 1.418635 0.686885
forwards

@ check output for:
- unique classification
outcome — safe
- abstract activation pattern

)
)

)
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Partitioning Strategies: Interval Range

n:
%01: [-1, 1]

ng [T1 :
x03: [-1,

x04: [0, 1] x04: [-1, O]x04: [0, 1]

x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1]

vV v




Partitioning Strategies: ReCIPH

{17*x00+9*x01 + ... +293*%x03 + 14 *x04 — 309 * x05
x50 - x51: : -

n:

o+ 139%Xx01 + .. + 205 % x04 + ...
x50 - x51: . -

x01: [-1, O] x01: [0, 1] x01: [-1, 0] x01: [0, 1]
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Input Refinement & Output Refinement

n-
x00: [-1, 1]§x50:

{ [—1362.398776, 3886.062977]

x50 - x51: { [—262.252316, 2501.513908]

> {[— 151.552777, 2332.647602]

v

x01: [-1, O] x01: [0, 1] x01: [-1, 0] x01: [0, 1]

%90°9 12385766878, 2593.282420]
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Input Refinement & Output Refinement

H-
x00: [-1, 1]§x50:
x01: [-1, 1]
x00: [-1, O] x02: T
x03: [-1, 1
x04: [-1, 1

{ [—1362.398776, 3886.062977]

o {[_ 1332.907174, 3866.085654]

x50 {[—1321.181337, 3858.035337]

e {[—2159.221645,4480.496955]

x04: [-1, O]@x04: [0, 1

worse bounds than starting
® from the entire input space!

x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, 0] x05: [0, 1] x05: [-1, O] x05: [0, 1] x05: [-1, O] x05: [0, 1]




Scalability-vs-Precision Tradeoff

--__ Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

1 2 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %
6 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %

0.5 2 76,9 % 89,2 % 100,0 % 100,0 % 100,0 % 100,0 %
6 84,4 % 89,9 % 100,0 % 100,0 % 100,0 % 100,0 %

--__ Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

2 0,08s 0,14s 0,26s 0,11s 0,26s 0,12s
6 0,16s 0,31s 0,51s 0,20s 0,35s 0,20s
0.5 2 8,88s 5,76s 2.,60s 1,61s 2,10s 1,61s
6 64,67s 40,90s 2,65s 1,63s 2,10s 1,62s
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Abductive Explanations (AXP).....si:

1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

R R R R A A

74



Computing One AXpP..cesie:

Drop (i.e., Free) AXp Condition
VALUE PERTURBATION LOCAL ROBUSTNESS

(1,2,3,4,5} > 1
SNRP (> 3 4,5} —
ReFE (3,4,5}) —
RCKR (4,5} —
Free 4 JRIRIN
Free 5 [KIEe




VeriX....

(a) Original “2”

(¢c) VERIX

%
i

OO0
)

o

s

%
O S O )
'éo_..@.@@.,. S

oS

OO
% )

X
£
AN %{.v
e e ek
OO
e
<

s
3 (.>'.<:.<'>f 0
%
OO

L0
5%

PO

’
(00
OO

_.:(\.

(e) 66299

1nto

64099

662?9

1nto

66399
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Abstract AXps

x00 = float(input())
x01 = float(input())
x02 = float(input())
x03 = float(input())
x04 = float(input())
x05 = float(input())

2.030051

5.024773))

(1864)

ReLU((0.120875 .065404 .
ReLU((0.113805 .064486 0.090701
ReLU((0.755487 .224640 0.344943
ReLU((1.803209 .222249 2.725716
ReLU((1.958950 .388245 2.245851
ReLU((1.958103 .273354 0.662405
ReLU((1.735994 .666507 3.192344
ReLU((2.327110 .685314 1.424807
ReLU((2.147212 .285599 2.665507
ReLU((2.296390 .980387 2.945360
ReLU((-0.552155 0.828226 0.495998
ReLU((-2.509773 1.199384 0.245429
x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 +
x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

2.123338
2.619876

489653

.627086
.695113
.299974

.096463

)

0.101956 2.103565 1.623834))
0.076374 1.651132 0.828711))
0.346636 1.418635 0.686885))
BOXES DEEPPOLY
x03, x05 } { xO3 }
{ x02, x04, x05 } { x05}
SYMBOLIC  beapucT

x00, x01, x02, x03

x03, x05 } x00, x02, x04

x03

I
N~

x02, x04, x05 }

£X00, x01, x03, x04 RS

’r’



Contrastive Explanations (CXp)....s.

. 4
R 2l
X 4




Computing One CXp ...

Drop (i.e., Fix) CXp Condition

-
- (LOCAL ROBUSTNESS)

{345}—>
AR (4,5} —
Fix 4. R

Fix 5: k0=




Computing One CXp ...

Drop (i.e., Fix)

CXp Condition
~
- (LOCAL ROBUSTNESS)

(1,2,3,4,5} — /1 10"
SN (1,2,3,4) —
Fix 4 RN
AR (1,2) >
(1,3}~
Fix 1 FERE
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Abstract CXps

X.
x00: 0.75

x00 = float(input())
x01 float(inpnt ()
x02
x03

04 Abstract AXps

x05

x00 = float(input())

x01 = float(input())

x02 = float(input()) <6

x03 = float(input()) S,

x04 = float(input()) Cy

x05 = float(input())
ReLU((0.120875 0.065404 2.030051
ReLU((0.113805 0.064486 0.090701 2.123338
ReLU((0.755487 0.224640 0.344943 2.619876
ReLU((1.803209 1.222249 2.725716 .489653
ReLU((1.958950 2.388245 2.245851
ReLU((1.958103 2.273354 0.662405
ReLU((1.735994 0.666507 3.192344 2.627086
ReLU((2.327110 2.685314 1.424807 3.695113
ReLU((2.147212 2.285599 2.665507 4.,299974
ReLU((2.296390 1.980387 2.945360 4.096463
ReLU((-0.552155 0.828226 0.495998 )
ReLU((-2.509773 1.199384 0.245429 5.024773

x50 = (-2.278012)*x40 + (0.180652)*x41 + (-16.663048)*x42 + (1864)

x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 + (-1864)

x50 T (=22 78012 A0 T (08060 R (C G 000 XA (L OOy —S—S_

x51 = (2.278012)*x40 + (-0.180652)*x41 + (16.663048)*x42 +

0.101956
0.076374
0.346636

2.103565
1.651132
1.418635

BOXES

{ x03, x05 }
x02, x04, x05

SYMBOLIC
{x00, x01, x02.x03 " 0% 300 04 |

x03, x05 }

x02, x04, x05 }

PRODUCT

{ x00, x01, x03, x04 }

1.101956
1.076374
1.346636

— BOXES

0.828711))

0.686885))
{ x03, x04 }

DEEPPOLY (x02. x03 )

DEEPPOLY
{ x03, x05 }

2.103565 1.623834))
1.651132 0.828711))
1.418635 0.686885))

SYMBOLIC

x03, x04
x02, x03
x02, x04, x05 }

X00, x05
x01, x05

{ x03, x05 }

PRODUCT

x02, x03, x05
{ x00, x03, x05 }

x03, x04, x05



Runway Overrun Warning

LANDING

{;‘“ GO AROUND
ﬁ.
s

Ve

LANDING | =

Verification and Explainability

Safety-Critical Neural Networks =

Partitioning Strategies: ReCIPH

17#x00 4+ 9*x01 + ... +293 *x03 + 14 * x04 — 309 * x05]

Scalability-vs-Precision Tradeoff

m . Boxes Symbolic DeepPoly Product
’ Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH
ractical tools = -
y o 46,9 % 46,9 % 68,8 % 87,5 % 90,6 % 90,6 %
_— . 76,9 % 89,2 % 100,0 % 100,0 % 100,0 % 100,0 %
J - x51: ’ 89,9 % 100,0 % 100,0 % 100,0 % 100,0 %

n ] n

targ etl ng SpeCIflC prOg ral I IS J e Symbolic DeepPoly Product

Input Range Partitioning ReCIPH Input Range Partitioning ReCIPH

x01: [-1, 0] x01: [0, 1] x01: [-1, 0] x01: [0, 1]

0,16s
8,88s
64,67s

0,14s
0,31s
5,76s
40,90s

0,26s
0,51s
2,60s
2,65s

0,11s
0,20s
1,61s
1,63s

0,26s
0,35s
2,10s
2,10s

0,12s
0,20s
1,61s
1,62s

Reduced Product Domain

Hyperproperty Verification

disjunction
ing input partitions:

ReLU(
ReLU(
ReLU(

ReLU(
ReLU(

ReLU( forwards backwards
ReLU(
ReLU(
ReLU(

ReLU(
ReLU( € ck output fo
ReLU( - unique classification abstraction
outcome — safe
= (- ) ) abstract activation pattern
(

classification outcome

Hyperproperty Verification

n def P ’ /
7y €T vir e Ton) = n) = pe,) = ) }

mathematical models {1000\
of the program lbehavior

(2 @

x02 x02
m ﬂl—‘
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