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—— Abstract

We introduce Abstract Lipschitz Continuity (ALC), a generalization of standard Lipschitz Continuity,
that ensures proportionally bounded differences in the semantic approzimations of outputs when the
semantic approximations of inputs differ slightly. ALC distinguishes between two complementary
notions of approximation: quantitative differences, expressed via pre-metrics, and qualitative (or
semantic) differences, captured through upper closure operators. ALC allows for reasoning about
bounded changes in output properties in settings where standard Lipschitz continuity is too restrictive
or inapplicable, such as in program analysis and verification, where understanding semantic properties
of inputs and outputs is of key importance.

In the specific context of programs, we formally relate ALC to other well-established program
properties, including (Partial) Completeness and (Abstract) program Robustness. Notably, we show
that ALC is a stronger requirement than Partial Completeness, a consolidated notion modeling
precision loss in program analysis.

Finally, we propose a language- and domain-agnostic deductive system, parametric on the
quantitative and semantic approximations of interest, for proving the ALC of programs. The
goal in designing this deductive system is to track the assumptions required for ALC to ensure a
compositional proof.
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1 Introduction

In mathematical analysis, Lipschitz continuity is a strong form of uniform continuity for
functions computing over metric spaces, which guarantees that changes in the output are
bounded proportionally to changes in the input. It finds numerous applications in various areas
of mathematics, including analysis, where it ensures uniform continuity and differentiable
properties [14], and optimization, where it plays a key role in convergence guarantees for
iterative algorithms [32]. In machine learning, it is used to study robustness, stability and

convergence of machine learning models, particularly in adversarial settings [15, 23, 24, 39)].

Lipschitz continuity is also relevant and interesting for software, notably to reason about
robustness of programs that execute on uncertain inputs [8, 9, 10].

The standard definition of Lipschitz continuity requires that both the input and output
spaces of a function (e.g., a program) be equipped with metrics, thereby assuming that
controlled variation can be meaningfully captured within the structure imposed by these
raw spaces. However, this requirement is often too rigid and fails to account for forms of
Lipschitz continuity that remain practically relevant in many important applications. In
particular, small changes in the raw representation may correspond to negligible or even
irrelevant semantic differences. Thus, the lack of a controlled function variation with respect
to the raw inputs does not preclude the possibility of a meaningful controlled variation:
variations may still be well-behaved when viewed through the lens of semantic properties
of the inputs and outputs (cf. Ex. 11). This is particularly relevant in many applications,
including machine learning [1, 19, 25] and program analysis and verification [13, 18, 36, 37],
where the focus often lies on the semantic properties of program inputs and outputs.

Our Contribution. To address these limitations, we introduce Abstract Lipschitz Continuity
(ALC), which ensures that small differences in semantic approzimations of inputs lead to
proportionally bounded differences in the semantic approzimations of outputs.

We formalize semantic (or qualitative) approximations as upper closure operators, which

are also used in the abstract interpretation framework to model domain abstractions [11, 12].

Values (e.g., character strings) are approximated by considering all other values sharing the

same semantic property (e.g., length), admitting an error semantically related to the data.

In other words, qualitative or semantic approximations add noise in the meaning of what is
approximated (cf. Sec. 3).

Abstract Lipschitz Continuity combines these semantic approximations with quantitative
approximations through their distance in general pre-metric spaces [7], i.e., not restricted to
metric spaces as the standard definition of Lipschitz continuity (cf. Sec. 3).

We relate ALC for programs to other important and well-studied properties such as
(Partial) Completeness in abstract interpretation [4, 7, 20] which limits the imprecision of
program analysis (cf. Sec. 4), as well as (Abstract) Robustness [19] in machine learning
(cf. Sec. 6). Notably, we show that any abstract Lipschitz continuous function is 0-partial
complete, meaning that it does not introduce imprecision — relative to the chosen distance
function — when computations are performed over semantic approximations of inputs.

Finally, we propose a novel deductive system for verifying ALC for programs, which
is parametric with respect to the chosen input and output semantic approximations and
distance functions (cf. Sec. 5). As a particular instance of our general deductive system,
when no input and output semantic approximation is performed (i.e., the input and output
semantic approximation functions are the identify functions), we find the deductive system
proposed by Chaudhuri et al. [9, 10] for proving program robustness.
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pre- quasisemi- pseudosemi- semi- quasi- pseudo- metric
(non-negativity) v v v v v v v
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(iff-identity) X 4 X v 4 X v
(symmetry) X X v 4 X v v
(triangle-inequality) X X X X 4 4 v
Example b o Spat Ssiz» 05 6,

Reference Ex. 20 Ex. 7 Ex. 7 Ex. 3, 11 Ex. 2

Figure 1 Metrics and their weakening.

2 Preliminaries

We review key preliminaries on metrics, Lipschitz continuity, and abstract interpretation.

Distances. Let R™ be the set of real numbers extended with the infinite symbol oo, such
that for all » € R, r < 0o. Let R>,, be the restriction of R to values greater or equal than
n € N. For instance, R} Z{reR|r>0}U{oco}.

» Definition 1 (Metric). Given a non-empty set L, a metric is a binary function § : L x L —
R with the following properties Vx,y,z € L:

(1) 6(z,y) = 0; (non-negativity)
(2) 2=y & d(z,y)=0; (iff-identity)
(3) 0(z,y) =6d(y,2); (symmetry)
(4) 0(z,y) <6(z,2) +6(2,y). (triangle-inequality)

The pair {L,0) is called a metric space.

» Example 2 (Euclidean Distance). Consider the set of real numbers R. We define the
distance d, between two real values z,y € R as the absolute value of their difference, i.e.,
do(z, y) = |2 — y|. This is the one-dimensional Euclidean distance, well-known to be a metric.

Due to their axioms, metrics are among the strongest types of distances. As we will see
in the next sections, depending on what kind of data we want to measure and its abstraction,
a distance may not satisfy one or more metric axioms.

A metric that does not satisfy symmetry is called a quasi-metric, while a metric that does
not satisfy the < implication of (iff-identity) is called a pseudo-metric. Semi-metrics satisfy
all the axioms except for the triangle inequality. The function ¢ is called a pre-metric if it
only satisfies (non-negativity) and the = implication of the (iff-identity), i.e., the (if-identity)
axiom. All the other metric axioms are not required, making the definition of pre-metric
one of the weakest possible distance function. By composing the words pseudo-, quasi- and
semi- we obtain different distance flavors by simply keeping the axioms that are satisfied by
all the combined words. For instance, a quasisemi-metric is a pre-metric that additionally
satisfies the (iff-identity), while a pseudosemi-metric only satisfies (symmetry) other than
(if-identity). Fig. 1 summarizes the above distance notions and their properties. The last
two rows display the distance symbol and the example in which the distance is defined and
used for the first time. We will occasionally use the subscript §p in cases where the set L
may not be immediately clear from the context. The same convention will be adopted to
orderings <. From this point forward, whenever we say that a function § is a distance, we
assume that it satisfies, at least, the axioms of a pre-metric.
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» Example 3 (Size Distance). Consider the powerset p(L) of a set L. We write size(S) for
the number of elements in the set S € p(L). We define the distance d,;,: 9(L) x p(L) — R™
between two sets 51,52 € p(L) as the absolute value of the difference in their size, i.e.,
0, (81, 85) = |size(Sy) — size(Sy)|. Note that d,;,

the (iff-identity) axiom: two sets may have the same size yet being different.

is a pseudo-metric since it does not satisfy

Lipschitz Continuity. In mathematical analysis, Lipschitz continuity is a strong form of
uniform continuity of functions that establishes a quantitative relationship between changes to
the inputs of a function and its outputs. Specifically, it imposes that perturbations to the in-
puts of a function lead to at most proportional changes to its outputs. The standard definition
of Lipschitz continuity assumes that both the input and output domains are metric spaces.

» Definition 4 (Lipschitz Continuity). Let (C,dc) and (D, dp) be metric spaces. Let k € Rxo.
A function f : C — D satisfies k-Lipschitz continuity w.r.t. (e, dp) if and only if:

Yo,y € C:op(f(2),f(y) < kde(z,y).

A function f satisfies Lipschitz continuity w.r.t. (dc,dp) if and only if there exists k € R>g
such that f satisfies k-Lipschitz continuity w.r.t. (e, dp).

The Lipschitz constant k& provides an upper bound on the rate of change for the output of the
function f, i.e., U (@).f(¥))/sc(x,y) < k. Note that, k-Lipschitz continuity can be equivalently
formulated as follows:

Vo, y € C:Ve' > 0: dc(x,y) <&’ = &(f(2),f(y)) < ke’

Abstract Interpretation. Abstract interpretation [11] provides a general framework for
approximating functions by interpreting them over an abstract domain A rather than their
exact concrete domain C. It is particularly useful in settings where exact computations are
infeasible: decidability is obtained in exchange of an unavoidable information loss. We thus
say that A is an abstraction of C. Abstractions, originally defined using Galois insertions [11],
can equivalently be expressed in terms of upper closure operators [12] (ucos or closures, for
short), a formulation we adopt in this work.

» Definition 5 (Upper Closure Operator). An upper closure operator (uco) on a partially
ordered set (poset, for short) (C,=) is a function p: C — C with the following properties
Ve,c' € C:

(i) ¢ X = plc) X p(c); (monotonicity)
(i) ¢ = p(c); (extensivity)
(@ii) p(p(c)) = p(c). (idempotence)

A key property of closures is that they are uniquely determined by the set of their fixpoints
p(C) ={c € C| p(c) = c}. The set of all upper closure operators on C' is denoted by
uco(C'). As an example, the closure Sign € uco(p(Z)) abstracts a set of integers by discarding
all information except the sign of its values, except when the set contains only the value 0.
The closure is defined by the set of fixpoints:

Sign(p(2)) ={2.{0},{z€Z | 2<0}.{z€Z|22>0},Z}
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3  Abstract Lipschitz Continuity

Semantic and Quantitative Approximations. In many domains, approximations are a
fundamental tool for simplifying reasoning while preserving essential properties. Broadly,
we can distinguish between qualitative (or semantic) approximations, and quantitative
approximations.

Qualitative approximations preserve properties of the approximated data. For instance,
let Int: p(Z) — p(Z) be the function that transforms a set of integers S € p(Z) into the
smallest interval [I,u] = {i € Z | | < i < u} that contains it, namely such that S C [I, u],
where | € ZU {—0c0}, u € ZU {400} and I < u. So, for instance, the set of integers {0, 1,4}
can be semantically approximated by the interval [0, 4] through Int. More formally, qualitative
approximations can be modeled using upper closure operators (e.g., Int € uco(p(Z))). Given
a poset (C, =) and p € uco(C), an element z € C is semantically approximated by p(z),
and the set {y € C | p(y) = p(z)} represents all elements in C sharing the same semantic
approximation as z. Continuing the example, the set {{0,4}, {0,1,4}, {0,2,4}, {0,3,4},
{0,1,2,4}, {0,1,3,4}, {0,1,2,3,4}} contains all the sets of integers S such that Int(S) = [0, 4].

Quantitative approximations preserve closeness of the approximated data, typically
measured using a distance function in a suitable topological space. More formally, given a
pre-metric space (C,d) and a fixed constant ¢ € R, an element z € C is quantitatively
approximated by any element in the set {y € C'| §(z,y) < €}. For instance, using the size
distance d,,, (cf. Ex. 3), we may approximate the set {0,1,4} by any set of integers whose
maximum distance from it is at most € = 1, e.g. by the set {0,1} or {5,6,8,10}.

By combining the two forms of approximation, we obtain a general approximation that
incorporates a quantitative error within a qualitative abstraction, while still keeping the two
types of approximations distinct. Let (C, <) be a poset and (C,J) be a pre-metric space,
and let p € uco(C') be an abstraction. We define §”: €' x C' — RZ} as:

5 (z,y) = 5(p(z), p(y))

that is, §” calculates the distance between the semantic approximations of z and y with
p. Clearly, when considering the identity function id € uco(C) as abstraction (i.e., Vz €
C. id(z) = z), it holds that §°¢(z, y) = §(z, y) for any =,y € C. Note that even if the distance
J satisfies the (iff-identity) axiom (thus qualifying as a quasisemi-metric), the derived distance
0 may no longer satisfy this axiom due to the input approximation introduced by p. This
observation also highlights why requiring metric spaces in Def. 4 would be overly restrictive
when aiming to define a distance that accounts for both forms of approximation. Nevertheless,
0P remains a pre-metric.

» Proposition 6. Let (C, =) be a poset and let p € uco(C). If (C,6) is a pre-metric space,
then (C,6P) is also a pre-metric space.

» Example 7 (Path-Length Distance). Let us consider the poset (p(Z),C) and the closure

Int € uco(p(Z)). We define the path-length distance d,,,: p(Z) X p(Z) — N> as follows:
)

pat (515 52) =k with k e Nif §; € S5 V S5 C S; and Sy has k more elements than S; or

viceversa. For all other cases, the distance is co. So, for instance, d,,,({0, 1,4},{0,1,4,10}) =
dat(10,1,4,10},{0,1,4}) = 1 because {0,1,4,10} has one more integer than {0, 1,4} namely
the number 10, while ¢,,,({0,1,4},{1,4,10}) = oo because both {0,1,4} Z {1,4,10} and

‘pat

{0,1,4} 2 {1,4,10} hold. Note that d,,, may differ from d,;, even between comparable
sets: 0,5 (Z50,Z>0) = 1 # o0 = §,;,(Z50,Z50)- In fact, (p(Z),C) can be seen as a

weighted graph where each edge has weight 1 and it connects two sets Sp, 52 such that
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ke’>0
7 — il 7
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(a) Controlled input/output semantic approximations. (b) Suppression of input semantic approximation.

Figure 2 Abstract Lipschitz Continuity.

S1 C Sy V Sy C S and there is no other set S’ such that S € S’ C S, vV S, C 8" C 9.

Then the distance d,,,(S51, S2) corresponds to the minimum weighted path between S and

Sy. The pair (p(Z),d,,,) forms a semi-metric space. It is not a metric space because d,,,
does not satisfy the triangle-inequality axiom: 9,,,({0,1,4},{1,4,10}) =co £2=1+1=
et (10,1,4},{0,1,4,10}) + 6,,,({0,1,4,10}, {1,4,10}).

By considering the interval abstraction Int € uco(p(Z)), we can combine the two forms of
approximation, namely 4,,, and Int, into (51')255: this new distance calculates the number of
more elements between two interval abstractions rather than considering the original input
sets. Note that 51',[‘1'; loses the (iff-identity) axiom as one interval might represent more than

one set in p(Z), thus (p(Z2), 5;’;@) forms a pseudosemi-metric space.

We can now formally define general approximations.

» Definition 8 (General Approximation). Let (C, =) be a poset and (C, J) be a pre-metric space,
and let p € uco(C). An element z € C is semantically approzimated with p and quantitatively
approzimated by 0, up to e € RSy, by any element in the set {y € C | 6*(z,y) < e}.

Continuing Ex. 7, the set {0, 1,4} can be semantically and quantitatively approximated

by gyt and € = 1 in any set in

{S € p(2) |60 ({0,1,4},5) <1} = {S € p(Z) | Int(5) = [~1,4] V Int(S) = [0, 5]}
Abstract Lipschitz Continuity. When approximations are introduced to the inputs of a
function (e.g., a program), they propagate through its computations, affecting the output.
Understanding how approximations evolve during computations provides insight into the
behavior of the function (e.g., the program).

Abstract Lipschitz Continuity (ALC) imposes a controlled (linear) error propagation from
a general approximation of the inputs to the general approzimation of the result of a function
computation (cf. Fig. 2a).

» Definition 9 (Abstract Lipschitz Continuity). Let (C, =¢) and (D,=p) be the input and
output domains (posets), respectively. Let (C,d¢) and (D,dp) be pre-metric spaces. Let
1 € uco(C) and p € uco(D) be the abstractions of the input and output domains, respectively,
and k € R>g. A function f: C — D satisfies Abstract k-Lipschitz Continuity (k-ALC, for
short) w.r.t. (6¢,08) when:

Yo,y € C.66(f(2),f(y) < kég(z,y)

A function f satisfies Abstract Lipschitz Continuity (ALC) if and only if there exists k € R
such that f satisfies Abstract k-Lipschitz Continuity.
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When k-ALC holds, the constant k& will be called the abstract Lipschitz constant.

Note the difference between Def. 4 of Lipschitz Continuity, and Def. 9 of Abstract Lipschitz
Continuity. The former states that the quantitative (metric) distance between two function
outputs is at most k times the quantitative (metric) distance between the inputs. The
latter captures that the quantitative distance between the semantic approximations (i.e.,
the properties) of two function outputs (65 (f(z),f(y))) is at most k times the quantitative
distance between the semantic approximations of the inputs (6¢(z,y)). The two definitions
naturally coincide when both (C, d,) and (D, d,) are metric-spaces, and the input and output
domain abstractions introduce no semantic approximation, namely when 1 = p = id. In this
specific scenario, requiring Lipschitz Continuity w.r.t. (Js,dp) is equivalent to requiring ALC
w.r.t. (648, 654). This also explains why Def. 9 is a generalization of Def. 4 when the input
and output domains are considered as posets.

Abstract 0-Lipschitz Continuity represents another special case in which the function
computation completely suppresses the input property approximation (cf. Fig. 2b).

Similarly to the concrete definition of k-Lipschitz Continuity (cf. Def. 4), k-ALC can be
equivalently reformulated as follows:

» Proposition 10. Consider the premises of Def. 9. A function f: C — D satisfies k-ALC
w.r.t. {6d,08) if and only if: Vz,y € C.Ve' > 0.5](z,y) <& = o5(f(z),f(y)) < ke'.

» Example 11. Let X be a chosen alphabet (finite set of characters) and let ¥* be the
Kleene closure of ¥, i.e., the set of all strings of finite length over 3. We write length(w) to
denote the length of the string w € ¥*. We consider the poset (p(X*), C) and the semantic
property Prefix € uco(p(X*)) which approximates a set W € p(X*) of finite strings with the
set of all prefixes of at least one string in W: Prefix(W) = {w € ©* | Ju’ € ©*: ww’ € W}.
We define &;: p(X*) x p(X*) — N*° to compute the absolute difference between the number
of string lengths in W; and Wa, namely:

8 (Wi, Wa) = 6,

512

({length(wy) | w1 € Wi}, {length(wz) | wy € Wa})

where ¢, is the size distance of Ex. 3, forming the pseudo-metric space (p(X*),d;). Given
|Wi| =m (e.g., Wi = {a}, with ny =1) and | Wa| = ng (e.g., Wa = {bb, ccc}, with ny = 2)
with, w.l.g., no > ny, then in the worst case all strings in both sets have different lengths,
therefore in general &, (W1, Wa) < ng — ny (in the example &, (Wi, We) =2 —1 =1). The
function f: p(X*) — p(X*) defined as f(W) = {wywy | wi, wy € W} concatenates all pairs
of strings in W. In the example, f(W1) = {aa}, while f(Wa) = {bbbb, bbcce, cccbb, ccccee}.
We can observe that, in the worst case, in f(W;) we have n;(n; + 1) different lengths (the 2
factor division comes from the fact |wyws| = |waw;|). In the example, we do have the worst
case, having ny(ng + 1) = 3 different lengths. Then we can show that & (f(W1), f(W2)) <
1(ng + m + 1)(n2 — n1), which implies that f cannot satisfy ALC w.r.t. (&7, &) since, in
the worst case, the distance o5 (f(W1), f(W2)) increases the distance & (Wi, Ws) by a factor
(3(n2 + my + 1)) which is not constant, as Lipschitz continuity would require.

Consider now &5 which adds all strings of smaller lengths up to the maximum length
present in the set. Then, if I = max{length(w) | w € W1} and l, = max{length(w) | w €
Wa}, we have &8fix(Wy, Wy) < I, — Iy (supposing w.l.g., l» > §). By definition, the longest
string in f(W;) has length 2[;, therefore, in general, we have

(%I?refiX(f(WILf(WQ)) <2l -2 < 252':3"efi><([/[/17 WQ)

which shows that f satisfies 2-ALC w.r.t. (§Erefx, gErefic),
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a € AExp, = € X, b € BExp [P1; Pa]c Z [Pa]o[Pi]c
Stm > c = skip|z:=a|b? [P1 @ Ps]c Z [Pi]c V [P2]c
Prog>P:u= c|P;P|P®P|P* [P*le = V{[P]"c | n € N}
(a) Language syntax. (b) Semantics of programs.

Figure 3 Syntax and semantics of Prog.

4  Abstract Lipschitz Continuity for Programs

Up to this point, the ALC notion has been defined for generic functions. In this section,
we focus on two specific aspects: (1) the application of ALC to programs, in particular, to
functions representing (monotone) semantics of programs; and (2) a comparison between
ALC and the notion of (Partial) Completeness in Abstract Interpretation, a well-established
property used to characterize precision loss in program analysis.

Programs. In the following, we will consider programs written in the language Prog of regular
commands [3, 33], which is general enough to cover deterministic imperative languages [3] as
well as other programming paradigms that include, e.g., non-deterministic and probabilistic
computations. The syntax of the language is given in Fig. 3a, where & denotes non-
deterministic choice and * is the Kleene closure. We completed the grammar in [3] with an
explicit grammar for basic commands in Stm (skip, variable assignments, Boolean tests), and
we assume a standard grammar for arithmetic expressions in AExp and Boolean expressions in
BExp. Variables z range from a denumerable set X while values v range from a denumerable
set V (e.g., integer or natural numbers).

We assume to have a concrete monotone semantics [c]|: C — C for basic commands
¢ € Stm on the complete lattice (C, <,V, A, T, L), where < is the partial order, V is the least
upper bound (lub), A the greatest lower bound (glb), T is the supremum of C and L is the
infimum of C. Then, the concrete semantics [-]: Prog — C — C for programs is inductively
defined on program syntax as in Fig 3b. It is easy to note that, for any program P € Prog,
[P] is monotone by construction. Given a program P € Prog, the semantics [P] is said to be
additive when it preserves arbitrary joins, i.e., V.S C C. \/{[P]c | ¢ € S} = [P}(V S).

» Example 12 (Collecting semantics). As an example, consider the complete lattice (p(M), C
,U,N,M, &) of program memories, where a program memory m € M is a function map-
ping variables to values, namely m: X — V. We can define a collecting big-step semantics
[P]: p(M) — p(M) for a program P € Prog as the standard predicate transformer semantics
on sets of program memories p(M). Assume a big-step evaluation semantics {}, for arithmetic
expressions and |y for Boolean expressions. Given a set of program memories S € p(M), the
semantics of basic commands is defined as:

[skip]S = S
[z:=a]SE {mz o] |meSAmY, v}

def

[b7]S={me S | mip tt}

The collecting semantics for basic commands is monotone by construction on the powerset
lattice of memories, and so [P] is also monotone for any program P € Prog. Moreover, it is
easy to note that [P]: p(M) — ©(M) satisfies additivity as well.
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Abstract Lipschitz Continuity

We are now ready to instantiate Def. 9, originally stated for generic functions, to the
specific case of monotone semantic functions by employing the program semantics of interest
together with a chosen distance. Let (C, <) be a poset and (C, §) a pre-metric space over
the same domain. Let 7, p € uco(C) be the input and output abstractions, respectively, and
k € R>o. Consider a monotone program semantics [-]: Prog — C — C. We say that the
semantics [P] of a program P € Prog satisfies Abstract k-Lipschitz Continuity w.r.t. (6”,467):

Ver, ea € C.8°([P]er, [Pe2) < kd"(eq, c2)

(Partial) Completeness. Given a monotone function f: C' — D over posets (C, <¢) and
(D, =p) (such as the collecting big-step semantics [P]: (M) — p(M) defined above over
(p(M), C,U,N, M, @)), the abstractions n € uco(C) and p € uco(D) can be used to approx-
imate computations, thus defining an abstract version f%: n(C) — p(D) of f. An abstract
function ff: n(C) — p(D) is sound when pof =p ffon [11]. A sound by construction approx-
imation is f = pofon, called the best correct approzimation (bca) [12] of f. Any f% soundly
approximating f is, in fact, equal or less precise than the bea, formally: pof <p f <p flon [11].
In the following, we will often shorten the composition of functions such as pofon, by pfn.

A sound abstract computation f9: n(C) — p(D) performs a precise approximation of a
(concrete) monotone function f: C' — D whenever pf = f%. It has been proved that for a
precise abstract approximation to exist, the bea f = pofon must also be precise [12, 20]. In
particular, if £ is a precise abstract approximation of f then f% = f . Completeness [12, 20]
in abstract interpretation is a desirable property that ensures the existence of a precise
abstract approximation of a (concrete) monotone function f. Proving the completeness of f
means proving the bea f is precise. Formally,

» Definition 13 (Completeness [12, 20]). Let (C, <¢) and (D, =p) be posets, and let 1 € uco(C)
and p € uco(D) be the input and output abstractions, respectively. A monotone function
f: C = D satisfies Completeness w.r.t. (n,p) if and only if Vz € C: pf(z) = pfn(x).

In practice, Completeness is rarely satisfied. For this reason, Campion et al. [4, 6, 7]
introduced a weaker notion of completeness, called Partial Completeness, by the use of
pre-metrics compatible with the ordering of the underlying poset.

» Definition 14 (Order-Compatible Distance [7]). Let (L, <) be a poset. A distance 6 : Lx L —
R is said to be compatible with the ordering < or, in short, <-compatible, if and only if it
also satisfies the following property Vx,y,z € L:

z=y=<z = dx,y) <d(z,2) Ay, z) <z, 2). (chains-order)

A poset (L, <) equipped with a <-compatible distance 0 is called a distance compatible space
and is denoted by the triple (L, <,6).

The purpose of the (chains-order) axiom is to give a meaning to distances between
comparable elements. Notably, let flh and f; be sound abstract approximations of a concrete
monotone function f: C' — D, i.e., pof =p ff onand pof =<p f2h on. Ifflh is more precise than
f;, ie., flh =b f;, we expect a decrease in the imprecision (distance) with respect to the concrete
computation when using flh rather than fzh, ie,VzeD: 5(pf(:r),f1hn(x)) < §(pf(:r),f2un(:c)).

» Example 15. The poset (R, <) equipped with the Euclidean distance d, from Ex. 2 is a met-
ric compatible space. The poset {p(L), C) and the size distance 9,

S12

metric compatible space. In Ex. 7, (p(Z), C, 5;21} is a pseudosemi-metric compatible space.

from Ex. 3 form a pseudo-
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Def. 14 is general enough to be instantiated with other definitions of distances used in
the literature of abstract interpretation (see, e.g., [4, 26, 27, 35, 38]).
We can now recall the definition of e-Partial Completeness.

» Definition 16 (c-Partial Completeness [4, 7]). Let (C,=¢) be a poset and (D, =p,dp) be
a pre-metric compatible space, let n € uco(C) and p € uco(D) be the input and output
abstractions, respectively. Let € € RE,. A monotone function f : C' — D satisfies e-Partial
Completeness w.r.t. (n,88) if and only if ¥z € C: 58(f(z), fn(x)) < e.

The equality requirement of Def. 13 is relaxed by admitting a bounded imprecision, i.e. a
bounded distance, between pf(z) and the bea pfn(z) for all z € C, which must not exceed
€. The imprecision to be measured and bounded is encoded in the pre-metric <p-compatible
dp defined over the output domain D.

» Example 17. Let (p(Z), C, J,;,) be an instance of the pseudo-metric compatible space from
Ex. 3. Consider the program M: z := z mod 2 and its collecting semantics [M] : p(Z) —
©(Z). Let p = n = Int where Int € uco(p(Z)) is the interval abstraction defined in Sec. 3.

Then [M] does not satisfy Completeness w.r.t. (Int,Int) because for the input {2,4} we get:
Int([MI{2, 4}) = [0,0] € [0,1] = Int(IM{2,3,4}) = Int([M]Int({2, 4}))
However, if we allow an imprecision quantified by € = 1, we get:

0z (IMI{2, 4}, [M] (Int({2,4}))) = 4,:.([0, 0], [0,1]) <1

In particular, it is easy to note that 5"t ([M].S, [M](Int(S))) < 1, for all sets S € p(Z), which

S12

implies that [M] is 1-Partial Complete with respect to (Int, §!"t).

) Vsiz

It is worth noting that, if a function f is proved to satisfy Completeness for abstractions
(n,p), then f is also 0-Partial Complete for (n,0”) with respect to any pre-metric order-
compatible ¢ (thanks to the (if-identity) axiom). However, the converse does not hold if the
(iff-identity) axiom is not satisfied by §, e.g., when § is a pseudo-metric.

Abstract Lipschitz Continuity and Partial Completeness. It turns out that ALC (cf.
Def 9) is a much stronger requirement than Partial Completeness (cf. Def. 16) for a program
(semantics, or a monotone function). Indeed, satisfying ALC is sufficient to also satisfy
0-Partial Completeness:

» Theorem 18. Let (C,=c,dc) and (D, =p,dp) be pre-metric compatible spaces, let n €
uco(C), p € uco(D) be abstractions, and let k € R>g. Consider a monotone function
f:C — D. Then, if f satisfies k-ALC w.r.t. (5],85), it also satisfies 0-Partial Completeness
w.r.t. {n,08), namely:

Vz,y € C.o5(f(x),f(y) < ké(z,y)] = Nz e C.o65(f(x),fn(z)) <0

Proofs of the above result, as well as of the corollary below, are provided in Appendix A.
Knowing that a monotone function f is k-ALC for (§¢, 5) leads to conclude that the bea pfn
is O-partial complete for the same abstractions. Specifically, pfn will produce no imprecision
according to dp, when used to approximate f.

When ¢, is a quasisemi-metric, then the above result implies that pfn is a complete
approximation of f thanks to the (iff-identity) axiom.

» Corollary 19. If (D, =p,dp) is a quasisemi-metric compatible space then k-ALC w.r.t.
(6d,085) implies Completeness w.r.t. (n, p).
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Abstract Lipschitz Continuity

» Example 20. Let R be the following program:
(z>07z:=2—-1)®(z<0?;2:=2+1)

which increments all non-negative values by 1 and decrements all non-positive values by
1. Let us consider the program R*, which is the Kleene closure of R, and its collecting
semantics [R*] : p(Z) — p(Z). Let (p(Z),C,d) be a quasisemi-metric compatible space
where, for any two sets 51, 52 € p(Z), & (51,52) =5 (51, 82) (cf. Ex. 3)if S5 C s, o0
the distance - looses the (symmetry) and the (triangle-

sz
otherwise. Compared to §,,,,
inequality) axioms but gains the (iff-identity) z;xiom. Let us also consider again the interval
closure Int € uco(p(Z)). The collecting semantics [R*] satisfies 1-ALC w.r.t. (8, 6").
Indeed, [R*] is monotone by definition, thus preserving the inclusion relation, and either

reduces the distance of input intervals or leaves them unchanged. For instance:

o (IR (12, 6]), [R*D([0, 7)) = &([0,6],[0, 7)) = 1 < 3 = &"([2,6],[0, 7))
O (R7I([=5, =21), [R*I([=7,00)) = & ([-5, 1], [-7,1]) = 2 < 5 = &*([-5, =2], [-7,0])
o (R (-2 ]),[[R*]] [=5,3])) = & ([~2,3], [-5,3]) = 3 < 3 = &*([~2,3], [-5,3)])

By Thm. 18, the semantics [R*] also satisfies 0-Partial Completeness w.r.t. (Int, 5&“), ie
5'g”t([[R*]]S, [R*]Int(S)) <0, for any S € p(Z). Moreover, since - is a quasisemi-metric we
can also conclude that [R*] is complete w.r.t. {Int,Int), namely, its bea Into [R*] oInt does

not add any imprecision when approximating [R*]. It is easy to note that 1-ALC w.r.t.
<6'C"t, gint) also holds for [R*].

Another way to interpret Cor. 19 (and analogously Thm. 18) is as follows: if a monotone
function f does not admit a precise bca f over (1, p), then f cannot be ALC for (57, 65),
where d¢c and dp are any quasisemi-metric order-compatible distances. This is because Partial
Completeness only compares the output results (of pf and pfn) on the same chain of the
poset (D, =<p), a consequence of the soundness condition pf =p pf7.

» Example 21. Consider the pseudo-metric order-compatible space (p(Z),C,d,;,) and
the interval closure Int € uco(p(Z)). The semantics [R] from Ex. 20 does not satisfy 0-
Partial Completeness w.r.t. {Int,8!"): given X = {—1,1}, we have J"([R]X, [R]Int(X)) =

) Ys1z 812

6nt([0,0],[0,1]) = 1 # 0. Thus, [R] cannot satisfy ALC for (§!"t, 5"}, In fact, it is easy to

S1z S127 Ys1z

note that [R] satisfies 1-Partial Completeness for all inputs.

In Section 6 we also relate ALC to other important program properties in the literature.

5 Proving Abstract Lipschitz Continuity for Programs

Deductive systems for the verification of Completeness [16], Partial Completeness [4] and
(concrete) Lipschitz continuity [9, 10] properties of programs have already been formalized
in the literature. In this section we introduce a novel deductive system, inductively defined
on the program’s syntax, that is able to soundly prove the new ALC notion of an additive
program semantics w.r.t. the input and output abstractions (1, p) and a given pre-metric 4.
Our objective in designing this deductive system has been to track the assumptions of ALC
needed for having a compositional proof. Soundness here means that when the semantics of
a program P is typed as k-ALC w.r.t. (6",0”) by the deductive system, then [P]: C — C
is certainly k-ALC for (§7,0”). Conversely, the deductive system is not complete, namely,
not all abstract Lipschitz continuous program semantics proofs can be derived through the
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[c] € k-Lip(6",67)

b
R e (Pase)
E E[§7P () K <k n €t-Lip(6",6") pe s-Lip(s” 6" y
stk F [0 P (6°) (weaken)
ki b [07) Py (6°) ko b [07] P2 (8°) n € t-Lip(6”,87)
(seq)

kitks F [67] P1; P2 (67)

ki F[87) Py (6°) ks b [87]P2(6°) p € t-Lip(6™,6°) @-Bound((57,6),5)
t6(k1, k2) - [07] Py @ P2 (67)

(join)

k - ["]P(6”) n€t-Lip(s”,6") +-Bound(P*, m)
(tk)™ + [87] P* (67)

(star)

Figure 4 A deductive system for proving ALC for Prog.

deductive system. This means that we are performing an under-approximation of the set of
all abstract Lipschitz continuous program semantics.
We first introduce the following set

def

k-Lip(6",6°y = {f € C — C | f is Abstract k-Lipschitz Continuous w.r.t. (6”,67)}

of all abstract k-Lipschitz continuous functions on the complete lattice (C, <) for (§7, §7).

The following lemma outlines some basic properties of this class.

» Lemma 22. The following hold for all functions f € C — C, closures n,p € uco(C),
pre-metric § and k € R>o:

(i) k>1 = pek-Lip(6®,6°)
(ii) f is k-Lipschitz continuous w.r.t. (3,0) < f € k-Lip(6'?, ') A & metric
(iii) p € k-Lip(6°,5') & p € k-Lip(6°¢,°)

(i) states that, when considering the same input-output abstractions (i.e. 7 = p), then
the abstraction function is k-ALC for any k > 1. Moreover, for the statement (i), when
both input-output abstractions are the identity function id and the distance ¢ is a metric,
then the class k-Lip(§'®, §'?) corresponds precisely to the set of all (concrete) k-Lipschitz
continuous functions (cf. Def. 4). Finally, (¢i7) shows that, when a closure p satisfies ALC
w.r.t. (5% §') then p also satisfies k-ALC for (6°¢,6”). This is due to the idempotence
property of closure operators.

From now on, we fix an additive program semantics of interest [-]: Prog — C — C
as well as the complete lattice (C,=<,V, A, T, L), and we will also use the statement “P is
k-ALC w.r.t. (6",67)” to indicate that the semantics [P] is abstract k-Lipschitz continuous
w.r.t. (87,0P), i.e. [P] € k-Lip(d", ").

The deductive rules are provided in Fig. 4. The judgments take the form:

k 0" P(67)

We will later show that deriving a judgment &  [6”] P (6#) through the deductive rules in
Fig. 4, implies that [P] € k-Lip(d",0”). Let us examine each rule and provide an intuitive,
informal explanation for better understanding.
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Abstract Lipschitz Continuity

The rule (base) allows to derive the triple & F [§7] ¢ (§”) for all basic transfer functions
c € Stm (i.e., for skip, assignments and Boolean guards) by assuming that we have a proof
of k-ALC of them, encoded by the predicate [c] € k-Lip(d",6).

The rule (weaken) allows to weaken both the abstract Lipschitz constant and the
abstractions considered. In particular, when we are able to derive the k’-ALC for program
P w.r.t. (67,0, then we can always deduce a higher abstract Lipschitz constant k > &’
without changing the validity of the triple. For the input abstraction 7', we can consider a
new input abstraction n whenever 7’ is proved to be t-ALC w.r.t. (7, 6”/> with 7 as input
abstraction. This weakening comes at the cost of multiplying the already deduced constant
k' with the new constant ¢. This could happen, for instance, when 7 is in fact widening the
distance (5",(01, ¢2) between any two elements ¢1, co € C, by a constant factor of ¢, namely
by t6"(c1, ca). Conversely, we can weaken the output abstraction p’ by a new abstraction
p whenever p is proved to be ALC for (5?',67) namely with p’ as input abstraction. Here
p could represent a narrow output abstraction in terms of distance § between elements in
C with respect to p/, namely having distance 67 (cy, ¢3) < $67 (1, ¢2) and thus introducing
a new abstract Lipschitz constant s. Note that the rule (weaken) allows also for selecting
which weakening we want to apply. For instance, if we want to weaken the abstract Lipschitz
constant &’ only, then we can set 1/ € 1-Lip(5" ,6") and p’ € 1-Lip(6”",6*") in the premises
as they always hold (cf. statement (7) of Lem. 22) without modifying any abstraction.

Composition of programs is treated by the rule (seq). Although it is well known that
composing two (concrete) Lipschitz continuous functions f; and f with Lipschitz constants
k1 and ko, respectively, gives as result a new ki kp-Lipschitz continuous function f; o fi, this in
general does not always hold for ALC as abstractions come into play. However, when we
have a derivation for Py and Po with abstract Lipschitz constants k; and ko, respectively,
and we are able to prove that the input abstraction 7 is -ALC w.r.t. (6?,47), then this
is a sufficient condition for deriving the kytk;-ALC of the composition P1;P5. Requiring
1 € t-Lip(0”, ") corresponds to require " (cq, ¢z) < t6”(cq, c2), namely that we have a linear
relation between their distances: when ¢ > 1 then p is widening the distance, while when
0 < t < 1 then p is narrowing their distances, both cases with a constant factor of ¢. Note
that, when the input and output abstractions coincide, i.e. n = p, then p € 1-Lip(d”, §7)
holds trivially (cf. statement (i) of Lem. 22). As a consequence, the ALC property is closed
under composition, analogously to the standard Lipschitz continuity property.

The rule (join) involves the join operator. Similarly for the composition, the join of two
ALC functions is not necessarily ALC. The problem here stems in the fact that the resulting
abstract Lipschitz constant bound could not be determined by knowing only the abstract
Lipschitz constants of both Py and P5. This is because the distance between the execution of
P, ® P2 and the join of the two post-conditions, relies on the underlying structure of the input
and output abstractions considered. Our solution, inspired by [4, 8], consists of introducing a
new predicate @-Bound((d", §”),0) parameterized by a binary function b: R>¢ X R>g — R>¢
producing a new abstract Lipschitz constant.

» Definition 23 (®-Bound). Consider a binary function b : R>g X R>g = R>o. The
predicate ®-Bound({0",6P),0) holds when the function b satisfies the following condition for
any Py, Py € Prog:

[[P1]] S kl—Lip<5n,5p> and [[PQH S kg—Lip<5n,5p> = p[Plﬂ () p[[PQ]] & b(kl, kQ)-Lip<5n,5p>

» Example 24. Consider the pseudo-metric space (p(Z), C,d,,,) and the collecting semantics

[-]. Let the input and output abstractions be p = n = Int. If we define +(ky, ko) = ki + ky for
any ki, k2 € R>q, then the predicate &-Bound({d!"t, 5!"t), 4) holds. In other words, having

5127 USiz
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an ALC proof for both P; and Py, with abstract Lipschitz constants ki, ko, respectively, gives
as result:

0. (Int[P1] @ Int[P2]) e1, (Int[P1] @ Int[P2])e2) < ki d,, (Int(er), Int(ez))
+ kady;, (Int(cr), Int(c2))
= (kl + kg)ésiz(lnt(cl), |nt(02))

This is because, when considering J,, as distance and Int as input and output abstractions,

S12
the size of the join of two intervals can be over-approximated by the sum of the number of
the elements inside the two intervals. A similar reasoning holds for the quasisemi-metric

space (p(Z), <, dc) defined in Ex. 20.

The premise of the rule (join) asks for the validity of the following predicates: assume
that we have an ALC derivation k5 F [0"7] Py (6°) for Py, and ke b [67] P2 (67) for Po; if p
is t-ALC w.r.t. (6°¢,6”), and the predicate ©-Bound((57,4”),) holds, then we can soundly
conclude that the join Py & P is ALC with abstract Lipschitz constant tb(k;, kg).

Finally, the rule (star) deals with loop iterations. It requires that the program P is
k-ALC for (6",0”) and that the input abstraction 7 is ¢-ALC for (6?,4"), similar to the
(seq) rule. In addition, (star) requires the assertion *-Bound(P*, m) stating that the loop
P* reaches a least fixpoint in m or less iterations, where m is a constant. This condition can

be established either via an auxiliary checker, e.g. an SMT solver, or by manual annotation.

Under these premises, we can soundly apply (star) in the same way we apply (seq), and
obtain an abstract Lipschitz constant k" for the iterations multiplied by the constant ¢™

generated by applying m-times the abstraction, thus concluding with the (tk)™-ALC of P*.

The following theorem shows that our proposed deductive system is sound, namely, if

k F [6"] P (67) can be derived by applying the rules of Fig. 4, then [P] satisfies k-ALC w.r.t.

(6", 6P). The proof can be found in Appendix B.

» Theorem 25 (Soundness). Let P € Prog, 6 be a pre-metric and n, p € uco(C) be the input
and output abstractions, respectively. Then:

k B8P (67) = [P] € k-Lip(5",6”)
» Example 26. Consider the following program RelU:
(z <0?; 2:=0)® (x> 07; skip)

implementing the ReLU rectifier function in artificial neural networks [31], that filters the
input below 0. Consider the quasisemi-metric space (p(Z),C,d-) and the input and output
abstraction = p = Int. We want to prove that the collecting semantics [ReLU] : p(Z) — o(Z)
satisfies 1-ALC for (8", §"). Let us start by analyzing the base commands on the left of
@®. Because the Boolean %uard z < 07 is either preserving or removing values from the
input, by the rule (base), we can derive 1  [{"]z < 07 (§!"™). The command z := 0
is neutralizing any distance between input sets since o™ ([z := 0]Si, [z := 0]S2) = 0 for
any 51,8 € p(Z). So we can derive 0 F [§™]z := 0(6™) by the rule (base). Since
Int € 1-Lip (3, 6"t) follows from Lem. 22, we can infer 0 F [z < 07; z := 0 (5"™) by
the rule (seq). For the base commands on the right of @, we get 1 F ["]z > 07 (§")
with rule (base). The skip command does not modify the distance of the input sets, so
1 F [6"] skip (&™) can be derived by (base). Since Int € 1-Lip(§!", ") holds, the rule
(seq) derives 1 F [0"] z > 07 ; skip (4"). Now for the @ operation, we consider 6 as the sum
operation + as shown in Ex. 24, thus guaranteeing a sound upper bound for the abstract
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Lipschitz constants on the program join. By Lem. 22, the condition Int € 1-Lip (6, ") is
equivalent to requiring d- (Int(S), Int(S2)) < &-(S1, S2) for all Sy, Sy € p(Z), which is clearly
satisfied by Int. Therefore, by Int € 1-Lip (62, 61", @-Bound ({5, &), +), +(0,1) = 1 and
the two derivations on the left and right parts of @, we can conclude by the rule (join):
1 F [§"] ReLU (4!"t). By Thm. 25, this implies that [ReLU] satisfies 1-ALC for (6", §t).

Although the proof system of Fig. 4 is sound, it is not complete: there might exist
programs that satisfy k-ALC for which the system fails to derive a proof, or for which it only
establishes the property with a larger abstract Lipschitz constant k' > k.

» Example 27. Consider the program R of Ex. 20 together with the quasisemi-metric space
(p(Z), S, o) and the collecting semantics [R] : p(Z) — p(Z). By following similar reasoning
done in Ex. 26, we can derive 1 F [0z > 07; 2 := 2 — 1 (§™) and 1 F ["]z < 07; z :=
z 4 1(8™). The rule (join) then concludes with 2 - [§"] R ({") because +(1,1) = 2, thus
stating that [R] is 2-ALC w.r.t. (6 &"). Although the conclusion is correct, it is not
precise since [R] € 1-Lip(6™, &), The imprecision here arises from the bound function
b = -+, which overestimates the number of elements produced by the join of two intervals.

For the program R*, however, the deductive system cannot prove ALC for any constant k.
This is due to the fact that rule (star) cannot be applied when there is no constant bound
m on the number of iterations of R*, unless the input is restricted to a fixed bound.

As a direct consequence of Thm. 25, if we instantiate the abstractions with n = p = id
and § is a metric, then the deductive rules of Fig. 4 derive judgments for the standard
Lipschitz continuity of programs (cf. Def. 4 with [P] as f). This is because all the predicates
on abstractions, such as n € t-Lip(6”, ") for (seq) and (star), and p € t-Lip(§*¢, ) for
(join), are trivially true (cf. Lem. 22).

» Corollary 28. Let P € Prog and § be a metric. Then:
k [0 P (6') = [P] is k-Lipschitz continuous w.r.t. (5,0)

» Example 29. Consider the metric space (M, <, d3) where < is assumed to be component-
wise and 09 is the Euclidean distance (c¢f. Ex 2). Assume that P € Prog is an always
terminating program and let [P]: M — M represents the standard denotational semantics
mapping a program state to the resulting program state after execution of P. If we instantiate
the deductive system of Fig. 4 with the abstraction n = p = id, the semantics [P]: M — M
and the metric do, then the inductive rules correspond to those proposed by Chaudhuri et al.
in [9]. This shows that the deductive system presented by Chaudhuri et al. in [9] is in fact
an instance of k F [§7] P (67).

6 Related Work

Abstract Lipschitz continuity finds some instances in the literature. Fo instance, 0-ALC
corresponds to require: Vz,y € C. 65(f(z),f(y)) < 0. When & satisfies the (iff-identity)
axiom, the notion collapses to Abstract Robustness [19] with different models of perturbation
(qualitative, quantitative, or combined). In addition, when n = p = id the notion collapses
to the standard program Robustness notion [19].

As we have already discussed in Sec. 4, Partial completeness, whose underlying idea was
to replace indistinguishability (of abstract computations) with similarity (measured by a
pre-metric distance), has a strong relation with ALC. The same idea in the literature led to
another notion that can be seen as an instantiation of our approach, which is Approximate
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Non-Interference [34]. This notion, originally introduced in a probabilistic process algebra,
requires the observable behaviors of two agents under a similarity threshold €, instead of being
identical (as required by standard Non-Interference [21]). Then, we can see Approximate Non-
Interference as an instance of ALC, where the observation of the output is the abstraction,
and a measured distance between these observables must be under a finite threshold, which
is the finite distance between the input processes.

As discussed in Sec. 3, the standard mathematical notion of Lipschitz continuity is an
instance of ALC. In particular, when f is the standard input/output denotational program
semantics [-]: Prog — M — M and the distance considered is the standard Euclidean metric,
then ALC corresponds to the Lipschitz continuity of programs as formalized by Chaudhuri
et al. in [9, 10] (referred to as program Robustness). We have also shown in Ex. 29 that the
proof system in Fig. 4 is a strict generalization of the one in proposed in [9]. This is because
the triple k& F [6"] P (6”) enables reasoning about property perturbations, encoded with input
and output abstractions, over weaker distances (pre-metric spaces) of any additive program
semantics. It is also worth noting that, in contrast to [9], our proposed deductive system
tracks the necessary assumptions for the base cases [c] required to apply the inductive rules,
whereas in [9] the authors also provide an analysis for the base cases.

7 Conclusion

Abstract Lipschitz continuity is a generalization of the classical mathematical notion of
Lipschitz continuity. It is parameterized by input and output pre-metric spaces, as well as by
input and output domain abstractions, which are formalized as upper closure operators. This
generalized framework enables the formalization of properties of the form: “Perturbations in
the input properties induce proportionally bounded (linear) changes in the output properties”.
We also formally proved its relation with the Partial Completeness property in abstract
interpretation, by isolating the constraint under which the two notions, apparently unrelated,
have a strong relation. Finally, we developed a deductive system for proving the ALC
property of additive semantics of programs.

The proposed ALC notion is a global property, in the sense that it is universally quantified
over all inputs. As a future work, we plan to formalize its local version, namely requiring ALC
over a strict subset of the input domain, and study its relation with other local properties
in the context of abstract interpretation [2, 3, 5]. Dropping the universal quantification
may invalidate the correlation already established between the global counterparts. Also,
reasoning about local properties may be more challenging, as the proposed deductive system
requires nontrivial modifications to be used for proving ALC on a subset of executions.

We formalized abstractions as ucos, which have been proven to be equivalent to Galois
insertions [12], namely admitting a surjective best abstraction function. In the future, we
would like to consider weaker abstraction notions able to formalize properties that do not
necessarily admit a best abstraction function, such as the domain of convex polyhedra [22].
In this direction, the notion of weak closures defined in [28] could be considered.

Finally, in [28] the authors showed that, under certain assumptions, there is a corres-
pondence between the Completeness property in abstract interpretation and the Abstract
Non-Interference (ANI) property in language based security [17, 18]. While ANT does not
directly model continuity properties of functions, the connection established in [28], together
with Cor. 19, suggests a potential relation between ANI and ALC, which we plan to investig-
ate as future work. The same could also apply to other quantitative program properties, like
Quantitative Input Data Usage [29, 30].
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A  Proofs for Section 4 (Abstract Lipschitz Continuity for Programs)

» Theorem 18. Let (C,=¢,dc) and (D, =p,dp) be pre-metric compatible spaces, let n €
uco(C), p € uco(D) be abstractions, and let k € R>g. Consider a monotone function
f:C — D. Then, if f satisfies k-ALC w.r.t. (5,085, it also satisfies 0-Partial Completeness
w.r.t. (n,08), namely:

[Va,y € C.05(f(2),f(y)) < kdd(z,y)] = [Vz e C.(f(z) fn(z)) < 0]

Proof. Let us assume Abstract k-Lipschitz Continuity w.r.t. (§¢,d5), namely Vz,y €
C.85(f(x),f(y)) < kdéd(x,y). We have to prove 0-Partial Completeness w.r.t. (n,d5),
namely Vz € C.d05(f(z),fn(z)) <0. Let y = n(x). Since Abstract k-Lipschitz Continuity
holds, we have Vz € C.d65(f(z),f(n(z))) < kdéd(z,n(z)) and, by idempotence of 7, we have
6d(z,m(z)) = 0. Hence, 0-Partial Completeness w.r.t. (n,5) holds. < <

» Corollary 19. If (D, =p,0p) is a quasisemi-metric compatible space then k-ALC w.r.t.
(6d,08) implies Completeness w.r.t. (n, p).

Proof. Continuing the proof of Thm. 18, we reached 0-Partial Completeness w.r.t. (n, d5)

because, by fixing y = 7(z) and by the idempotence of 7, we get Vz € C. 65 (f(z), fn(z)) <O0.

Then, since dp is a quasisemi-metric, it satisfies the (iff-identity) axiom (together with the
(non-negativity)), and so 65 (f (), fn(z)) < 0 corresponds to 88 (f(z), fn(z)) = 0 which implies

Ve € C. pf(z) = pfn(z). <

B Proofs for Section 5 (Proving Abstract Lipschitz Continuity for
Programs)

» Theorem 25 (Soundness). Let P € Prog, 6 be a pre-metric and n, p € uco(C) be the input
and output abstractions, respectively. Then:

kE E[6"P(67) = [P] € k-Lip(d",6")

Proof. (base): immediate by the definition of £ F [0"] ¢ (0”) and the assumption [c] €
k-Lip (6", 6°).

(weaken): The proof for the weakening of k is immediate. Let us show the proof for
weakening the input abstraction 7. Assume k + [67']P (6) and ' € t-Lip(6",6"). The
second assumption can be written as Ve, ¢ € C: 8" (/' (¢1), 1 (¢2)) < t8"(¢q, ¢2) which, by
the idempotence property of n’, corresponds to 6’7,(01, c2) < td"(eq, c2). We get the following
derivations Ve, co € C:

0 ([Pler, [Plez) < [by & 1= [57]P ()]

k6" (c1,¢2) < [by 1 € t-Lip(d",67)]
tkd"(c1, c2) ©
tk = [6"] P (67)

[by judgment definition]

The proof for weakening the output abstraction p is similar and therefore omitted.

(seq): Assume we have a derivation k; F [0”7] Py (67) for program Py, a derivation ky
[5¢t2] Py (67) for program Po, and 5 € t-Lip(6°,5"). By n idempotent, the last assumption
can be written as: Vey, co € C. 0"(cq, ¢2) < t6P(¢q1, ¢2). Then we get the following derivations
Ve, e € C:

0P ([P1; P2]e1, [P1; Pe]ce) = [by definition of [Py; P2] and (if-identity) of 6°]
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2 0°([Po][Piler, [P2][Prlea) < [by ks (8] Py (67)]

62 k20" ([P1]lc1, [P1]e2) < [by n € t-Lip(d”, ™))

625 tho0P ([P1]c1, [P1]c2) < [by k1 + [67] Py (67)]

826 k1theo"(c1, c2) < [by judgment definition]

827 kythy F [07] P1; P2 (07)

828 (join): Assume we have a derivation k; + [6"7] Py (6?) for program Pp, a derivation

s ko F[6"7] Pa (67) for program P, p € 0-Lip(t, id)p, and the predicate @-Bound({n, p),b) holds
s for bound function 6. By Lem. 22, the assumption p € t-Lip(6°,6”) can be written as:
a1 Ve, e € C.0P(cr,c2) < td(c1, ca). Then we get the following derivations Ve, co € C:

8:

R

832 0P ([P1 ® P2]er, [P1 ® Pa]lca) = [by definition of [P1 @ Po] and (if-identity) of 67|

833 6”([P1]er v [Pe]er, [Pi] 2 v [P2le2) = [by p(p(c1) V p(c2)) = p(e1 V c2) and (if-identity) of 6°]
o3 8°(p[P1ller V p[Paler, p[Pilea V p[Pa]ca) < [by p € t-Lip(6*?,67)]

o35 td(p[P1]er Vv p[P2]er, p[P1] 2 V p[P2]e2) < [by ki & [67] P1(67), ke I [07] P2 (67), ©-Bound((n, p),b)]
836 b(k1, k2)t0"(c1, ca) < [by judgment definition]

837 0(k1, ko)t F [07] Py @ Po (67)

838 (star): Assume we have a derivation k F [6"] P (67) for program P, n € ¢-Lip(6”,6") and
s0  a bound m on the number of iterations by the predicate x-Bound(P*, m). We obtain the
a0 following inequalities:

81 8°([P*Je1, [P*]ce) = [by *-Bound(P*, m), [P] additive and (if-identity) of 6]
802 5P([P]™"e1, [P]™ca) = [by definition of [P; P] and (if-identity) of 6°]

w O°([PIIPI™ ter, [PIIPI™ ' e2) < [by k 1= [67] P (67)]

844 ES"([P]™ e, [P]™ tea) < [by n € t-Lip(6”,6™)]

845 th?([P]™ e, [P]™ 'ey) < [by applying m — 1 composition steps]

846 (tk)™8" (1, c2) & [by judgment definition]

7 (th)™ + [0"] P (67)

848 < |
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