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Sensitivity of a neural network

+.007 x =
: T+
¢ (Ve O30 ign(v,.0(0,,1)
“panda” “nematode” “gibbon™
57.7% confidence 8.2% confidence 99.3 % confidence

[Goodfellow et al., 2014]

The classification by neural networks can be sensitive to small perturbations
Can we formally verify that neural networks are robust?
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Local robustness of a neural network

Let N : R*¥ — R! be a neural network
Definition
We say that N p € R* as belonging to class i € [1,1] if for all j # 4,

Ni(p) > N;(p)

We introduce the classical notion of local robustness of classification, which is checked at
a given neighborhood of an input p, for a bounded perturbation e:

Definition
We say that IV is around p € R¥, which is classified by class i if

Vq € p @ [—¢, €], N classifies q as belonging to class i
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Quantified problems

problems are central in control and hybrid systems

A classical robust reachability problem consists in computing the states z reachable for
some control u and initial state xq, independently of disturbances w, within time [0, T,
for a given function ¢

R={z€R™|JueclUIx € Xp,Vw € W,3s € [0,T],2 = ¢(s;%0,u,w)}

We study the . We want now to characterize, for G a given target or goal
region, the subset of the initial states Xy for which region G is robustly reachable:

Y={x0€Xo|FueUVweW,3s €[0,T],d(s;%0,u,w) € G}
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Problem statement

Let f be a function from R™*2 to R™. We want to characterize the set

Y={xeD|Vps €P1,3ps € Py,...,Vpo_1 € Py_1,3poy € Py, f(x,p) € G}

This covers any case: for example, for 3V3 or ¥v3
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Problem statement

Let f be a function from R™*2 to R™. We want to characterize the set

Y={xeD|Vps €P1,3ps € Py,...,Vpo_1 € Py_1,3poy € Py, f(x,p) € G}

More generally

S={xeb|....\/ A\ fisD)€GCui)

iel jeJ

This covers any case: for example, for 3V3 or ¥v3
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A PREREQUISITE



Interval arithmetic

When dealing with a value v not known or not represented exactly, its range is bounded
above and below:

v < v < vy,
In interval arithmetic, we represent the inequalities with an interval:
v € [y, vy
is used to compute the enclosure of sets of solutions to computational
problems. Algorithms can rely on interval arithmetic to handle
@ accumulated rounding errors,
@ approximation errors,
@ propagated uncertainties. ..
The and of an interval I are denoted I and I. So,

=T
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The arithmetic of interval arithmetic

For I =[I,I] and J = [J, ]],

o [+ J=[I+JT+J]
o I—J=[1-J,1-J
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The arithmetic of interval arithmetic

For I =[I,I] and J = [J, ]],
o [+ J=[I+JT+J]
o I—J=[1-J,1-J

Interval arithmetic is memoryless and ignores the dependence of repeated occurrences of a
variable

[0,2] —[0,2] = [-2,2]
Sol—1Tistreated as I —J
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Overestimation and convergence

The interval evaluation of I, f(I), is an overestimation of the image set:

{f(x) [z eI} CfI)

Convergence property
lim  f(la,b]) = f(x)

la,b]—[z,x]
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Overestimation and convergence

The interval evaluation of I, f(I), is an overestimation of the image set:

{f(x) [z eI} CfI)

Y )

f(I) :'-'
AN

P,

1 —1/ I

Convergence property — subdivisions I = I; Uls U I3

f(la, b)) = f(=)

lim
la,b]—[z,x]
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SET PAVING



Set Inversion Via Interval Arithmetic

SIVIA algorithm illustration

Y={xeD|f(x)=0}
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Set Inversion Via Interval Arithmetic

SIVIA algorithm illustration
= {xeD| f(x) > 0}

ON(X):
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Quantified Set Inversion Via Interval Arithmetic

E:{XGD|VPI ePl,...,EIPQZ E]PQbf(va) EG}

ON(X) :
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Quantified Set Inversion Via Interval Arithmetic

E:{XGD|VPI eIPlv"'vale EPQI,f(va) EG}

ON(X) :

O (X) is true when
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Quantified Set Inversion Via Interval Arithmetic

E:{X€D|Vp1 €P17...7E|p21 E]Pgl,f(x,p) GG}

ON(X) :

ON(X) is true when
XCx®

This means that

vx € X,Vp1 €Py,...,Tpy € Py, Iz € G, f(x,p) =2
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Quantified Set Inversion Via Interval Arithmetic

Y={xeD|Vpy €Py,...,3py € Py, f(x,p) € G}
ON(X) :

ON(X) is true when
XCx®

This means that
vx € X,Vp1 €Py,...,Tpy € Py, Iz € G, f(x,p) =2
We can rewrite this as

Vx € X,Vp1 €Py,...,3py € Py, 3z € G, f(x,p) —2=0
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Quantified Set Inversion Via Interval Arithmetic

Y={xeD|Vpy €Py,...,3py € Py, f(x,p) € G}
ON(X) :

ON(X) is true when
XCx®

This means that
Vx € X,Vp; € Py,...,3py € Py, Iz € G, f(x,p) =2
We can rewrite this as
Vx € X,Vp1 €Py,...,3py € Py, 3z € G, f(x,p) —2=0
This is true when O is in the reachable set
R, P,G)={CeR™| ,Vp1 € Py, ..., 3pa € Py, f(x,p) —z=(}

= XCX
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Quantified Set Inversion Via Interval Arithmetic

Y={xeD|Vpy €Py,...,3py € Py, f(x,p) € G}
ON(X) :

ON(X) is true when
XCx®

This means that
Vx € X,Vp; € Py,...,3py € Py, Iz € G, f(x,p) =2
We can rewrite this as
Vx € X,Vp1 €Py,...,3py € Py, 3z € G, f(x,p) —2=0
This is true when O is in the reachable set
R, P,G)={CeR™| ,Vp1 € Py, ..., 3pa € Py, f(x,p) —z=(}

0cR(X",P,G) = XCX
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Quantified Set Inversion Via Interval Arithmetic

E:{XGD|VPI e]P)laquIPQZ E]PQbf(va) EG}

OOUT(X) :

— XN =0
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Quantified Set Inversion Via Interval Arithmetic

E:{XG]D)|VP1 eIPlv"'vale EPQI,f(va) EG}

OOUT(X) :

OOYT(X) is true when
XN =90

— XN =0

13/32



Quantified Set Inversion Via Interval Arithmetic

E:{X€D|Vp1 €P17...7E|p21 E]Pgl,f(x,p) GG}

OOUT(X) :

OOYT(X) is true when
XN =90

This means that
Ix e X,Vp1 €P1,...,3Ip2 € Py, Iz € G, f(x,p) —2=0

is not satisfied

— XNX=90
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Quantified Set Inversion Via Interval Arithmetic

Y={xeD|Vpy €Py,...,3py € Py, f(x,p) € G}
OOUT(X) :

OOYT(X) is true when
XN =10

This means that
Ix e X,Vp1 €P1,...,3Ip2 € Py, Iz € G, f(x,p) —2=0
is
This is true when 0 is in the reachable set

R( 7]P7 ):{CeRm| vvple]IDla"'?EIpQZEIPle ,f(X,p)—Z:C}

— XNX=90
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Quantified Set Inversion Via Interval Arithmetic

Y={xeD|Vpy €Py,...,3py € Py, f(x,p) € G}
OOUT(X) :

OOYT(X) is true when
XN =10

This means that
Ix e X,Vp1 €P1,...,3Ip2 € Py, Iz € G, f(x,p) —2=0
is
This is true when 0 is in the reachable set

R( 7]P7 ):{CeRm| aVPle]Pla-~-7E|p216P2l7 ,f(X,p)—Z:C}

0¢R(XVP,G) — XNT =0
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Quantified SIVIA oracles

Using P and G

Using =P and G

ON  0eRX",P,G)
O%YT 0 ¢ R(X3,P,G)

0 ¢ R(X3,-P,GY)
0 € R(XY,-P,GPY)

R( a]Pa ):{CeRm| 7VP1€]P)1a
R( 7"Pa ):{CER”YL' 73P1 6P17

Can we compute R(X%,P,G)?

.., 3Py € Py,
..., Vpa € Py,

,f(X,p)*Z:C}
fx,p) —z=(}
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QUANTIFIER ELIMINATION



Reachability of scalar-valued functions

Let f: R x ...R/” — R be a scalar-valued affine function

f(x,. .., x91) =00 + (A1, x1) + -+ + (Ao, x9)

with A; € RJi and (-,-) denotes the scalar product

y o f(x)
When all variables are quantified /
Rz ={z|3Ix; € [-1,1], 2 = §p + (A1, x1)} 5o
Ry = [Jo — | Aulls G0 + | Aull], where [[Ar]] = 3271, [(Ar)x| /
F—t—tx
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Reachability of scalar-valued functions

Let f: R x ...R/” — R be a scalar-valued affine function

f(x,. .., x91) =00 + (A1, x1) + -+ + (Ao, x9)

with A; € RJi and (-,-) denotes the scalar product

y o fx)
When all variables are quantified /
Ry ={z|Vx; € [-1,1], 2 = §p + (A1, x1)} 5o
If Ay # 0, Ry = (); otherwise Ry (f) = [do, o] /
F—t—tx

-1 1
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When there is a quantifier alternation

Rya =4z |V, € [-1,1],Fz5 € [-1,1],2 = dp + 121 + doz2}

do
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When there is a quantifier alternation

Rya =4z |V, € [-1,1],Fz5 € [-1,1],2 = dp + 121 + doz2}

8o + 61/
5 1
8o — 61/

b0 + 01171
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When there is a quantifier alternation

Rya =4z |V, € [-1,1],Fz5 € [-1,1],2 = dp + 121 + doz2}

2
......... -60 +(51£E’1+|(§2|
Go [0 e
o
S —loul+ T -0 + 0121 02|
do + 0121 bo + 0121 + doxo
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When there is a quantifier alternation

Rya =4z |V, € [-1,1],Fz5 € [-1,1],2 = dp + 121 + doz2}

do + |51\“_ .......
do -—'}'2161}
do — |01]+
b0 + 01171

bo + 0121 + doxo
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When there is a quantifier alternation

Rya =4z |V, € [-1,1],Fz5 € [-1,1],2 = dp + 121 + doz2}

[60_|61‘+|62|
Foo-+161] 102

do + 0121 bo + 0121 + doxo
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When there is a quantifier alternation

Rya =4z |V, € [-1,1],Fz5 € [-1,1],2 = dp + 121 + doz2}

[60_|61‘+|62|
Foo-+161] 102

do + 0121 bo + 0121 + doxo

If ‘(5]‘ < ()--_) , then

Ry3 = [60+[01]—02], do—|01|+[d2]]
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When there is a quantifier alternation

Rya =4z |V, € [-1,1],Fz5 € [-1,1],2 = dp + 121 + doz2}

So 4 |6y [Hprzszess s 98,
[5o—|(51‘+|52| 50 +h210,] {
bl ST
| 507 ‘61|——--=::: .................
do + 6121 bo + 0121 + doxo do + 011 80 + 6121 + daxo
If [01] < [02], then If |6, > [0], then
Ryz = [60+01]—[02], do—[d1 |+]d2]] Ry3 =10
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When there are [ quantifier alternations

R={zcR™|Vx;, € [-1,1]",...,3xy € [-1,1]2 2 = f(x1,...,%2)}
When f is scalar-valued affine function, if for j =1,...,1

l
1Az 1)l < [[ Azl + Y (| Akll = [[Aze—rl])

k=1
then

l l
R=80+ | (1A=l Azkll), D (| Aok =l Azr—1])

k=1 k=1
else

R=10
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Function enclosure

Careful linearization of f to get an inner and an outer approximation of R using the mean

value approximation
Let I = [a,b] and ¢ = 252

Y

A

> T
a c b

Order 0 inner-approximation

y=flc)+V-(z—c)

Y
T =@
a c b: r

Order 0 outer-approximation

y=fle)+V-(z—c)
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Inner and outer approximations of arbitrarily quantified
reachability problems

[Goubault & Putot, 2025]
An interval-based method which allows for tractable but tight approximations thanks to
careful linearization

R-CRCRT
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Alternative oracle implementations

Using P and G Using —P and G®

ON  0eR(XY,P,G) 0¢RTX3,-P,GY
O%VT  0¢ RY(X,P,G) 0c R (XY,-P,GP)

R( a]P;7 ):{CERW| 7VP1€P17~~~73p2l€P2l7 7f(X,p)—Z=C}
R( 7_‘P7 ):{CeRm| 73P1€P1a-~-an2l€P2lv af(xap)_Z:C}
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SIVIA algorithm for quantified problems

Z:{X€D|VP1P1,HPQ EPQ,...,f(X) ZO}
ON(X):
0eR (X',P,G) = XC¥

OOUT(X):

0¢RT(X?P,G) = XCxb

Improvement by also subdividing PP
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APPLICATIONS
TO CONTROL AND NEURAL NETWORKS



Dubins vehicle

Y ={x|3xg €Xg,IueU,vyw e W,3s € [0,T],x = ¢(s; X0, u, W)}

such that ¢(s;xp,u, w) = (z,y,0) where

& =wvcos(f) +w

¥ = vsin(6)
f=u
v=1

-0.5

0.5
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Robot collision problem

2= {(e) | e 0.2 o P02+ - PO 2 )

Yy L
A
ds
(6%} t
d P
d [6%)] (t)
ai(t) T
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Application on a toy neural network

0

o

For the neural network N : R? — R2, we
define the confidence in class 1 as

i — T1 xr3

i2—>I2

max(0, z3)
T5 — 01
C1(x) = N(x)1 — N(x)a
Ty — 02
max(0,z4) M= {X eD | Ch (X) > O}
1.0
02 > 01 os H
01 > 02
01 = 02 &
y 1
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Local robustness of a neural network

0
) 1 l max(0, z3)
iy — T2 =1 Ty
1 T max(0, z4)
1
L2
1 09 > 01
01 > 09
01 = 09
1o
%

T5 — 01

Ty — O3

Not satisfied
Ve S [_emawv emam]zy Cl (pl + 6) >0
Satisfied

Ve € [—€mars €maz)?, Ci(p2 +€) >0
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Local robustness of a neural network

0
1 l ma’X(ny3)
i — T1 — T3 T5 — 01
iy —> T >1<: T T4 —> O
2 2 4 4 2
1 T max (0, z4)
1
- E={xe0,1]|
2
T 02 > 01 Ve € [_Gmazvemaz] ’ Cl(P + )\6) > 0}
01 > 09
01 = 02
al 0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 09 10
§ A
or
EPi b1

% 0.0 0.1 0.2 03 0.4 0.5 0.6 0.7 038 09 1.0
A for po
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Global robustness for a class
T2

A~

02 > 01
01 > 09
01 = 039

—)931
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Global robustness for a class

T2

T 02 > 01 02 > 01
01 > 09 01 > 09
01 = 02 01 = 02

I S
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Global robustness for a class

T2
1T 09 > 04 1T 09 > 04

e L]
i< L] |aw=e

Definition
Consider a confidence function C; for a class i for a neural network N : RF — R, a
level 6 >0, a level € > 0. We say that N is

for class i if
vp e R¥, (Ci(p) > 6 = (Vn € [—¢,€]*, a=p +nis classified in class 7))

We take as C,L : Rk — R: C,L(p) = minj (Nz(p) — Nj(p))lgj;éigl
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Global robustness of a neural network

Y={xe[-1,1]?| Ve € [-1/8,1/8)%, (Ci(x) > = Ci(x+€)>0)}
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Global robustness of a neural network

Y={xe[-1,1]?| Ve € [-1/8,1/8)%, (Ci(x) > = Ci(x+€)>0)}

0=1/8 5=1
Y={0 Ry |Vx € [-1,1*Vec [-1/81/8)% Ci(x) > = Ci(x+e€) >0}
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European Train Control System

Two trains are running behind each other on one track into the same direction
The train behind shall be advised to initiate an emergency braking manoeuvre if it cannot
stop without violating a safety distance to the train ahead

U
A== ‘ ‘ = @ v relative speed
Th Lr @ 1z, rear position of the train ahead
_—
moving direction @ 1z, head position of the train behind

[Grundt et al., 2022]

Neural network: 2 layers of 250 nodes with sigmoid activation functions

Is braking always advised when the trains are close?
Y = {v € [25,149] | Vz, € [0,800],Vxy, € [0,800], Cprake(v, T, z,) > 0}

I I

25 50 100 125 149

Ax = 0.01 (computed in 7 min)
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Optimizing global robustness
If the trains are 15 km apart, which confidence level & and which perturbation level Ae,

with € = 1/8, yield global robustness?

2= {(\0) € [0,1] x [0,1] | Yo € [100, 149], Ve € [~1/8,1/8],
C’bmke(v, 20000, 35000) > § = C’bmke(v + e, 20000,35000) > O}

610

08

06

04

02

00
0.0 02 04 06 08 10

A
Ax = 0.1, Ap = 0.01 (computed in 30 min)
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Ongoing and future work

@ Explore other neural network properties (fairness, . ..)
@ Improve the algorithm

» Better handling of more complex formulas like
E:{X€D|Vp1 €Py,...,3Ipau GPQ[,M}

where
M = (fi(x,p) € G1 A fa(x,p) € G2) V (—f3(x,p) € G3)

» Adapt the refinement on P
» Use higher order approximation of f

@ Investigate higher order formulas
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Quantifiers and subdivisions

Let Py =A;UBand Py = A UB

[vpl S ]Pla qI)Z S f\‘ﬁa q)(p)] \ [Vpl S Pl) qpi

m

B, ®(p)] = Vp1 € Py, 3ps € Py, &(p)

[P € A, Vp2 € Py, @(p)| V [p1 € B1,Vp2 € Py, ®(p)] = Ip1 € P1,Vp2 € P2, &(p)
[\V/’pl S A 1y Epo S ]1)23 q)(p)] A [\V/pl € H%lla Epo S ]1)23 q)(p)] - Vpl S ]P)la Epo S ]PQa q)(p)
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Refinement of P

R(XV,]P),G) :{CGRm|VX€Xan1 G]P)la“'aale GPQI,EIZGG,f(X,p)*Z:C}

If Py D Oy,
R~ (Xv7 ]P)Yv Pga ) G) 2 R_(XV,IPY7 ‘Cﬁv cee 7G)

So, if P; = JP/ and P2+ > P
J

R™(X",PY,P;,...,G) 2 | JR™(X", P, (P)),...,G)

12
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If Py D Oy,
R~ (Xv7 ]P)Yv Pga ) G) 2 R_(XV,IPY7 ‘Cﬁv cee 7G)

|f]P29 Py, -
R™(XY,PY,P;,...,G) DR (X",P},",,...,G)

So, if P; = JP/ and P2+ > P
J

R™(X",PY,P;,...,G) 2 | JR™(X", P, (P)),...,G)

12
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Refinement of P

R(XV,]P),G) :{CGRm|VX€Xan1 G]P)la“'aale GPQI,EIZGG,f(X,p)*Z:C}

If Py D Oy,
R~ (Xv7 ]P)Yv Pga ) G) 2 R_(XV,IPY7 ‘Cﬁv cee 7G)

H: PQ = PQ, o
R™(XY,PY,P;,...,G) DR (X",P},",,...,G)
So, if P; = UP! and P 5 Pl

J

R™(X",PY,P;,...,G) 2 | JR™(X", P, (P)),...,G)

i2
DR (X PY, (P, ..., 6G)

i2



Refinement of P

R(XV,]P),G) :{CGRm|VX€Xan1 G]P)la“'aale GPQI,EIZGG,f(X,p)*Z:C}
If Py 2 Oy,
R_(XV7PY7P§Ia e 7G) 2 R_(XV,PYNZﬁv cee 7G)
H: PQ = Pv»,

R™(XY,P},P;,...,G) DR (X", P}, ,...,G)
So, if P; = JP/ and P2+ > P
J

R™(X",PY,P3,...,G) D UR XY, By, (P7)7,...,G)

QU’R (XY, PY, (P)7,...,G)

) U (| R XY, (P07, (PF),...,G)

G2k i2k—1
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