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Computing Optimal Robust Explanations
Finding Counterfactuals Rapidly Becomes Infeasible
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Model
MNIST, ϵ=0.25 CIFAR-10, ϵ=8/255

Counterfactuals Unknowns Time Counterfactuals Unknowns Time

CNN-3 0.00 247.80 45m 0.00 461.00 2h 30m

Model
MNIST, ϵ=0.25 CIFAR-10, ϵ=16/255

Counterfactuals Unknowns Time Counterfactuals Unknowns Time

CNN-7 0.00 452.00 3h 59m 0.00 730.67 7h 5m
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Computing Verifier-Optimal Robust Explanations
Drop (i.e., Free) Input Features While AXp Condition Holds
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Figure 4 Example of computing a verifier-optimal robust explanation on 9 features. The
verification steps proceed from left to right; the dotted box indicates the feature under analysis,
dark grey shows the invariants ( ↭ ), blue shows the unknowns ( U ), yellow shows the explanations
for which a counterexample has been found ( → ). The final results of the analysis can be seen in
the rightmost column.

then proceeds by allowing perturbations also to the features indexed by Ux. This way,139

a counterexample is found for both x9 and x8 (which was instead invariant in Figure 3).140

This can occur because the considered perturbation region is e!ectively larger, as it also141

includes the features indexed by Ux. (This e!ect can also be observed in practice beyond this142

illustrative example: for instance, upon closer inspection, Figure 1b contains few more pixels143

highlighted in blue than Figure 1a.) The explanation, containing the features x6, x7, x8, x9,144

is larger than the one in Figure 3 but it is hierarchical: features x6, x8, x9 (counterfactuals)145

are more important to the classification outcome, while x7 (unknown) is less important.146

3 Background147

In the following, we will denote vectors by boldface lowercase letters (x → Rd), and use148

subscripts to index their entries (for instance, xi denotes the i-th entry). Furthermore, we149

will denote sets by calligraphic uppercase letters (e.g, A), and use xA to denote the vector150

containing the entries of x indexed by the elements of A.151

3.1 Neural Network Verification152

Neural Networks. A neural network classifier is a function f : Rd ↑ Rk mapping a153

d-dimensional input vector of features x to a k-dimensional output vector f(x) of logits, i.e.,154

unnormalized confidence scores. The classification output of a neural network classifier f is155

yf : Rk ↑ {1, . . . , k} defined as yf (x) def= argmaxi f(x)i.156

Among the most widely used classifiers in modern deep learning are neural networks157

with rectified linear unit (ReLU) activations, which consist of a sequential composition158

f = fl ↓ · · · ↓ f1 of l layers, where each layer fi : Rm ↑ Rn, is either an a"ne transformation159

fi(x) = Ax+b, with A → Rn→m, b → Rn, or an entry-wise application of the ReLU activation160

function, ReLU(x) def= max(0, x); the final layer fl is an a"ne transformation.161

Local Robustness. Neural network verification aims to provide formal guarantees about162

the neural network behavior. In particular, verifying neural network safety, involves proving163

that all network outputs corresponding to inputs satisfying a given input property also satisfy164

a specified output property. A widely studied safety property is local robustness, which165

ensures that small perturbations of an input do not change the classification output of a166

neural network. Formally, a neural network classifier f : Rd ↑ Rk is said to be locally robust167

CVIT 2016
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<latexit sha1_base64="0DUv53HtVatOnuDCENMdRoYIqFQ="></latexit>

1: function FaVeX(f,x, ω, v, εA)
2: Rx,Ux, Cx → ↑, ↑, ↑
3: batches → { εA}
4: for B ↓ batches do
5: batches → batches \ {B}
6: if |B| > 1 then ϑ batch robustness query
7: result → v(x,Rx ↔ Ux ↔B, ω, f)
8: if result == 1 then Rx → Rx ↔B
9: else

10: εA1, εA2 → halve( εA)
11: batches → batches ↔ { εA1, εA2}
12: else ϑ single robustness query
13: result → v(x,Rx ↔ Ux ↔B, ω, f)
14: if result == 1 then Rx → Rx ↔B
15: else if result = -1 then Cx → Cx ↔B else Ux → Ux ↔B
16: return Ux, Cx
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Branch-and-Bound Verification
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Figure 6 Example of search tree explored by branch-and-bound during the analysis illustrated in
Figure 3, where f is the neural network classifier shown in Figure 2, and A = {1, 2, 3, 4, 5, 8}.

5.2 Incremental Branch-and-Bound Verification398

We can now remark that most often an invocation of the verifier v within FaVeX concerns399

a robustness query (x, A, ω, f) that di!ers only slightly from the previous one (typically A400

includes only one or, sometimes, few more input feature indexes). Instead of running v401

from scratch, we propose a strategy that exploits this incremental query evolution to reuse402

previous verifier computations and, in turn, speed up the overall procedure.403

Specifically, we observed that branch-and-bound often performs the same sequence of404

branching steps for consecutive robustness queries. Thus, in some cases, we save and reuse405

the branching steps in later branch-and-bound calls. Concretely, inspired by ivan [59], we406

cache the (constraints associated with the) robustness subproblems at the leaves of the search407

tree explored by branch-and-bound, and reuse them as starting point for subsequent branch-408

and-bound calls whenever applicable. Figure 6 shows an example of branch-and-bound search409

tree (that occurs during the analysis in Figure 3) where the initial subproblem Q (local410

robustness verification with 0.6-bounded ε→ perturbation applied to the input features x1, x2,411

x3, x4, x5, and x8) is first split into subproblems Q1 and Q2 (adding the constraints x̂13 ↑ 0412

and x̂13 < 0, respectively), and then Q2 is further split into Q1
2

and Q2
2

(adding x̂11 ↑ 0 and413

x̂11 < 0, respectively). In this case, we cache the (constraints associated with) subproblems414

Q1, Q1
2

and Q2
2
. The subsequent invocation of the verifier (local robustness verification with415

0.6-bounded ε→ perturbation applied to the input features x1, x2, x3, x4, x5, x8, and x9)416

will reuse these subproblems (constraints) as a starting point for branch-and-bound, instead417

of starting from scratch with the robustness query (with an empty set of constraints).418

Algorithm 5 shows how we augment branch-and-bound with save and reuse capabilities.419

When a subproblem Q is verified, we cache the set of constraints QC associated with Q (cf.420

Line 12). Otherwise, if a counterfactual is found (cf. Line 7) or the timeout is hit (cf. Line 18,421

we cache the constraints of all still unresolved subproblems (cf. Lines 8 and 19). The set of422

cached constraints is returned together with the verification result (cf. Lines 9, 20, 21) to be423

reused by subsequent calls to branch-and-bound (cf. Lines 3-4).424

In practice, we do not apply this save-and-reuse strategy indiscriminately. While in425

general it substantially accelerates verification, in some cases, it can be detrimental, e.g.,426

when the number of cached constraints sets becomes too large. To avoid these pitfalls, we427

enable reuse only under specific conditions [TODO: Add specific conditions] and impose428

(a configurable) limit on the size of the cache. Our practical design choices and heuristics429

governing when to save and when to reuse constraints of branch-and-bound leaf subproblems430

are detailed in Section 6.2.431

CVIT 2016
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<latexit sha1_base64="28YE62PrAOyfLGcWKaAWCRmykP4="></latexit>

1: function BaB(a, (x,A, ω, f),C) ε a : Q̂ → R,C ↑ P(P(C))
2: for C ↑ C do unresolved ↓ {(x,A, ω, f, C)} ε Reuse
3: C ↓ ↔
4: for Q ↑ unresolved do
5: if cex(x,A, ω, f) then
6: for Q→ ↑ unresolved do C ↓ C ↗ {Q→

C} ε Save unresolved
7: return ↘1, C
8: unresolved ↓ unresolved \ {Q}
9: if a(Q) > 0 then C ↓ C ↗ {QC} ε Save Q

10: else if ¬timeout then
11: Q1, Q2 ↓ split(Q)
12: unresolved ↓ unresolved ↗ {Q1, Q2}
13: else
14: for Q→ ↑ unresolved do C ↓ C ↗ {Q→

C} ε Save unresolved
15: return 0, C
16: return 1, C
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Figure 7 Illustration of full-space vs. restricted-space’ counterfactual search. Full-space search
(left) explores the entire perturbation region Bω

A→B(x). Restricted-space search (right) begins from
the output z of the previous search (which may not be a counterfactual) and varies only the newly
added feature(s), thus exploring a much smaller subset of Bω

A→B(x).

6 Implementation455

Our implementation2 is based on the popular deep learning library PyTorch [47].456

6.1 Verifier457

We adopt the OVAL branch-and-bound framework [6, 4, 11, 10] as the backbone for our458

verifier, using a fixed timeout of either 300 seconds per query, or 60 seconds, depending on459

the benchmark. Note that while branch-and-bound is complete in principle, the timeout460

makes it incomplete in practice (cf. end of Section 3.1), as it is unlikely that the exponential461

worst-case runtime will be hit during the allotted timeout on non-trivial networks [32].462

Bounding Phase. The bounding phase of branch-and-bound requires two components:463

one tries to prove robustness by operating on a network over-approximation. If the over-464

approximation is robust, then no counterexampe can exist. This corresponds to computing465

a lower bound on the worst-case logit di!erence (cf. Section 3.1). We mainly rely on a466

popular dual-based algorithm, named ω-ε-CROWN [62], that solves a dual instance of a467

network relaxation that replaces the ReLU activations by over-approximating triangles [16].468

This algorithm is both employed to bound the logit di!erences themselves, and to build469

each network pre-activation (a necessary preliminary step). In line with previous work, we470

only compute pre-activation bounds once at the branch-and-bound root (i.e., before any471

splitting) [11]. On smaller networks, we employ a framework configuration that may resort472

to a tighter network over-approximation for the bounds to the logit di!erences if needed [10].473

We solve up to 2000 branch-and-bound sub-problems in parallel at any time, leveraging GPU474

acceleration through PyTorch. The other component, based on the evaluation of concrete475

points, seeks to find a counterexampe violating robustness, upper bounding the worst-case476

logit di!erence. In practice, we first run a relatively inexpensive adversarial attack based on a477

local optimizer, a 10-step Projected Gradient Descent [41] (PGD-10) using the minimal logit478

di!erence as loss function, before entering the branch-and-bound loop. Within branch-and-479

bound, concrete points to evaluate are collected as a by-product of the over-approximations,480

and a more expensive local optimizer [13] (500-step MI-FGSM) is repeatedly run.481

Branching Phase. In all cases, we use the ReLU splitting partitioning strategy, which oper-482

ates by splitting ambiguous ReLUs (i.e., their pre-activation can take both negative and posi-483

2 The tool will be made publicly available as open-source software upon acceptance.

CVIT 2016
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MNIST, ϵ=0.25 CIFAR-10, ϵ=8/255

Counterfactuals Unknowns Time Counterfactuals Unknowns Time

Standard 0.00 247.80 45m 0.00 461.00 2h 30m

Verifier-
Optimal 160.30 94.40 10m 210.40 251.70 19m

160.30 +  
  94.40 =  
254.70

210.40 +  
251.70 =  
462.10
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Ablations

23:20 Faster Verified Explanations for Neural Networks

Table 5 FaVeX is significantly faster than previous algorithms to compute standard robust
explanations [65, 64] on FC-50x2. Results are averaged over the first 100 images of the test set. Bold
entries correspond to the smallest runtime.

MNIST, ω = 0.2 GTSRB, ω = 0.1 CIFAR-10, ω = 2
255

Method |Ex| time [s] |Ex| time [s] |Ex| time [s]

Sequential 82.74 243.38 287.02 688.24 204.23 468.23
Binary Search 82.74 146.45 287.02 476.55 204.23 197.55

BinS + Incr / / 286.99 275.47 204.23 110.91
BinS + Incr + RSA 82.74 58.33 287.01 55.40 204.23 25.13

FaVeX 82.74 48.16 287.02 30.48 204.23 13.92

Table 6 On CNN-3, FaVeX computes OVAL-optimal robust explanations faster than previous
computation strategies [65, 64] while at the same time finding more counter-factuals. Results are
averaged over the first 10 images of the test set. Bold entries correspond to the smallest runtime
and the largest number of provided counterfactuals.

MNIST, ω = 0.25 CIFAR-10, ω = 8
255

Method |Cx| |Ux| time [s] |Cx| |Ux| time [s]

Sequential 129.10 125.50 1164.89 209.30 253.10 1287.96
Binary Search 134.20 120.40 1026.67 209.60 252.70 1367.25

BinS + Incr 135.20 119.50 1040.82 209.60 252.50 1374.40
BinS + Incr + RSA 157.70 96.60 727.94 211.90 250.20 1334.00

FaVeX 160.30 94.40 612.75 210.40 251.70 1150.82

Table 7 On CNN-7, FaVeX computes OVAL-optimal robust explanations faster than previous
computation strategies [65, 64] while at the same time finding more counter-factuals. Results are
averaged over the first 3 images of the test set. Bold entries correspond to the smallest runtime and
the largest number of provided counterfactuals.

MNIST, ω = 0.25 CIFAR-10, ω = 16
255

Method |Cx| |Ux| time [s] |Cx| |Ux| time [s]

Sequential 142.33 315.00 7979.61 464.00 269.33 6868.53
Binary Search 148.33 308.67 9165.06 464.33 269.00 8284.12

BinS + Incr 151.33 305.00 9116.13 467.00 266.33 8231.01
BinS + Incr + RSA 196.33 260.33 5406.70 468.00 265.33 8304.52

FaVeX 207.33 249.33 4446.53 467.00 266.33 6532.98

which is the only FaVeX component yielding consistent speed-ups on all considered CNN-3615

and CNN-7 benchmarks. Incremental branch-and-bound does not appear to be beneficial616

on these larger networks: we ascribe this to the significantly larger activation space, which617

makes it unlikely for a branching decision to be e!ective across queries to the verifier. Finally,618

it is worth pointing out that the time to compute the explanations sharply increases with619

the size of the network. Focusing on MNIST, this takes FaVeX 21.21 seconds on average620

for FC-10x2, 48.16 on FC-50x2, 612.75 seconds on CNN-3, and 4446.53 seconds on CNN-3.621
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MNIST, ϵ=0.25 CIFAR-10, ϵ=16/255

Counterfactuals Unknowns Time Counterfactuals Unknowns Time

Standard 0.00 452.00 239m 0.00 730.67 7h 5m

Verifier-
Optimal 207.33 249.33 74m 467.00 266.33 1h 49m

207.33 +  
249.33 =  
456.66

467.00 +  
266.33 =  
733.33
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Table 5 FaVeX is significantly faster than previous algorithms to compute standard robust
explanations [65, 64] on FC-50x2. Results are averaged over the first 100 images of the test set. Bold
entries correspond to the smallest runtime.

MNIST, ω = 0.2 GTSRB, ω = 0.1 CIFAR-10, ω = 2
255

Method |Ex| time [s] |Ex| time [s] |Ex| time [s]

Sequential 82.74 243.38 287.02 688.24 204.23 468.23
Binary Search 82.74 146.45 287.02 476.55 204.23 197.55

BinS + Incr / / 286.99 275.47 204.23 110.91
BinS + Incr + RSA 82.74 58.33 287.01 55.40 204.23 25.13

FaVeX 82.74 48.16 287.02 30.48 204.23 13.92

Table 6 On CNN-3, FaVeX computes OVAL-optimal robust explanations faster than previous
computation strategies [65, 64] while at the same time finding more counter-factuals. Results are
averaged over the first 10 images of the test set. Bold entries correspond to the smallest runtime
and the largest number of provided counterfactuals.

MNIST, ω = 0.25 CIFAR-10, ω = 8
255

Method |Cx| |Ux| time [s] |Cx| |Ux| time [s]

Sequential 129.10 125.50 1164.89 209.30 253.10 1287.96
Binary Search 134.20 120.40 1026.67 209.60 252.70 1367.25

BinS + Incr 135.20 119.50 1040.82 209.60 252.50 1374.40
BinS + Incr + RSA 157.70 96.60 727.94 211.90 250.20 1334.00

FaVeX 160.30 94.40 612.75 210.40 251.70 1150.82

Table 7 On CNN-7, FaVeX computes OVAL-optimal robust explanations faster than previous
computation strategies [65, 64] while at the same time finding more counter-factuals. Results are
averaged over the first 3 images of the test set. Bold entries correspond to the smallest runtime and
the largest number of provided counterfactuals.

MNIST, ω = 0.25 CIFAR-10, ω = 16
255

Method |Cx| |Ux| time [s] |Cx| |Ux| time [s]

Sequential 142.33 315.00 7979.61 464.00 269.33 6868.53
Binary Search 148.33 308.67 9165.06 464.33 269.00 8284.12

BinS + Incr 151.33 305.00 9116.13 467.00 266.33 8231.01
BinS + Incr + RSA 196.33 260.33 5406.70 468.00 265.33 8304.52

FaVeX 207.33 249.33 4446.53 467.00 266.33 6532.98

which is the only FaVeX component yielding consistent speed-ups on all considered CNN-3615

and CNN-7 benchmarks. Incremental branch-and-bound does not appear to be beneficial616

on these larger networks: we ascribe this to the significantly larger activation space, which617

makes it unlikely for a branching decision to be e!ective across queries to the verifier. Finally,618

it is worth pointing out that the time to compute the explanations sharply increases with619

the size of the network. Focusing on MNIST, this takes FaVeX 21.21 seconds on average620

for FC-10x2, 48.16 on FC-50x2, 612.75 seconds on CNN-3, and 4446.53 seconds on CNN-3.621
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Table 10 Comparison of di!erent traversal strategies for OVAL-optimal robust explana-
tions on CNN-3. Results are averaged over the first 10 images of the test set. Bold entries correspond
to the smallest Cx → Ux.

MNIST, ω = 0.25 CIFAR-10, ω = 8
255

Method |Cx → Ux| |Cx| |Ux| time [s] |Cx → Ux| |Cx| |Ux| time [s]

VeriX 282.80 160.50 122.30 974.35 765.50 437.20 328.30 1925.09
VeriX+ 247.40 155.20 92.20 576.67 468.90 262.00 206.90 915.45

ε-FaVeX 289.90 181.20 108.70 696.31 462.10 210.40 251.70 1150.82
FaVeX-IBP 254.70 160.30 94.40 612.75 466.40 250.90 215.50 941.95

Table 11 Comparison of di!erent traversal strategies for OVAL-optimal robust explana-
tions on CNN-7. Results are averaged over the first 3 images of the test set. Bold entries correspond
to the smallest Cx → Ux.

MNIST, ω = 0.25 CIFAR-10, ω = 16
255

Method |Cx → Ux| |Cx| |Ux| time [s] |Cx → Ux| |Cx| |Ux| time [s]

VeriX 547.00 123.33 423.67 7763.91 945.00 728.67 216.33 4974.69
VeriX+ 429.33 196.67 232.67 4394.67 735.67 522.00 213.67 5105.86

ε-FaVeX 552.33 234.67 317.67 5344.59 733.33 467.00 266.33 6532.98
FaVeX-IBP 456.67 207.33 249.33 4446.53 729.33 512.67 216.67 5099.98

Table 12 Ablation on k, the maximum number of leaves that can be stored for reuse within
FaVeX, for the experiments from Table 5. Results are averaged over the first 100 images of the test
set. Bold entries correspond to the tuned k value employed in the original experiment.

GTSRB, ω = 0.1 CIFAR-10, ω = 2
255

k |Ex| time [s] |Ex| time [s]

25 287.02 40.95 204.23 14.44
500 287.02 29.42 204.23 13.90
↑ 287.02 30.48 204.23 13.92

7.5 Ablation: Cap on Stored Leaves644

FaVeX features only a single hyper-parameter: k, the maximum number of leaves to be stored645

for reuse, tuned as described in Section 7.1. As outlined in Section 6.2, when the number of646

branch-and-bound leaves from a call to the verifier is greater than k, branch-and-bound for647

the next verifier call will start from scratch, discarding any leaf information. In order to report648

the e!ect of k on final performance, we here show results for three values: one relatively small649

(k = 25), one intermediate (k = 500), and one associated to uncapped storage (k = →). Con-650

sistently with our focus on the e"ciency of FaVeX, we report results for the setups from Sec-651

tion 7.3, excluding benchmarks where the MILP solver is called at the branch-and-bound root.652

Tables 12, 13 and 14 show that FaVeX is relatively insensitive to its hyper-parameter, and653

that the tuning process consistently leads to good performance. Consistently with the fact that654

leaf reuse was found to be ine!ective on CNN-3 and CNN-7 in Section 7.3, allowing for the reuse655

of a large number of leaves leads has a negative impact on performance in Tables 13 and 14.656
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Computing Verifier-Optimal Robust Explanations
CNN-3
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MNIST, ϵ=0.25 CIFAR-10, ϵ=8/255

Counterfactuals Unknowns Time Counterfactuals Unknowns Time

Standard 0.00 247.80 45m 0.00 461.00 2h 30m

Verifier-
Optimal 160.30 94.40 10m 210.40 251.70 19m

160.30 +  
  94.40 =  
254.70

210.40 +  
251.70 =  
462.10

Computing Verifier-Optimal Robust Explanations
Drop (i.e., Free) Input Features While AXp Condition Holds
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Figure 4 Example of computing a verifier-optimal robust explanation on 9 features. The
verification steps proceed from left to right; the dotted box indicates the feature under analysis,
dark grey shows the invariants ( ↭ ), blue shows the unknowns ( U ), yellow shows the explanations
for which a counterexample has been found ( → ). The final results of the analysis can be seen in
the rightmost column.

then proceeds by allowing perturbations also to the features indexed by Ux. This way,139

a counterexample is found for both x9 and x8 (which was instead invariant in Figure 3).140

This can occur because the considered perturbation region is e!ectively larger, as it also141

includes the features indexed by Ux. (This e!ect can also be observed in practice beyond this142

illustrative example: for instance, upon closer inspection, Figure 1b contains few more pixels143

highlighted in blue than Figure 1a.) The explanation, containing the features x6, x7, x8, x9,144

is larger than the one in Figure 3 but it is hierarchical: features x6, x8, x9 (counterfactuals)145

are more important to the classification outcome, while x7 (unknown) is less important.146

3 Background147

In the following, we will denote vectors by boldface lowercase letters (x → Rd), and use148

subscripts to index their entries (for instance, xi denotes the i-th entry). Furthermore, we149

will denote sets by calligraphic uppercase letters (e.g, A), and use xA to denote the vector150

containing the entries of x indexed by the elements of A.151

3.1 Neural Network Verification152

Neural Networks. A neural network classifier is a function f : Rd ↑ Rk mapping a153

d-dimensional input vector of features x to a k-dimensional output vector f(x) of logits, i.e.,154

unnormalized confidence scores. The classification output of a neural network classifier f is155

yf : Rk ↑ {1, . . . , k} defined as yf (x) def= argmaxi f(x)i.156

Among the most widely used classifiers in modern deep learning are neural networks157

with rectified linear unit (ReLU) activations, which consist of a sequential composition158

f = fl ↓ · · · ↓ f1 of l layers, where each layer fi : Rm ↑ Rn, is either an a"ne transformation159

fi(x) = Ax+b, with A → Rn→m, b → Rn, or an entry-wise application of the ReLU activation160

function, ReLU(x) def= max(0, x); the final layer fl is an a"ne transformation.161

Local Robustness. Neural network verification aims to provide formal guarantees about162

the neural network behavior. In particular, verifying neural network safety, involves proving163

that all network outputs corresponding to inputs satisfying a given input property also satisfy164

a specified output property. A widely studied safety property is local robustness, which165

ensures that small perturbations of an input do not change the classification output of a166

neural network. Formally, a neural network classifier f : Rd ↑ Rk is said to be locally robust167
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